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Vorwort

Das vorliegende Jahrbuch umfasst die Leitartikel der EuZ - Zeitschrift fir Eu-
roparecht aus dem Jahr 2023. Die EuZ berichtet im nunmehr 25. Jahrgang iiber
die jungsten Entwicklungen im Recht der EU sowie tiber die Beziehungen der
Schweiz zur EU. Im Rahmen wissenschaftlicher Beitrage analysieren renom-
mierte Expertinnen und Experten aktuelle Rechtsfragen in allen wirtschafts-
relevanten Bereichen des EU-Rechts.

Seit 2022 wird die EuZ als Open Access-eJournal im Fachverlag des Europa
Instituts an der Universitat Zirich, ,EIZ Publishing®, herausgegeben. Sie er-
scheint zehnmal jahrlich und ist auf der Verlagswebseite (eizpublishing.ch)
kostenfrei abrufbar. Die einzelnen Ausgaben des eJournals umfassen neben
den im vorliegenden Jahrbuch zusammengefihrten Leitartikeln Kurzbeitrage
zu aktuellen Entwicklungen in allen wirtschafts- und gesellschaftsrelevanten
Bereichen des EU-Rechts und der Beziehungen Schweiz-EU.

Wir danken den Autorinnen und Autoren bestens fiir Ihre Beitrage und das
Vertrauen in unser neues Verdffentlichungsformat, mit dem wir den Verbrei-
tungsradius der EuZ enorm vergrdssern konnten.

Zirich, Dezember 2023

Tobias Baumgartner Andreas Kellerhals Sophie Tschaler
Dr. iur., LL.M., Prof. Dr. iur., LL.M., MLaw
Rechtsanwalt Rechtsanwalt


http://www.eizpublishing.ch/




Inhaltsiibersicht

EU Data Act - Ein wichtiger Baustein in der
Européischen Datenstrategie

Prof. Dr. BERND HOLZNAGEL / BENEDIKT FREESE

The EU Cyber Resilience Act - An appraisal and
contextualization

Prof. Dr. MIRA BURRI / ZAIRA ZIHLMANN

Market Definition and Market Power in the Era
of Blockchain

OKAN YILDIZ / Prof. Dr. ROLF H. WEBER

The Economic and Monetary Union (EMU): status quo
and the way forward

Prof. Dr. CHRISTOS V. GORTSOS

MiCAR - Hohenflug oder unsanfte Landung fiir
Schweizer Krypto-Anbieter?

SIMONE TOBLER

ELTIF 2.0 - Weiterentwicklung des europédischen
Rechtsrahmens fiir langfristige Anlagen

PD Dr. SIMON SCHAREN

Happy and Glorious?
Die interne Umsetzung des Brexit im Vereinigten Konigreich

Prof. Dr. TOBIAS LOCK

Européische Union - ein Szenario fiir 2050

Prof. Dr. WALTRAUD HAKENBERG

Al

B1

Cl1

D1

E1l

F1

Gl

H1

VII



The Indo-Pacific taking centre-stage for
the EU’s security policy
PD Dr. MICHAEL REITERER

Die Schweiz im européischen und internationalen
zivilprozessualen Rechtsraum - Stand und Perspektiven
PD Dr. DIRK TRUTEN

Der Europiische Rechtsrahmen zur
Nachhaltigkeitsberichterstattung von Unternehmen - Ein
Streifzug durch die CSRD und die ESRS

Prof. Dr. VALENTIN JENTSCH

Die Weiterentwicklung der Sozialrechtskoordinierung im FZA

Prof. Dr. BASILE CARDINAUX

VIII

I'1

J1

K1

L1



Autorenverzeichnis

Prof. Dr. MIRA BURRI, Professorin fiir Internationales Wirtschafts- und Inter-
netrecht, Rechtswissenschaftliche Fakultat, Universitat Luzern.

Prof. Dr. BASILE CARDINAUX, Rechtsanwalt, Lehrstuhl flr Arbeits- und Sozialver-
sicherungsrecht, Universitit Freiburg i.U.

BENEDIKT FREESE, Doktorand am Institut fiir Informations-, Telekommunikati-
ons- und Medienrecht an der Westfalischen Wilhelms-Universitat Miinster.

Prof. Dr. CHRISTOS V. GORTSOS, Professor fur offentliches Wirtschaftsrecht am
Institut fir Rechtswissenschaften an der Nationalen und Kapodistrias-Univer-
sitat Athen.

Prof. Dr. WALTRAUD HAKENBERG, Kanzlerin des Gerichts fiir den Offentlichen
Dienst der EU a.D. und Honorarprofessorin an der Universitat des Saarlandes.

Prof. Dr. BERND HOLZNAGEL, LL.M. (McGill), Direktor des Instituts fiir Informati-
ons-, Telekommunikations- und Medienrecht an der Westfalischen Wilhelms-
Universitat Minster.

Prof. Dr. VALENTIN JENTSCH, LL.M. (Stanford), Rechtsanwalt, Assistenzprofessor
mit Tenure Track fur Gesellschaftsrecht, Universitat St. Gallen; Externer Wis-
senschaftler am Max-Planck-Institut fiir Steuerrecht und Offentliche Finan-
zen, Miunchen.

Prof. Dr. TOBIAS LOCK, Jean Monnet Lehrstuhl fiir EU-Recht und Grundrechte,
Maynooth University, School of Law and Criminology, Irland.

PD Dr. MICHAEL REITERER, ordentlicher Professor am Centre for Security, Diplo-
macy and Strategy (CSDS) an der Freien Universitat Brissel (VUB); ehemaliger
Botschafter der EU in der Republik Korea, Schweiz und Fiirstentum Liechten-
stein; Gesandter der Delegation der Europaischen Kommission in Tokio.

PD Dr. SIMON SCHAREN, Rechtsanwalt, LL.M., Senior Legal Counsel, Asset Ma-
nagement Association Switzerland (AMAS), Basel /Ziirich /Genf; Privatdozent
und Lehrbeauftragter, Universitat Bern.

SIMONE TOBLER, lic. iur., Advokatin, LL.M., Senior Supervision Specialist, Eidge-
nossischen Finanzmarktaufsicht FINMA, Bern.

PD Dr. DIRK TRUTEN, LL.M., Privatdozent fiir Europaisches Privat- und Wirt-
schaftsrecht, Internationales Privatrecht und Rechtsvergleichung, Universitat
Luzern.



Prof. Dr. ROLF H. WEBER, Professor fiir Wirtschaftsrecht, Universitat Ziirich;
Rechtsanwalt, Bratschi AG, Zurich.

MLaw OKAN YILDIZ, Doktorand, Rechtswissenschaftliche Fakultat, Universitat
Zirich.

ZAIRA ZIHLMANN, Doktorandin, Lehrstuhl fiir Internationales Wirtschafts- und
Internetrecht, Rechtswissenschaftliche Fakultat, Universitat Luzern.



0.0:-.0 ™~ UC: i . w =
— e— £

T & ' e

th2n 1280 | AR

1£ZN ' ‘

4

) ~ s i - ,
e_0_0_ " v 4 4
iy LA - W
L2 4 _.___’_-—_f__o e - -

S - ) ER

: g fhent e ‘ o | fh2n1278 | g}'/
———":g—.* . ' - ® N B
' . CTTTTIeY - VR N : — g ATTTNVTTOT
e o =% " TN 1] O

‘.q.'— LIy -

¥ gl

’ P

Y
® o -
.‘. MM

I NYNENER]

Y

h I ' A‘g‘}uf Ty

5
) 5% | @
. . L EREEERERERANN

RN

i

LEITARTIKEL:
Bernd Holznagel /
Benedikt Freese

ZEITSCHRIFT FUR EUROPARECHT EU Data Act: Ein WiChtigEl’
Baustein in der Europaischen

o ' Datenstrategie
AUSGABE: '

01]2023



EU Data Act

Ein wichtiger Baustein in der Europaischen Datenstrategie
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A. Einleitung

Wie viele Filme in 4K-Aufldsung miissten Sie streamen, um das weltweit fir
das Jahr 2025 zu erwartende Datenvolumen zu erreichen? Schatzen Sie, bevor
Sie weiterlesen. Obwohl die Frage mit ihrem suggestiven Charakter zu einer
hohen Schatzung verleitet, dirfte die Antwort verbliffen. Im Jahre 2025 soll
das weltweite Datenvolumen bei 175 Zettabyte liegen.' Das entspricht rund
2,15 Billionen Filmdateien in 4K-Auflosung,” oder 368.000 Jahren ununterbro-
chenen Streamings. Manche méchten gar ausgerechnet haben, dass die Hohe
des Stapels an DVDs, auf denen 175 Zettabyte gespeichert waren, Gber das
23-fache der Entfernung zwischen Erde und Mond betrigt.’ Diese grossen Da-
tenmengen bringen ein wirtschaftliches Potenzial mit sich: Wenn etwa ge-
werblich genutzte Maschinen und Haushaltsgerate immer genauere Auskunft
iber ihre Nutzung und Umwelt geben, lassen sich hieraus Muster ableiten,
die zu nitzlichen Innovationen beitragen kénnen. Auch auf gesellschaftlicher
Ebene kann die Auswertung der Datenmengen zu Verbesserungen beitragen.

Seagate, Rethink Data. Bessere Nutzung von mehr Unternehmensdaten - vom Netzwer-
krand bis hin zur Cloud, 2022, 10.

2 Vgl <https: //www.ionos.de/digitalguide /websites /web-entwicklung /was-ist-ein-zetta-

auf-175-zetabyte-wachsen-8-mal-so-viel-wie-2017/>.
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https://www.ionos.de/digitalguide/websites/web-entwicklung/was-ist-ein-zettabyte/
https://www.ionos.de/digitalguide/websites/web-entwicklung/was-ist-ein-zettabyte/
https://blog.wiwo.de/look-at-it/2018/11/27/weltweite-datenmengen-sollen-bis-2025-auf-175-zetabyte-wachsen-8-mal-so-viel-wie-2017/
https://blog.wiwo.de/look-at-it/2018/11/27/weltweite-datenmengen-sollen-bis-2025-auf-175-zetabyte-wachsen-8-mal-so-viel-wie-2017/

Ein Beispiel bot bereits die Pandemiebekdampfung: Behorden liessen sich von
Telekommunikationsdienstleistern anonymisierte Standortdaten der Mobil-
telefone der Birger tbermitteln, um pandemieférdernde Bewegungsstrome
analysieren zu kénnen.*

Um das 6konomische und gesellschaftliche Potenzial dieser Datenmengen an-
zuheben, hat die Europaische Kommission rechtspolitischen Handlungsbedarf
angemeldet, den sie in jingster Zeit schrittweise umsetzt. Den Zugang zu
Daten der offentlichen Hand (Government-to-Business und Government-to-
Consumer, G2B und G2C)’ regelt vor allem die Open Data-Richtlinie.® Diese
Materie ist auch Gegenstand des Data Governance Act (DGA)’, der Vorgaben
fir die Weiternutzung von sensiblen Daten durch 6ffentliche Stellen enthalt.
Beispielhaft sind die Daten zu nennen, die dem Gemeinhaltungsschutz un-
terliegen. Zudem regelt der DGA Anforderungen an Datenvermittlungsdienste
(Art. 10 ff. DGA). Er fordert die freiwillige gemeinsame Datennutzung fiir ge-
meinwohlorientierte Zwecke (sog. ,Datenaltruismus, Art. 2 Nr. 16, 16 {ff. DGA)
und schiitzt nicht personenbezogene Daten im internationalen Umfeld (Art. 31
DGA). Das Funktionieren des Wettbewerbs in der Datenwirtschaft soll der Di-
gital Markets Act (DMA) sicherstellen.® Dem Grundrechtsschutz dienen der
kiirzlich in Kraft getretene Digital Services Act (DSA)? und der Verordnungs-
entwurf zur Festlegung harmonisierter Vorschriften fiir kiinstliche Intelli-

Wilken Timo/Rammos Thanos, Der Data Act - Chancen und Risiken fiir Unternehmen

durch das geplante europaische Datengesetz, DER BETRIEB 2022, 1241, 1244.

Die Beschreibung folgt dem Datenfluss, sodass beispielsweise bei ,Government-to-Busi-

ness* die Datenweitergabe von einer 6ffentlichen Stelle an ein Unternehmen erfolgt.

¢ Richtlinie (EU) 2019/1024 des Européischen Parlaments und des Rates vom 20. Juni 2019
iiber offene Daten und die Weiterverwendung von Informationen des 6ffentlichen Sektors
(Neufassung), ABI L 172 vom 26. Juni 2019, 56 ff.

7 Verordnung (EU) 2022/868 des Europaischen Parlaments und des Rates vom 30. Mai 2022

tiber europiische Daten-Governance und zur Anderung der Verordnung (EU) 2018 /1724

(Daten-Governance-Rechtsakt), ABI L 152 vom 3. Juni 2022, 1 ff.

Verordnung (EU) 2022 /1925 des Europaischen Parlaments und des Rates vom 14. Septem-

ber 2022 {iber bestreitbare und faire Markte im digitalen Sektor und zur Anderung der

Richtlinien (EU) 2019,/1937 und (EU) 2020,/1828, ABI L 265 vom 12. Oktober 2022, 1 ff.

®  Verordnung (EU) 2022 /2065 des Europdischen Parlaments und des Rates vom 19. Oktober

2022 iiber einen Binnenmarkt fiir digitale Dienste und zur Anderung der Richtlinie 2000/

31/EG (Gesetz tiber digitale Dienste), ABl L 277 vom 27. Oktober 2022, 1 ff.
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genz.” Instrumente des Schutzes personenbezogener Daten sind die Daten-
schutz-Grundverordnung (DS-GVO)" und die E-Privacy-Richtlinie”, die sich
weiterhin im Prozess der Uberarbeitung zu einer Verordnung befindet.”

In dieses Geflige will die Europaische Kommission ihren Verordnungsvor-
schlag fiir einen Data Act (DA-E)" einpassen. Dieser soll den fairen Datenzu-
gang und die faire Datennutzung im Business-to-Business- (B2B), Business-
to-Consumer- (B2C) und Business-to-Government-Bereich (B2G) regeln, den
Wechsel zwischen Datenverarbeitungsdiensten und die Interoperabilitit bei
der Datenbereitstellung vereinfachen sowie nicht personenbezogene Daten
im internationalen Umfeld schiitzen.” Zugleich will die Kommission mit dem
Verordnungsentwurf noch bestehende Liicken in der Umsetzung ihrer Euro-
piischen Datenstrategie'® schliessen. Es gibt also Grund genug, den DA-E im
Rahmen dieses Beitrags kritisch zu untersuchen.

Die Darstellung nimmt folgenden Gang: Zunichst wird ein Uberblick iiber die
Bestimmungen des Verordnungsentwurfs gegeben und eine Abgrenzung zu
anderen Rechtsakten vorgenommen (siehe B.). Es folgt eine Analyse der zen-
tralen Regelungskomplexe des DA-E (siehe C.). Der Beitrag schliesst mit einem
Fazit (siehe D.).

Vorschlag fiir eine Verordnung des Européischen Parlaments und des Rates zur Festlegung
harmonisierter Vorschriften fiir Kiinstliche Intelligenz (Gesetz tber kiinstliche Intelligenz)
und zur Anderung bestimmter Rechtsakte der Union, COM (2021) 206 final vom 21. April
2021.

' Verordnung (EU) 2016/679 des Européischen Parlaments und des Rates vom 27. April 2016
zum Schutz natiirlicher Personen bei der Verarbeitung personenbezogener Daten, zum
freien Datenverkehr und zur Aufhebung der Richtlinie 95/46 /EG (Datenschutz-Grundver-
ordnung), ABI L 119 vom 4. Mai 2016, 1 ff.

12 Richtlinie 2002/58/EG des Europiischen Parlaments und des Rates vom 12. Juli 2002 {iber

die Verarbeitung personenbezogener Daten und den Schutz der Privatsphare in der elek-

tronischen Kommunikation (Datenschutzrichtlinie fiir elektronische Kommunikation),

ABI L 201 vom 12. Juli 2002, 37 ff.

Siehe dazu Vorschlag fiir eine Verordnung des Europaischen Parlaments und des Rates iiber

die Achtung des Privatlebens und den Schutz personenbezogener Daten in der elektroni-

schen Kommunikation und zur Aufhebung der Richtlinie 2002/58/EG (Verordnung tiber

Privatsphare und elektronische Kommunikation), COM (2017) 10 final vom 10. Januar 2017.

Vorschlag fiir eine Verordnung des Europaischen Parlaments und des Rates {iber harmo-

nisierte Vorschriften fiir einen fairen Datenzugang und eine faire Datennutzung (Datenge-

setz), COM (2022) 68 final vom 23. Februar 2022.

Komprimiert zusammengefasst in DA-E, 3 f.

Mitteilung der Kommission an das Europdische Parlament, den Rat, den Europaischen

Wirtschafts- und Sozialausschuss und den Ausschuss der Regionen Eine europaische Da-

tenstrategie, COM (2020) 66 final vom 19. Februar 2020.

A4



B. Aufbau des Entwurfs und Abgrenzung zu anderen
Rechtsakten

I Aufbau

Der Verordnungsentwurf gliedert sich in elf Kapitel.

Gliederung des Data Act-Entwurfs
Kapitel I Allgemeine Bestimmungen Artikel 1 -2

Kapitel I Datenweitergabe von Unternehmen Artikel 3 -7
an Verbraucher und zwischen Unternehmen

Kapitel III Pflichten der Dateninhaber, Artikel 8 - 12
die rechtlich verpflichtet sind, Daten bereitzustellen

Kapitel IV Missbrauchliche Klauseln in Bezug Artikel 13
auf den Datenzugang und die Datennutzung
zwischen Unternehmen

Kapitel V Bereitstellung von Daten fiir 6ffentliche Stellen Artikel 14 - 22
und Organe, Einrichtungen und sonstige Stellen der Union
wegen aussergewohnlicher Notwendigkeit

Kapitel VI Wechsel zwischen Datenverarbeitungsdiensten Artikel 23 - 26

Kapitel VII Schutzvorkehrungen fiir Artikel 27
nicht personenbezogene Daten im internationalen Umfeld

Kapitel VIII Interoperabilitat Artikel 28 - 30
Kapitel IX Anwendung und Durchsetzung Artikel 31 - 34
Kapitel X Sui-generis-Recht im Rahmen Artikel 35

der Richtlinie 1996 /9/EG

Kapitel XI Schlussbestimmungen Artikel 36 - 42

Diese Kapitel lassen sich in eine Reihe von Oberkategorien zusammenfassen.

Erstens sind das erste und das letzte Kapitel mit ihren allgemeinen Bestim-
mungen und Schlussbestimmungen rechtstechnisch geboten. Kapitel I regelt
Gegenstand und Anwendungsbereich der geplanten Verordnung (Art. 1 DA-E).
Gemass Art. 1 Abs. 2 DA-E soll die Verordnung ,in der Union“ gelten. Damit
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gilt fiir den DA-E das sog. Marktortprinzip.” Dies setzt den Regelungsansatz
fir den territorialen Anwendungsbereich aus anderen europaischen Datenre-
gelwerken fort (Art. 11 Abs. 3 Data Governance Act [DGA]® und Art. 3 Abs. 2
Datenschutz-Grundverordnung [DS-GVO])”. In Art. 2 DA-E finden sich ferner
vor die Klammer gezogene Begriffsbestimmungen.

Zweitens will die Europaische Kommission mit dem DA-E den Datenzugang
und die Datennutzung im B2B- und B2C-Bereich regeln (Kapitel II, III, IV, X -
siehe C.L). In Kapitel II verleiht der DA-E einem Nutzer einen Anspruch, die
bei der Nutzung eines Produkts oder verbundenen Dienstes entstehenden Da-
ten vom Dateninhaber anzufordern (Art. 4 DA-E). Dies braucht es nur, wenn
die begehrten Daten nicht ohnehin direkt fiir den Nutzer zuganglich sind, was
nach Art. 3 DA-E kinftig der Standard sein soll. Die Datenweitergabe kann auf
Geheiss des Nutzers auch an einen Dritten erfolgen (Art. 5 DA-E). Mit diesem
horizontalen - d.h. nicht auf einen bestimmten Sektor zugeschnittenen - Da-
tenzugangsrecht wiirde der DA-E ein echtes Novum darstellen. So bestanden
bislang lediglich sektorale Datenzugangsrechte.”’ Dariiber hinaus wird in Ka-
pitel IlI die verpflichtende Datenweitergabe ausgestaltet. Damit die Regelun-
gen von Datenzugang und Datennutzung nicht durch das sui-generis-Recht an
Datenbanken aus Art. 7 Richtlinie 1996,/9/EG* torpediert werden, soll in Ka-
pitel X hierzu abgegrenzt werden. Des Weiteren werden Vertragsklauseln im
Zusammenhang mit dem Datenzugang und der Datennutzung in Kapitel IV des
Verordnungsentwurfs einer neuen Kontrollnorm unterzogen (Art. 13 DA-E).

Specht-Riemenschneider Louisa, Der Entwurf des Data Act. Eine Analyse der vorgesehenen

Datenzugangsanspriiche im Verhaltnis B2B, B2C und B2G, MMR-Beil. 2022, 809, 812; Hen-

nemann Moritz/Steinrétter Bjorn, Data Act - Fundament des neuen EU-Datenwirtschafts-

rechts?, NJW 2022, 1481, 1482, Rz 6.

'8 Vgl. zum Marktortprinzip im DGA Hennemann/Steinrétter, 1482, Rz 6; der DGA hat generell
eine grosse Aufmerksamkeit erfahren, siehe etwa Schildbach Roman, Zugang zu Daten der
offentlichen Hand und Datenaltruismus nach dem Entwurf des Daten-Governance-Ge-
setzes. Datenwirtschaftsrecht IV: Mehrwert fiir das Teilen von Daten oder leere Hiille?,
ZD 2022, 148; Tolks Daniel, Die finale Fassung des Data Governance Act. Erste Schritte in
Richtung einer europaischen Datenwirtschaft, MMR 2022, 444.

19 Vgl. zum Marktortprinzip in der DS-GVO Ernst Stefan, in: Paal Boris/Pauly Daniel (Hrsg.),
Datenschutz-Grundverordnung Bundesdatenschutzgesetz, 3. A., Miinchen 2021 (zit.: Paal/
Pauly-Bearbeiter), Art. 3 DS-GVO, Rz 13 ff.; Ennéckl Daniel, in: Sydow Gernot/Marsch Ni-
kolaus (Hrsg.), DS-GVO | BDSG, 3. A., Baden-Baden 2022 (zit.: Sydow/Marsch-Bearbeiter),
Art. 3 DS-GVO, Rz 11 ff.

20 DA-E, 6 f.; Specht-Riemenschneider (Fn. 17), 810.

2l Richtlinie 1996,/9/EG des Européischen Parlaments und des Rates vom 11. Mérz 1996 iiber

den rechtlichen Schutz von Datenbanken, ABI L 77 vom 27. Marz 1996, 20 ff.
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Diese soll missbrauchliche Vertragsbestandteile, die Kleinstunternehmen so-
wie kleinen und mittleren Unternehmen i. S. d. Art. 2 des Anhangs der Emp-
fehlung 2003,/361/EG* einseitig auferlegt werden, verhindern.

Drittens sollen kiinftig neben dem B2B- und B2C-Bereich auch Trager offent-
licher Gewalt vermehrt an den immensen Datenmengen im europaischen Bin-
nenmarkt partizipieren. In Kapitel V DA-E werden daher Datenzugang und Da-
tennutzung im B2G-Bereich geregelt (siehe C.IL). Nach Art. 14 DA-E erhalten
offentliche Stellen und Organe, Einrichtungen und sonstige Stellen der Union
bei Vorliegen einer aussergewohnlichen Notwendigkeit Zugang zu von der
jeweiligen Stelle begehrten Daten. Das durch diesen Zugang entstehende
Rechtsverhaltnis zwischen den berechtigten Stellen und den verpflichteten
Dateninhabern erfahrt in dem Kapitel eine umfassende Ausformung.

Viertens stellt der Verordnungsentwurf Verhaltensregeln fiir zentrale Marktak-
teure im Digitalwettbewerb auf. (siehe C.II1.). Kapitel VI enthalt Vorgaben fiir ei-
nen erleichterten Wechsel zwischen Datenverarbeitungsdiensten (Cloud- und
Edge-Anbieter). Zudem mochte die Europdische Kommission nicht personen-
bezogene Daten in internationalen Verarbeitungskontexten besser schiitzen
und sieht daftir in Kapitel VII ein entsprechendes Pflichtenprogramm fiir An-
bieter von Datenverarbeitungsdiensten vor. Auch die Interoperabilitit zwi-
schen Datenraumen wird in Kapitel VIII neuen Anforderungen unterworfen.

Schliesslich nimmt sich Kapitel IX DA-E der Anwendung und Durchsetzung
an. Hier regelt Art. 31 DA-E die in den jingsten Rechtsakten im Digitalbereich
stets fiir politischen Ziindstoff sorgende Frage, wie die Aufsicht tiber die Ein-
haltung des DA-E gestaltet werden soll (siehe C.IV.). Dies ist ein Thema, dass in
den Mitgliedstaaten naturgemass auf ein besonderes Interesse stosst.

Diese Inhalte liegen ganz auf der Linie der Europaischen Datenstrategie der
Europaischen Kommission. Mit dieser Strategie soll die Europaische Union als
gewichtiger internationaler Player der Digitalwirtschaft etabliert werden. Hier
droht die Union angesichts des enormen Einflusses der USA und Chinas, an
Bedeutung einzubiissen.””> Den Weg zu mehr internationalem Gewicht sieht
die Kommission in einem gegeniiber diesen Landern eigenstandigen Ansatz:
Wie in den USA und in China soll auch in der Union das Potenzial von Daten
genutzt werden.”* Wihrend in den USA nach Ansicht der Kommission aller-

22 Empfehlung 2003/361/EG der Kommission vom 6. Mai 2003 betreffend die Definition der
Kleinstunternehmen sowie der kleinen und mittleren Unternehmen, ABI L 124 vom 20. Mai
2003, 36 ff.

23 <https: //www.deutschlandfunk.de /china-usa-eu-digitalisierung-technologie-100.html>.

2 ygl. COM (2020) 66 final, 7 ff.

A7


https://www.deutschlandfunk.de/china-usa-eu-digitalisierung-technologie-100.html

dings wenige Privatakteure iiber den wertschopfenden Umgang mit Daten
entscheiden und in China diese Entscheidung staatlich kontrollierten Akteu-
ren unterliege, soll das Wachstumspotenzial in der Union wertegeleitet aus-
geschopft werden.”® Dies lasst sich fiir die Kommission durch eine demo-
kratische Ausgestaltung des Datenzugangs und der Datennutzung sowie der
Regelung eines hohen Grundrechts-, Sicherheits- und Ethik-Niveaus errei-
chen.”® In diese Ziele fligt sich der DA-E ein, indem er Datenzugang und Da-
tennutzung regelt (Kapitel II, I1I, IV, V, X), die Datensicherheit im internationa-
len Umfeld angeht (Kapitel VII) und Fairnessstandards im Digitalmarkt schafft
(Kapitel VI, VIII).

Schon dieser kurze Uberblick verdeutlicht, wie grossflichig der Bereich ist,
den der DA-E abdecken soll. Zwangslaufig tiberlappen die Regelungsmaterien
des Entwurfs damit aber auch mit denen anderer europaischer Rechtsakte. In
diesen Spannungsfeldern muss sich der DA-E behaupten, um seine Wirkung
entfalten zu konnen.

II. Abgrenzung zu anderen Rechtsakten

1. Verhaltnis zum Schutz personenbezogener Daten

Nach Art.1 Abs. 3 DA-E bleiben die Regeln zum Schutz personenbezogener
Daten unbertihrt, insbesondere die DS-GVO und die E-Privacy-Richtlinie. Da-
her muss sich vor allem der Datenzugang fiir den Nutzer oder Dritte auf
Anfrage des Nutzers (Art. 4 u. 5 DA-E) sowie fiir Trager hoheitlicher Gewalt
(Art. 14 DA-E) im Falle personenbezogener Daten anhand dieser Vorgaben
messen lassen. Nach Art. 6 u. 9 DS-GVO miissen die Verarbeitungen perso-
nenbezogener Daten also von einem Rechtfertigungsgrund gedeckt sein.

Beziiglich des Datenzugangs nach Art. 4 u. 5 DA-E ist zu unterscheiden, ob der
Nutzer betroffene Person der personenbezogenen Daten ist oder nicht (Art. 4
Nr.1 DS-GVO). Ist er die betroffene Person, liegt in der Geltendmachung der
Anspriche seine Einwilligung in die Verarbeitung der begehrten personen-
bezogenen Daten, sodass die Verarbeitung von Art. 6 Abs. 1lit. a, Art. 9 Abs. 2
lit. a DS-GVO gedeckt ist.”” Ist der Nutzer nicht die betroffene Person, muss
fiir die Datenweitergabe ein anderer Rechtfertigungsgrund nach Art. 6 Abs. 1
DS-GVO und ggf. Art. 9 Abs. 2 DS-GVO vorliegen.

5 COM (2020) 66 final, 4.
2 COM (2020) 66 final, 4.
27 Specht-Riemenschneider (Fn. 17), 810.
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Eine anderer Rechtfertigungsgrund konnte sich aus Art. 6 Abs. 1lit. ¢ DS-GVO
ergeben. Dieser setzt voraus, dass der Dateninhaber bei Weitergabe von Da-
ten nach Art. 4 u. 5 DA-E einer rechtlichen Verpflichtung zur Datenweitergabe
unterliegt. Diese rechtliche Verpflichtung kénnten die Zugangsanspriiche in
Art. 4 u. 5 DA-E selbst darstellen. In der Folge ware die Bereitstellung perso-
nenbezogener Daten nach Art. 4 u. 5 DA-E stets von Art. 6 Abs. 1lit. ¢ DS-GVO
gedeckt.”

Gegen diese Konstruktion kénnte systematisch sprechen, dass der DA-E nach
Erwagungsgrund 24 keine datenschutzrechtliche Grundlage fiir die Weiter-
gabe personenbezogener Daten an den Nutzer als nicht betroffene Person
schaffen soll.*® Dies lasst sich aber teilweise mit dem Wortlaut des Erwagungs-
grunds entkraften, nach dem diese Einschrankung nur gelten soll, wenn der
Nutzer als nicht betroffene Person den Zugang zu personenbezogenen Da-
ten fiir Dritte (Art. 5 DA-E) verlangt.* Systematisch sind allerdings auch Art. 4
Abs. 5, 5 Abs. 6 DA-E zu beachten. Hiernach ist fiir die Datenweitergabe im
Rahmen von Art. 4 u. 5 DA-E erforderlich, dass im Falle des Auseinanderfallens
von Nutzer und betroffener Person eine Rechtsgrundlage nach Art. 6 Abs. 1
DS-GVO und ggf. Art. 9 DS-GVO vorliegt. Hatte die Kommission in den An-
spriichen aus Art. 4 u. 5 DA-E selbst rechtliche Verpflichtungen zur Datenwei-
tergabe nach Art. 6 Abs. 1 lit. ¢ DS-GVO gesehen, hitte es dieser Regelungen
nicht bedurft. Dies unterstreicht der Verweis auf den Schutz personenbezo-
gener Daten in Art. 5 Abs. 9 DA-E.*' Es muss somit ein ausserhalb von Art. 4 u.
5 DA-E liegender Rechtfertigungsgrund gefunden werden, um die Weitergabe
personenbezogener Daten an nicht betroffene Personen im Rahmen von Art. 4
u. 5 DA-E zu erméglichen,” etwa eine Einwilligung der betroffenen Person
(Art. 6 Abs. 11it. a, 9 Abs. 2 lit. a DS-GVO). Angesichts der schon im frithen Sta-

28 Specht-Riemenschneider (Fn. 17), 811.

2 Bomhard David/Merkle Marieke, Der Entwurf eines EU Data Acts. Neue Spielregeln fiir die
Data Economy, RDi 2022, 168, 172, Rz 27.

30 Specht-Riemenschneider (Fn. 17), 811.

31" Hennemann/Steinrétter, 1482 f., Rz 9.

32 Hennemann/Steinrétter, 1482 f., Rz 9; Wilken/Rammos, 1242; Bomhard/Merkle, 172,
Rz 27 ff.; Klink-Straub Judith/Straub Tobias, Data Act als Rahmen fiir gemeinsame Daten-
nutzung, ZD-Aktuell 2022, 01076.
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dium bestehenden Meinungsverschiedenheiten hinsichtlich des Verhaltnisses
des DA-E zur DS-GVO ist indes eine Klarstellung im weiteren Verfahren zu er-
wiagen.*

Immerhin koénnen die Art. 4 u. 5 DA-E mangels Konfliktfall reibungslos neben
das Recht auf Dateniibertragbarkeit nach Art. 20 DS-GVO treten.** Einfacher
liegt auch der Fall des Datenzugangs der Trager hoheitlicher Gewalt nach
Art. 14 DA-E. Da dieser Zugang eine aussergewohnliche Notwendigkeit erfor-
dert, wird die Gewahrung des Datenzugangs in wohl allen Fallen im 6ffentli-
chen Interesse erforderlich sein (Art. 6 Abs. 1lit. e Alt. 1 DS-GVO, Art. 9 Abs. 2
lit. g DS-GVO).*

2. Verhaltnis zum Schutz geistigen Eigentums

Nach Art. 35 DA-E soll das sui-generis-Recht an Datenbanken aus Art. 7 Richt-
linie 1996/9/EG nicht fiir Datenbanken gelten, die Daten enthalten, die bei
der Nutzung eines Produkts oder verbundenen Dienstes erlangt oder erzeugt
wurden. Damit soll verhindert werden, dass das Datenbankrecht den Ansprii-
chen aus Art. 4 u. 5 DA-E entgegengesetzt wird. Das Schrifttum lehnt die An-
wendung des Datenbankrechts auf Satze maschinengenerierter Daten bereits
weitgehend ab.*® Die Kommission schafft mit Art. 35 DA-E nun klare Verhlt-
nisse.

3. Verhaltnis zum Wettbewerbsrecht

Der DA-E soll die Art. 101ff. AEUV nicht beriihren.”” Dieser Hinweis ist de-
klaratorisch, da sich die Verordnung als Sekundarrecht ohnehin in den pri-
marrechtlichen Grenzen der Art. 101 ff. AEUV bewegen misste. Dies wird dazu

Specht-Riemenschneider (Fn.17), 810; European Data Protection Board/European Data
Protection Supervisor, EDPB-EDPS Joint Opinion 2,/2022 on the Proposal of the European
Parliament and of the Council on harmonised rules on fair access to and use of data (Data
Act), Briissel 2022 (zit: EDPB/EDPS, Joint Opinion 2,/2022), 8, Rz 13 ff.; Wilken/Rammos,
1247.

Erwédgungsgrund 31 DA-E; dies steht auch in Einklang mit der Datenstrategie, die eine Er-
weiterung des Rechts auf Datentibertragbarkeit nach Art. 20 DS-GVO anregte, siehe dazu
COM (2020) 66 final, 25; zu den Unterschieden zwischen Art. 20 DS-GVO und Art. 4 u. 5
DA-E im Einzelnen Wilken /Rammos, 1246 f.

35 Specht-Riemenschneider (Fn. 17), 811.

Ensthaler Jiirgen/Uge Duygu, Wem gehéren die durch die Nutzung von Maschinen gene-
rierten Daten?, BB 2022, 2051; Hessel Stefan/Leffer Lena, Rechtlicher Schutz maschinenge-
nerierter Daten. Schutz durch das GeschGehG, MMR 2020, 647, 648.

37 Erwagungsgrund 88 DA-E.
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fithren, dass Unternehmen ihre Handlungen im Rahmen des DA-E randscharf
zwischen der Einhaltung des DA-E und der Schwelle der Art. 101 {ff. AEUV ab-
grenzen miissen. Stellt sich eine Massnahme - etwa die Gewahrung von Da-
tenzugang durch ein Unternehmen an ein anderes nach den Art. 3 ff. DA-E -
als wettbewerbswidrig heraus, hat sie nach den Art. 101 ff. AEUV zu unterblei-
ben. Ist die Massnahme wettbewerbskonform, muss sie im Rahmen des DA-E
erfolgen.” Dies kann zu Rechtsunsicherheiten fiihren. Mithin sollte im weite-
ren Verfahren das Verhiltnis zu den Art. 101 ff. AEUV klarer umrissen werden.*®

Ferner konnen neben das Datenzugangsregime des DA-E auch wettbewerbs-
rechtliche Datenzugangsvorschriften nach nationalem Recht treten. Ein Bei-
spiel bietet §19 Abs.2 Nr.4 des deutschen Gesetzes gegen Wettbewerbs-
beschrinkungen (GWB)*, der die Weigerung eines marktbeherrschenden
Unternehmens, einem anderen Unternehmen Datenzugang zu verschaffen,
unter bestimmten Voraussetzungen als missbrauchlich einstuft.*! Eine Ver-
drangung des Datenzugangsregimes des DA-E durch diese nationalen Vor-
schriften findet allerdings aufgrund ihres niedrigeren Standes in der euro-
paischen Normenhierarchie nicht statt. Umgekehrt soll der DA-E den
Datenzugang erweitern, nicht einschranken, sodass er keine Sperrwirkung auf
derlei spezifisch wettbewerblich gepragte Datenzugange entfalten diirfte.

4, Verhaltnis zu weiteren Vorschriften

Datenbezogene Vorgaben in den Bereichen des Strafverfahrensrechts, der Be-
kampfung von Geldwasche und der Terrorismusfinanzierung sowie im Bereich
des Geldtransfers werden nach Art. 1 Abs. 4 S. 1 u. 2 DA-E nicht bertihrt. Unklar
ist, ob dies eine subsididre Anwendung des DA-E im Falle fehlender Spezialre-
gelungen offenhalt. Zu denken ware etwa an eine subsidiare Aktivierung des
Datenzugangs nach Art. 14 ff. DA-E. Systematisch ist hierfiir Art. 16 Abs. 2 S. 1

38 Pointiert zusammengefasst durch Bomhard/Merkle, 172, Rz 25 f.

In diese Richtung auch Podszun Rupprecht/Pfeifer Clemens, Datenzugang nach dem EU
Data Act: Der Entwurf der Europdischen Kommission, GRUR 2022, 953, 954; Weiterfithrend
zur Vereinbarkeit des DA-E mit Wettbewerbsrecht Brauneck Jens, Zur Vereinbarkeit des
Data Act-Entwurfes mit dem Europaischen Wettbewerbsrecht, WRP 2022, 954.

Gesetz gegen Wettbewerbsbeschrankungen in der Fassung der Bekanntmachung vom
26. Juni 2013 (BGBL. I 2013, 1750), zuletzt gedndert durch Art. 2 des Gesetzes zur Anderung
des Energiewirtschaftsrechts im Zusammenhang mit dem Klimaschutz-Sofortprogramm
und zu Anpassungen im Recht der Endkundenbelieferung vom 19. Juli.2022 (BGBI. I 2022,
1214).

Vgl. im Einzelnen Wolf Maik, in: Sdcker Franz Jiirgen/Meier-Beck Peter (Hrsg.), Miinchener
Kommentar zum Wettbewerbsrecht Band 2: Gesetz gegen Wettbewerbsbeschrankungen
§§ 1-96, 185, 186, 4. A., Miinchen 2022, § 19 GWB, Rz 170b f.
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DA-E zu berticksichtigen. Dieser sperrt Art. 14 DA-E im Bereich des Strafver-
fahrensrechts, des Ordnungswidrigkeitsverfahrensrechts und in der Zoll- und
Steuerverwaltung. Im Umkehrschluss konnte Art. 1 Abs. 4 DA-E so verstanden
werden, dass er keine generelle Sperrwirkung des DA-E fir die aufgelisteten
Bereiche normiert. Auch hier ware eine Klarstellung durch den Gesetzgeber
wiinschenswert.*

C. Zentrale Regelungskomplexe

L Datenzugang und Datennutzung im B2B- und
B2C-Bereich nach dem DA-E

1. Regelungssystematik

Die Europaische Kommission zdgerte zunachst, bestimmten Marktakteuren
verbindliche Datenzugangsanspriiche einzurdumen.* In Marktforschungen
stellte sie jedoch fest, dass es im Binnenmarkt an einer freiwilligen Datenge-
wahrung mangelt, was die Fairness der Datenverteilung und das Wachstums-
potenzial der datenbasierten Wirtschaft in Zweifel riickte.* Daher schligt die
Kommission nun verpflichtende Datenzugange im B2B- und B2C-Bereich vor,
die sektoriibergreifend angelegt sind. Nach dem DA-E erfolgt der Datenzu-
gang auf Anfrage eines Nutzers an ihn selbst (siehe C.1.2.) oder auf Anfrage ei-
nes Nutzers an einen Dritten (siehe C.1.3.). Ferner sind bei der Ausgestaltung
rechtlich verpflichtender Datenweitergaben kiinftig die Regeln der Art. 8 - 12
DA-E zu beachten (siehe C.1.4.). Bei verpflichtenden und freiwilligen Datenzu-
gangen und Datennutzungen soll ferner in Zukunft eine Missbrauchskontrolle
von Vertragen stattfinden (siehe C.L5.).

2. Datenzugangsanspruch des Nutzers an ihn selbst (Art. 4
DA-E)

Art. 4 DA-E normiert einen Datenzugangsanspruch des Nutzers gegentiber
Dateninhabern.*

4 Zweitzitat: EDPB/EDPS, Joint Opinion 2,/2022, 12, Rz 36.
4 COM (2020) 66 final, 15 f.

44 DA-E 12f

4 DA-E, 3.
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Anspruch des Nutzers auf Zugang und Nutzung von Produkt- und Dienstda-
ten, Art. 4 DA-E

Tatbestand

a) Anspruchsteller ist Nutzer, Art. 4 Abs. 1, 2 Nr. 5, DA-E

b) Anspruchsteller verlangt Produkt- oder Dienstdaten, Art.4 Abs.1, 2
Nr.1-3,7 Abs. 2 DA-E

c) Anspruchsteller kann auf diese Daten nicht ohnehin nach Art. 3 Abs. 1
DA-E zugreifen

d) Anspruchsgegner ist tauglicher Dateninhaber, Art. 4 Abs. 1, 2 Nr. 6, 7 Abs. 1
DA-E

e) Geschiftsgeheimnisschutz steht nicht entgegen, Art. 4 Abs. 3 DA-E

f)  Personenbezogene Daten: Rechtsgrundlage, Art. 6 u. 9 DS-GVO, Art. 4
Abs. 5 DA-E

Rechtsfolge

g) Bereitstellung im Umfang des Art. 4 DA-E

a)  Anspruchsteller ist Nutzer, Art. 4 Abs. 1, 2 Nr. 5, DA-E

Art. 2 Nr. 5 DA-E definiert den Nutzer als ,eine natiirliche oder juristische Per-
son, die ein Produkt besitzt, mietet oder least oder eine Dienstleistung in An-
spruch nimmt" In Erwagungsgrund 18 Satz 1 DA-E ist statt von ,besitzt" von
»gekauft die Rede. Fraglich ist daher, ob der Nutzer das Produkt rechtmassig
nutzen diirfen muss, oder auch rechtswidrige Nutzer erfasst sind.*® Letztere
koénnten unter den Wortlaut ,besitzt” in Art. 2 Nr. 5 DA-E fallen. Ein Indiz ge-
ben Erwagungsgrund 18 Satze 2 und 3 DA-E, die den Datenzugangsanspruch
des Nutzers damit begriinden, dass er je nach Rechtstitel, unter dem er das
Produkt nutzt, die Risken des Produkts tragt, sodass es konsequent ist, ihm
im Gegenzug ein Datenzugangsrecht zu gewahren. Dieses Telos schlagt bei ei-
nem rechtswidrigen Nutzer nicht durch. Art. 2 Nr. 5 DA-E ist damit nur auf den
rechtmassigen Nutzer anwendbar. Dies konnen Verbraucher wie Unterneh-
men sein. Je nach Ausgestaltung dieser rechtlichen Grundlage kdnnen auch

46 Specht-Riemenschneider (Fn. 17), 814.

A13



mehrere Personen gleichzeitig Nutzer sein.”” Auch in unentgeltlichen Ausge-
staltungen der rechtlichen Nutzungsgrundlage kann der Nutzer Risiken im Zu-
sammenhang mit der Produktnutzung tragen, sodass auch das unentgeltliche
Nutzen unter Art. 2 Nr. 5 DA-E fallt.*®

b)  Anspruchsteller verlangt Produkt- oder Dienstdaten, Art. 4
Abs. 1, 2 Nv. 1-3, 7 Abs. 2 DA-E

Nach Art. 4 Abs. 1 DA-E kann der Nutzer ,die bei der Nutzung eines Produktes
oder verbundenen Dienstes erzeugten Daten® verlangen. ,Daten” sind gemass
Art. 2 Nr. 1 DA-E weit gefasst und umfassen samtliche digitale Informationen.
Ein ,Produkt* definiert Art. 2 Nr. 2 DA-E als ,einen korperlichen beweglichen
Gegenstand, der auch in einem unbeweglichen Gegenstand enthalten sein
kann, Daten tber seine Nutzung oder Umgebung erlangt, erzeugt oder sam-
melt und Daten iiber einen 6ffentlich zuganglichen elektronischen Kommuni-
kationsdienst tibermitteln kann und dessen Hauptfunktion nicht die Speiche-
rung und Verarbeitung von Daten ist"

Speichermedien sind demnach nicht vom Datenzugangsanspruch erfasst.*’
Art. 4 DA-E hatte ansonsten Tir und Tor zu samtlichen sensiblen Speicher-
kapazititen geodffnet. Die Ausnahme fiir Produkte, deren Hauptfunktion in
der Datenverarbeitung liegt, begriindet die Kommission damit, dass sie einen
menschlichen Beitrag fiirr die Datengenerierung erfordern.®® Diese Daten
mochte sie durch den DA-E nicht adressieren. Damit fallen etwa Computer,
Server und mobile Endgerite nicht unter den DA-E.” Ubrig bleiben insbeson-
dere Internet of Things-Daten, die bei der Nutzung privater Haushaltsgerate
oder industrieller Maschinen entstehen.”

Bei einem ,verbundenen Dienst“ handelt es sich nach Art. 2 Nr. 3 DA-E um ,.ei-
nen digitalen Dienst, einschliesslich Software, der so in ein Produkt integriert
oder so mit ihm verbunden ist, dass das Produkt ohne ihn eine seiner Funk-

47 Dies zeigt Erwdgungsgrund 20 DA-E, der auch auf mehrere Eigentiimer oder Vertragsbetei-

ligte als Nutzer abstellt, so auch Podszun/Pfeifer, 959; Wilken/Rammos, 1242; diese Frage
aufwerfend Hennemann/Steinroétter, 1484, Rz 17; Bomhard /Merkle, 170 f., Rz 14.

Diese Frage aufwerfend Wilken/Rammos, 1242.

4 Erwégungsgrund 14 DA-E.

Erwagungsgrund 14 DA-E.

Erwagungsgrund 14 DA-E.

52 Vgl. auch Specht-Riemenschneider (Fn. 17), 814; im Ergebnis auch Wilken/Rammos, 1242.
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tionen nicht ausfiihren konnte®. Vermitteln virtuelle Assistenten (Art. 2 Nr. 4
DA-E) Zugang zum Produkt oder verbundenen Dienst, sollen auch Daten die-
ser Komponente von Art. 4 DA-E erfasst sein (Art. 7 Abs. 2 DA—E).53

Der Nutzer kann indes nur solche Daten nach Art. 4 DA-E anfragen, die ,bei
der Nutzung® erzeugt wurden. Dies ist im Lichte von Erwagungsgrund 17 DA-E,
nach dem sowohl absichtlich vom Nutzer aufgezeichnete Daten als auch Da-
ten ohne Nutzerbeteiligung erfasst sein sollen, weit zu verstehen.** Somit kén-
nen auch Daten erfasst sein, die nicht der Nutzer selbst aufzeichnet, sondern
andere Personen, die sein Gerit benutzen.” Das legt auch der Wortlaut von
Art. 4 Abs. 1 DA-E nahe, der von Daten ,bei der Nutzung“ spricht, nicht ,bei
seiner Nutzung". Allerdings umfasst Art. 4 DA-E keine Daten, die das Ergeb-
nis eines rechtmassigen Ableitungsprozesses aus den Produkt- oder Dienstda-
ten sind.” Die Erstellung und Durchfiihrung eines solchen Ableitungsprozes-
ses sieht die Europaische Kommission als schutzwiirdig an.”’

c)  Anspruchsteller kann auf diese Daten nicht ohnehin nach
Art. 3 Abs. 1 DA-E zugreifen

Des Zugangsrechts nach Art. 4 DA-E bedarf der Nutzer nur, wenn er nicht
schon nach Art. 3 Abs. 1 DA-E auf die Daten zugreifen kann. Die soeben de-
finierten Produkt- und Dienstdaten missen dem Nutzer gemass Art. 3 Abs. 1
DA-E standardmissig direkt zur Verfiigung gestellt werden.”® Der Direktzu-
gang gilt gemass Art. 3 Abs. 1 DA-E so lange, wie er ,relevant und angemessen*
ist.>® Daten, deren Begehren nicht antizipiert werden kann oder Daten, deren
nutzertaugliche Darstellung fiir samtliche Nutzer ohne Anfrage unangemes-
sen erscheint, fallen damit aus Art. 3 Abs.1 DA-E heraus. In diesen Fallen
kommt Art. 4 Abs. 1 DA-E zum Zuge.

d)  Anspruchsgegner ist tauglicher Dateninhaber, Art. 4 Abs. 1, 2
Nr. 6, 7 Abs. 1 DA-E

Der Anspruchsgegner muss tauglicher Dateninhaber sein. Dies ist gemass
Art. 2 Nr. 6 DA-E ,eine juristische oder natiirliche Person, die nach dieser Ver-

33 Weitergehend hierzu Erwégungsgrund 22 DA-E.

3% Wilken/Rammos, 1242.

55 Erwiagungsgrund 14 DA-E.

%6 Erwégungsgrund 14 DA-E.

57 Erwagungsgrund 14 DA-E.

8 Podszun/Pfeifer, 956; Hennemann/Steinrotter, 1483, Rz 11.

Dieses systematische Verstindnis teilen Specht-Riemenschneider (Fn. 17), 815; Podszun/
Pfeifer, 956.
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ordnung, nach anwendbarem Unionsrecht oder nach den anwendbaren na-
tionalen Rechtsvorschriften zur Umsetzung des Unionsrechts berechtigt oder
verpflichtet bzw. im Falle nicht personenbezogener Daten und durch die Kon-
trolle tiber die technische Konzeption des Produktes und damit verbundener
Dienste in der Lage ist, bestimmte Daten bereitzustellen®

Diese recht sperrige Legaldefinition wirft Fragen auf. So wird befiirchtet, dass
auch Arbeitnehmer Dateninhaber sein konnten, da sie faktisch auf Produkt-
und Dienstdaten zugreifen konnen.*® Hiergegen lassen sich zwei Argumente
anfiihren. Erstens geht Erwagungsgrund 24 DA-E davon aus, dass im Falle per-
sonenbezogener Daten der Dateninhaber auch Verantwortlicher i. S. d. Art. 4
Nr. 7 DS-GVO sein sollte. Er muss also tiber Mittel und Zweck der Verarbeitung
personenbezogener Daten zumindest mitentscheiden konnen® und damit
diese Daten wesentlich kontrollieren. Diese Kontrolle {ibt im Verhaltnis zwi-
schen Arbeitnehmer und Arbeitgeber grundsitzlich der Arbeitgeber aus.*””
Zweitens stellt der Wortlaut des Art. 2 Nr. 6 DA-E im Falle nicht personenbe-
zogener Daten auf die ,durch die Kontrolle tiber die technische Konzeption
des Produktes und damit verbundener Dienste* vermittelte Moglichkeit der
Datenbereitstellung ab. Die Zugriffsmoglichkeit muss also auf der Produkt-
und Dienstkontrolle beruhen, eine rein faktische Zugriffsmoglichkeit reicht
nicht aus.®® Als Dateninhaber werden daher in der Praxis vorwiegend indus-
trielle Hersteller der Produkte und verbundenen Dienste anzusehen sein.**
Der Rechtssicherheit halber sollte allerdings die Voraussetzung einer Kon-
trolle tiber personenbezogene Daten aus Erwagungsgrund 24 DA-E ausdriick-
lich in Art. 2 Nr. 6 DA-E aufgenommen werden und neben die Voraussetzung
einer rechtlichen Pflicht zur Datenbereitstellung treten.

¢ Bomhard/Merkle, 169, Rz 6 f.

61 Weiterfiihrend hierzu Paal/Pauly-Ernst, Art. 4 DS-GVO Rz 55; Sydow/Marsch-Raschauer,
Art. 4 DS-GVO, Rz 114 ff.

Franzen Martin, in: ders./Gallner Inken /Oetker Hartmut (Hrsg.), Kommentar zum européi-
schen Arbeitsrecht, 4. A., Minchen 2022, Art. 7 DS-GVO, Rz 12a.

Dies verdeutlichen englische und franzosische Fassung des Art. 2 Nr. 6 DA-E: ,/data holder’
means a legal or natural person who has the right or obligation, in accordance with this Re-
gulation, applicable Union law or national legislation implementing Union law, or in the case
of non-personal data and through control of the technical design of the product and related

62

63

services, the ability, to make available certain data“; ,,détenteur de données’, une personne
morale ou une personne physique qui, conformément au présent réglement, aux dispositi-
ons législatives applicables de 'Union ou a la 1égislation nationale mettant en ceuvre le droit
de I'Union, a le droit ou I'obligation ou, dans le cas de données a caractére non personnel
et par le contrdle de la conception du produit et des services liés, a la possibilité, de rendre
disponibles certaines données a caractére personnel” (Hervorhebungen hinzugefugt).

¢ LE. auch Specht-Riemenschneider (Fn. 17), 813.
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Da Art. 2 Nr. 6 DA-E unter anderem nur solche Personen als Dateninhaber de-
finiert, die nach dem DA-E zur Datenbereitstellung verpflichtet werden, wird
zum Teil ein Zirkelschluss in dieser Definition gesehen.65 Art. 4 f. DA-E ver-
pflichte ohnehin samtliche Dateninhaber zur Datenbereitstellung, sodass das
Definitionsmerkmal einer ,rechtlichen Verpflichtung nach dem DA-E‘ ohne
Anwendungsbereich bleibe.®® Dem scheint die soeben herausgearbeitete An-
nahme zugrunde zu liegen, dass Art. 2 Nr. 6 DA-E unter Berticksichtigung von
Erwagungsgrund 24 DA-E zweierlei voraussetzt: Eine rechtliche Verpflichtung
zur Datenbereitstellung und eine faktische Kontrolle iiber die begehrten Da-
ten. In diesem Lichte liegt indes kein Zirkelschluss vor: Art. 7 Abs. 1 DA-E sieht
eine Ausnahme von den Pflichten nach Art. 3 ff. DA-E zugunsten von Daten
vor, die aus Produkten oder Diensten stammen, die Kleinst- oder Kleinunter-
nehmen i. S. d. Art. 2 des Anhangs der Empfehlung 2003 /361/EG hergestellt
bzw. erbracht haben. Art. 14 Abs. 2 DA-E zeichnet Kleinst- und Kleinunterneh-
men i. S. d. Art. 2 des Anhangs der Empfehlung 2003 /361/EG ferner vom Da-
tenzugang der Trager offentlicher Gewalt nach Art. 14 Abs. 1 DA-E frei. Es gibt
also Personen, die Kontrolle {iber Daten ausiiben, aber nicht zur Datenbereit-
stellung verpflichtet werden und deshalb keine Dateninhaber sind. Das Merk-
mal der rechtlichen Verpflichtung hat daher in der Definition des Dateninha-
bers einen eigenen Anwendungsbereich.

e)  Geschdftsgeheimnisschutz steht nicht entgegen, Art. 4 Abs. 3
DA-E

Nach Art. 4 Abs. 3 S. 1 DA-E diirfen Geschaftsgeheimnisse nur offengelegt wer-
den, ,wenn alle besonderen Massnahmen getroffen worden sind, die erforder-
lich sind, um die Vertraulichkeit der Geschaftsgeheimnisse, insbesondere ge-
geniiber Dritten, zu wahren“. Dazu kénnen Dateninhaber und Nutzer gemass
Art. 4 Abs. 3 S. 2 DA-E Vertraulichkeitsvereinbarungen treffen.

Der Geschiftsgeheimnisschutz ist damit zwar zu berticksichtigen, er kann den
Anspruch jedoch nicht unterbinden.®” Uber Art. 4 Abs. 3 S. 2 DA-E erwartet die
Praxis daher den Abschluss strenger Non-Disclosure-Agreements.*® Dies kann
zu Streitigkeiten {iber die zulassige Reichweite dieser Vereinbarungen fiih-
ren.” Das scheint die Europdische Kommission aber in Kauf zu nehmen, um
Art. 4 DA-E weitestgehend zur Anwendung zu verhelfen.

% Bomhard/Merkle, 169, Rz 5.

%  Bomhard/Merkle, 169, Rz 5.

7 Specht-Riemenschneider (Fn. 17), 816.

% Hennemann/Steinrétter, 1484, Rz 18; Wilken/Rammos, 1244; Bomhard /Merkle, 171, Rz 22.
% Bomhard/Merkle, 171, Rz 22.
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f)  Personenbezogene Daten: Rechtsgrundlage, Art. 6 u. 9
DS-GVO, Art. 4 Abs. 5 DA-E

Bei personenbezogenen Daten bedarf es fiir Art. 4 Abs. 1 DA-E einer Rechts-
grundlage nach Art. 6 u. 9 DS-GVO (siehe B.IL1.).

g)  Bereitstellung im Umfang des Art. 4 DA-E

Art. 4 Abs. 1S.1DA-E sieht vor, dass die Daten dem Nutzer ,unverziiglich, kos-
tenlos und gegebenenfalls kontinuierlich und in Echtzeit zur Verfiigung“ zu
stellen sind. Dies kann als blosses Einsichtsrecht fiir den Nutzer ausgestaltet
werden.” Das ergibt sich aus Erwigungsgrund 21 DA-E, der fiir den Zugang
auch die Bereitstellung auf ,eigenen lokalen Serverkapazitaten“ des Datenin-
habers hinreichen lisst.”

Die zur Verfligung gestellten Daten darf der Nutzer ferner nicht zur Entwick-
lung eines Konkurrenzprodukts nutzen, Art. 4 Abs. 4 DA-E. Wann genau eine
solche Konstellation vorliegt, wird man im Einzelfall beurteilen miissen. Sollte
der Gesetzgeber dieses Verbot im Ubrigen auf verbundene Dienste ausweiten
wollen, wire eine Klarstellung in Art. 4 Abs. 4 DA-E angezeigt.”

h)  Einordnung

Art. 4 DA-E verpflichtet Dateninhaber, Daten bereitzustellen. Dies schrankt
ihre unternehmerische Freiheit nach Art. 16 GRCh ein.” Eine Einschrankung
kann indes nicht aus einem Recht auf Dateneigentum’ der Dateninhaber ab-
geleitet werden, da der DA-E ein solches nicht anerkennt, wie sich aus den

70 Podszun/Pfeifer, 956; Klink-Straub/Straub, 01076.

" Uberzeugend herausgearbeitet von Specht-Riemenschneider (Fn. 17), 815; Specht-Riemen-
schneider Louisa, Data Act - Auf dem (Holz-)Weg zu mehr Dateninnovation?, ZRP 2022, 137,
139; Specht-Riemenschneider Louisa, Der Entwurf des Data Act: Ein grosser Wurf in die fal-
sche Richtung?, GRUR 2022, 937, 938.

2 Bomhard/Merkle, 172, Rz 24.

3 Wollenschliger Ferdinand, in: von der Groeben Hans/Schwarze Jiirgen/Hatje Armin

(Hrsg.), Europdisches Unionsrecht, 7. A., Baden-Baden 2015, Art. 16 GRCh Rz 1 ff.; Ruffert,

Matthias, in: ders. /Calliess, Christian, EUV/AEUYV, 6. A. Miinchen 2022, Art. 16 GRCh, Rz 1 {f.

Vgl. in der Diskussion gegen ein ,Dateneigentum“ Hoeren Thomas, Datenbesitz statt Da-

teneigentum. Erste Ansatze zur Neuausrichtung der Diskussion um die Zuordnung von Da-

ten, MMR 2019, 5; Kiihling Jiirgen /Sackmann Florian, Irrweg ,Dateneigentum®. Neue Gross-

konzepte als Hemmnis fiir die Nutzung und Kommerzialisierung von Daten, ZD 2020, 24;

dafiir Fezer Karl-Heinz, Dateneigentum der Biirger. Ein originires Immaterialgiiterrecht sui

generis an verhaltensgenerierten Informationsdaten der Biirger, ZD 2017, 99.
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Erwagungsgriinden 5 und 6 DA-E ergibt. Als Rechtfertigung fiir den Eingriff
in die unternehmerische Freiheit kann der durch Art. 4 DA-E bezweckte Ver-
braucherschutz und die Foérderung des wirtschaftlichen Datenaustauschs
durch einen besseren Datenzugang angefiihrt werden.” Aufgrund der Nicht-
Rivalitit von Daten kénnen Dateninhaber im Ubrigen die Daten weiterhin nut-
zen, sodass sie in dieser Hinsicht ihre unternehmerische Betatigung fortsetzen
konnen.”® Art. 4 DA-E begegnet mithin keinen gravierenden grundrechtlichen
Bedenken.

Insgesamt hat die Kommission damit einen rechtssicheren Rahmen fiir eine
sektoriibergreifende Harmonisierung des Datenzugangsrechts vorgeschlagen.
Dies ist zu begriissen. Damit der DA-E ziigig sein Harmonisierungspotenzial
entfalten kann, ist eine zeitnahe Anpassung der sektorspezifischen Zugangs-
vorschriften an Art. 4 DA-E zu empfehlen.”

3. Datenzugangsanspruch des Nutzers an Dritte (Art. 5 DA-E)

Auf Geheiss des Nutzers kann gemass Art. 5 DA-E auch eine Bereitstellung von
Daten an Dritte erfolgen. Dritte erhalten damit kein eigenes Datenzugangs-
recht. Vielmehr ist ihr Zugang akzessorisch zum Nutzerverlangen.”® Mochten
also etwa Reparaturbetriebe fiir Kraftfahrzeuge Daten tiber vernetzte Kraft-
fahrzeuge erlangen, um wiederkehrende Anfalligkeiten fiir Ausfalle zu erfas-
sen, miissen sie den Nutzer um eine Weiterleitung dieser Daten bitten. Art. 5
DA-E ist wie folgt aufgebaut.

Anspruch des Nutzers auf Weitergabe von Produkt- und Dienstdaten an
Dritte, Art. 5 DA-E

Tatbestand

a) Anspruchsteller ist Nutzer, Art. 5 Abs. 1, 2 Nr. 5 DA-E

b) Anspruchsteller verlangt Produkt- oder Dienstdaten, Art. 5 Abs. 1, 2
Nr. 1-3, 7 Abs. 2 DA-E

c) Anspruchsteller verlangt Datenbereitstellung an zuldssigen Dritten, Art. 5

Abs. 2 DA-E
S DA-E, 16.
76 DA-E, 16.

77 Dieses Ziel ist bereits angelegt in DA-E, 6.
8 Specht-Riemenschneider (Fn. 17), 816; Hennemann/Steinrétter, 1484, Rz 19.
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d) Anspruchsgegner ist tauglicher Dateninhaber, Art. 5 Abs. 1,2 Nr. 6,7 Abs. 1,
DA-E

e) Geschaftsgeheimnisschutz steht nicht entgegen, Art. 5 Abs. 8 DA-E

f) Personenbezogene Daten: Rechtsgrundlage, Art. 6 u. 9 DS-GVO, Art. 5
Abs. 6 u. 9 DA-E

Rechtsfolge

g) Bereitstellungsverhaltnis nach Art. 5, 6, 8 ff. DA-E

a)  Erlauterung der Tatbestandsmerkmale und der Rechtsfolge

Art. 5 DA-E weist grosse Parallelen zu Art. 4 DA-E auf. Unterschiede zu Art. 4
DA-E ergeben sich beim Datenempfanger (zuldssiger Dritter), dem Schutz von
Geschaftsgeheimnissen (Art. 5 Abs. 8 DA-E) und der Rechtsfolge (Art. 5, 6, 8 ff.
DA-E).

LDritter* i. S. d. Art. 5 DA-E kann jede juristische oder natiirliche Person sein
(vgl. Art. 2 Nr. 7 DA-E). Der DA-E zahlt beispielhaft Unternehmen, Forschungs-
einrichtungen und gemeinniitzige Organisationen auf.”® Art.5 Abs.2 DA-E
schliesst einzig Gatekeeper gemass Art. 3 DMA (in der verabschiedeten deut-
schen Fassung des DMA nunmehr ,Torwachter) aus. Dies sind Unternehmen,
die erheblichen Einfluss auf den Binnenmarkt haben, einen zentralen Platt-
formdienst bereitstellen, der gewerblichen Nutzern als wichtiges Zugangstor
zu Endnutzern dient und die hinsichtlich ihrer Tatigkeiten eine gefestigte und
dauerhafte Position innehaben oder absehbar ist, dass sie eine solche Position
in naher Zukunft erlangen werden (Art. 3 Abs. 1 DMA). Hierunter fallen Unter-
nehmen wie Alphabet und Amazon.*® Diesen Unternehmen attestiert die Eu-
ropaische Kommission ein derart hohes Datensammlungspotenzial, dass sie
es fir unverhaltnismassig halt, sie in den Kreis der Dritten nach Art. 5 DA-E
aufzunehmen.® Gatekeeper diirfen Nutzer daher nicht zur Geltendmachung
von Art. 5 Abs. 1 DA-E auffordern oder geschaftlich anreizen (Art. 5 Abs. 2 lit. b
DA-E). Auch nach Art. 4 DA-E vom Nutzer erlangte Daten darf ein Gatekeeper
nicht in Empfang nehmen (Art. 5 Abs. 2 lit. a u. ¢ DA-E). Selbst die Konstella-

" Erwégungsgrund 29 DA-E.

80 Podszun Rupprecht/Bongartz Philipp/Kirk Alexander, Digital Markets Act - Neue Regeln
fir Fairness in der Plattformékonomie, NJW 2022, 3249, 3250.

Erwagungsgrund 36 DA-E; hierin wirtschaftspolitische Erwdgungen hineinlesend Wilken/
Rammos, 1247 f.
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tion, dass der Nutzer aus freien Stiicken den Anspruch nach Art. 5 Abs. 1 DA-E
zugunsten eines Gatekeepers auslost, unterbindet Art. 5 Abs. 2 DA-E, indem er
Gatekeeper pauschal als unzulassige Dritte einordnet. Gatekeeper kdnnen da-
mit in keinem Fall am Datenzugangsanspruch nach Art. 5 DA-E partizipieren.

Fir die Offenlegung von Geschaftsgeheimnissen ist nach Art. 5 Abs. 8 DA-E
zusatzlich erforderlich, dass die Datenbereitstellung fiir den zwischen dem
Nutzer und dem Dritten vereinbarten Zweck ,,unbedingt erforderlich“ ist. Nut-
zer und Dritter konnten in der Praxis allerdings einen weiten Zweck der Da-
tennutzung vereinbaren. Daher droht Art. 5 Abs. 8 DA-E nach jetziger Fassung
leerzulaufen.”

In der Rechtsfolge miissen die Daten grundsatzlich ahnlich zu Art. 4 Abs. 1
DA-E gemass Art. 5 Abs. 1 DA-E bereitgestellt werden. Dariiber hinaus besteht
jedoch ein erweitertes Pflichtenprogramm des Dritten nach Art. 6 DA-E, etwa
die Zweckbindung der Verarbeitung an dem mit dem Nutzer vereinbarten
Zweck (Art. 6 Abs. 1 DA-E). Wie beim Geschaftsgeheimnisschutz besteht aller-
dings auch hier die Gefahr, dass die Norm mit einer weiten Zweckvereinba-
rung unterlaufen wird. Uberdies darf der Dritte die erhaltenen Daten keinen
Gatekeepern zur Verfiigung stellen (Art. 6 Abs. 2 lit. d DA-E), was bei der Ver-
wendung von Gatekeeper-Anwendungen erhéhte Compliance-Anforderungen
nach sich ziehen wird.*® Ferner wird das Verhiltnis des Dritten zum Datenin-
haber durch die Art. 8 ff. DA-E ausgestaltet (siche C.1.4.).

b)  Einordnung

Statt den Datenzugang Dritter von einem Nutzerverlangen abhangig zu ma-
chen, konnte im weiteren Verfahren ein eigenes Datenzugangsrecht des Drit-
ten angedacht werden.** Dies wiirde dem von der Kommission ausgemachten
Problem eines mangelnden Datenaustauschs zwischen Unternehmen entge-
genwirken.®® Stand jetzt konnen Unternehmen nach dem Rahmen des DA-E
nur dann Daten voneinander beanspruchen, wenn sie das Produkt oder den
verbundenen Dienst des jeweils anderen nutzen (Art. 4 DA-E) oder einen Nut-
zer liberzeugen, die Datenbereitstellung zu verlangen (Art. 5 DA-E). Die Ent-
scheidung eines Nutzers, den Anspruch nach Art.5 Abs.1 DA-E geltend zu
machen, hiatte damit eine wesentliche Torwachterfunktion fiir den Datenaus-
tausch in der Digitalwirtschaft. Dies fusst vor dem Hintergrund der Starkung
der Rechte der (haufig als Verbraucher einzustufenden) Nutzer auf einer legi-

8 Bomhard/Merkle, 171 f., Rz 23.

83 Kritisch Wilken/Rammos, 1243.

8 In diese Richtung auch Podszun /Pfeifer, 959.
85 COM (2020) 66 final, 7 ff.
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timen Leitlinie. Dennoch sollte im weiteren Verfahren nicht ausser Acht gelas-
sen werden, dass die Starkung von Nutzerrechten und der umfangreiche Da-
tenaustausch im Wirtschaftsverkehr in einem Zielkonflikt stehen konnen, der
aufgeldst werden muss.

Ferner ist zu erdrtern, ob der Zweckvereinbarung zwischen Nutzer und Drit-
ten Grenzen gesetzt werden missen, um den Geschaftsgeheimnisschutz in
Art. 5 Abs. 8 DA-E und die Zweckbindung in Art. 6 Abs. 1 DA-E nicht leerlaufen
zu lassen.*

4.  Bedingungen verpflichtender Datenweitergaben

a)  Anwendungsbereich

Die Art.8 ff. DA-E finden Anwendung, wenn ein Dateninhaber nach Art. 5
DA-E, anderem Unionsrecht oder auf Unionsrecht beruhenden nationalen Re-
gelungen verpflichtet ist, einem Datenempfanger Daten bereitzustellen (Art. 8
Abs.1 DA-E). Art. 4 DA-E wird von Art. 8 Abs. 1 DA-E nicht erfasst. Der DA-E
sieht Art. 4 DA-E also als lex specialis an. Auch auf freiwillige Vereinbarungen
finden Art. 8 ff. DA-E keine Anwendung; auf diese sollen sie jedoch eine Aus-
strahlungswirkung entfalten.”’

In zeitlicher Hinsicht sollen die Art. 8 ff. DA-E lediglich fiir Datenbereitstel-
lungspflichten gelten, die nach dem Geltungsbeginn des DA-E in Kraft treten
(Art. 12 Abs. 3 DA-E). Anders als teilweise angenommen® finden Art. 8 ff. DA-E
daher insbesondere keine Anwendung auf Art. 15 u. 20 DS-GVO.* Sollen aber
die Art. 8 ff. DA-E den gewiinschten Marktstandard vorgeben, ware eine Wir-
kung auch fir vor Geltungsbeginn des DA-E normierte Datenbereitstellungs-
pflichten angezeigt. Dies sollte erwogen werden.

b)  Ausgestaltung des Rechtsverhdltnisses zwischen
Dateninhaber und Datenempfdanger

Sind die Art. 8 ff. DA-E anwendbar, bildet ein Vertrag die Grundlage des
Rechtsverhaltnisses zwischen Dateninhaber und Datenempfanger (Art.8

8 Bomhard/Merkle, 171, Rz 17.

87 Erwagungsgrund 38 DA-E.

8 Specht-Riemenschneider (Fn. 17), 821.
8 Erwagungsgrund 38 DA-E.
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Abs. 2 S. 1 DA-E). Grundsatzlich soll also die Privatautonomie massgeblich
sein.”’ Diese wird von den zwingenden (Art. 12 Abs. 2 DA-E)” Vorgaben der
Art. 8 ff. DA-E flankiert.

Art. 8 DA-E sieht die wesentlichen Pflichten des Dateninhabers vor. Dieser
muss nach Art. 8 Abs. 1 DA-E die Daten ,zu fairen, angemessenen und nicht-
diskriminierenden Bedingungen und in transparenter Weise" bereitstellen. Er
unterliegt dabei einem Gleichbehandlungsgebot, fiir dessen Einhaltung er die
Beweislast tragt (Art. 8 Abs. 3 DA-E). Unterschiedliche Vertragsbedingungen
je nach Vertrag sollen aber bei Vorliegen objektiver Griinde moglich sein.”
Eine exklusive Bereitstellung von Daten darf nur auf Nutzerverlangen erfolgen
(Art. 8 Abs. 4 DA-E). Eine Pflicht zur Offenlegung von Geschaftsgeheimnissen
muss sich gemass Art. 8 Abs. 6 DA-E aus der Datenbereitstellungspflicht er-
geben, die den Weg in die Art. 8 ff. DA-E bahnt. Dies ist beispielsweise Art. 5
Abs. 8 DA-E, auf den Art. 8 Abs. 6 wohl (statt auf Art. 6 DA-E) verweisen wollte.

Im Gegenzug darf der Dateninhaber nach Art.11 Abs.1 DA-E technische
Schutzmassnahmen wie intelligente Vertrage (Art. 2 Nr. 16 DA-E) einsetzen,
um unbefugte Zugange zu verhindern und die Einhaltung der Art. 5, 6, 9, 10
DA-E und der fur die Datenbereitstellung vereinbarten Vertragsbedingungen
sicherzustellen.

Dem Datenempfanger obliegt die Pflicht, nach Art. 9 Abs. 1 DA-E eine Gegen-
leistung zu erbringen.” Von Kleinstunternehmen sowie kleinen und mittleren
Unternehmen i. S. d. Art. 2 des Anhangs der Empfehlung 2003/361/EG darf
der Dateninhaber gemass Art. 9 Abs. 2 DA-E nur einen Kostenausgleich ver-
langen. Eine niedrigere Gegenleistungspflicht oder ihren vélligen Ausschluss
durch leges speciales halt Art. 9 Abs. 3 DA-E offen.

Im Rahmen von Art. 5 DA-E kann es dazu kommen, dass der Datenempfianger
fiir die Bereitstellung von Daten doppelt zur Kasse gebeten wird: Erstens vom
Nutzer fiir die Geltendmachung von Art. 5 DA-E, zweitens vom Dateninhaber
fiir die Datenbereitstellung nach Art. 9 Abs. 1 DA-E.”*

Moglicherweise konnte der Datenempfanger aber zumindest der Vergiitungs-
pflicht des Art. 9 Abs. 1 DA-E entkommen, indem er den Nutzer incentiviert,
Daten nach Art. 4 DA-E einzuholen, um diese dem Datenempfanger anschlies-
send freiwillig zur Verfiigung zu stellen. Dann waren Art. 8 ff. DA-E und damit

% Erwégungsgrund 39 DA-E.

°l Hennemann/Steinrétter, 1485, Rz 24.

%2 Erwagungsgrund 41 DA-E.

% Erwagungsgriinde 42 ff. DA-E.

% Specht-Riemenschneider (Fn. 17), 823; Specht-Riemenschneider (Fn. 71), 140.
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auch Art. 9 Abs. 1 DA-E fiir die zweite Dateniibertragung vom Nutzer auf den
Datenempfinger unanwendbar.”® Diesen Pfad hat auch die Kommission gese-
hen: Nach Art. 5 Abs. 2 lit. ¢ DA-E darf ein Gatekeeper keine Daten erhalten,
die ein Nutzer nach Art. 4 Abs.1 DA-E erlangt hat. Ware der Weg fiir Dritte,
vom Nutzer nach Art. 4 DA-E erlangte Daten zu erhalten, gesperrt, hatte ein
Ausschluss der Gatekeeper vom Kreis der Dritten i. S. d. Art. 5 DA-E gereicht.
Dass Art. 5 Abs. 2 lit. ¢ DA-E aber ausdriicklich auch die Empfangnahme der
vom Nutzer nach Art. 4 DA-E erlangten Daten untersagt, zeigt im Umkehr-
schluss, dass Dritten dieser Weg grundsatzlich nicht versperrt ist. Dem Drit-
ten i. S. d. Art. 5 DA-E steht damit die Umgehung zumindest der Verglitungs-
pflicht aus Art. 9 Abs. 1 DA-E offen.

Dartiiber hinaus bestehen fiir den Datenempfanger gemass Art. 11 Abs. 2 DA-E
gewisse Verhaltenspflichten im Umgang mit dem Dateninhaber.

Eine handhabbare Anwendung all dieser Pflichten kann die Kommission ge-
mass Art. 34 DA-E in Mustervertragsbedingungen ausarbeiten. Diesen Bedin-
gungen blickt die Praxis mit Spannung entgegen.”

Schliesslich steht bei Meinungsverschiedenheiten iber die Einhaltung der
Art. 8 u. 9 DA-E ein Streitbeilegungsverfahren nach Art. 10 DA-E zur Verfi-

gung.”
5.  Missbrauchskontrolle fiir Datenvertrage

Die gemeinsame Datennutzung gestaltet die Missbrauchskontrolle fiir Daten-
vertrage in Art. 13 DA-E weiter aus. Hierdurch soll verhindert werden, dass un-
gleiche Verhandlungspositionen beim Zugang zu Daten zulasten von Kleinst-
unternehmen, kleinen und mittleren Unternehmen i. S. d. Art. 2 des Anhangs
der Empfehlung 2003/361/EG ausgenutzt werden.”® Art.13 DA-E statuiert
damit einen zwingenden (Art. 13 Abs. 8 DA-E) Kontrollmassstab im B2B-Be-
reich,” der parallel zur Kontrolle Allgemeiner Geschiftsbedingungen'®® aus-

gestaltet ist. Die Norm ist systematisch geschickt in einem eigenen Kapitel IV

% Specht-Riemenschneider (Fn. 17), 822; Bomhard /Merkle, 171, Rz 16.
% DA-E, 12 f,; sieche auch Wilken/Rammos, 1243.

97 Erwégungsgriinde 48 ff. DA-E.

% DA-E,6.

% Witzel Michaela, Der Entwurf des Data Act und seine Vorgaben an die Vertragsgestaltung
Missbrauchliche Klauseln - Fairness-Standards - Schwarze und Graue Klauseln, CR 2022,
561, 562, Rz 5.

100 Richtlinie 93/13/EWG des Rates vom 5. April 1993 {iber missbrauchliche Klauseln in Ver-

brauchervertragen, ABI L 96 vom 21. April 1993, 29 ff.
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neben Kapitel III verortet, damit sie nicht nur auf Vertrage fiir verpflichtende
Datenbereitstellungen (Art. 8 Abs. 1 DA-E), sondern auch auf freiwillige Ver-
trage Anwendung findet.

Entfall der Bindungswirkung missbrauchlicher Vertragsklauseln, Art. 13 DA-E
Tatbestand
a) Anwendbarkeit: Keine Festlegung des Hauptgegenstandes oder des zu

zahlenden Preises, Art. 13 Abs. 7 DA-E

b) Vertragsklausel in Bezug auf den Datenzugang und die Datennutzung
oder die Haftung und Rechtsbehelfe bei Verletzung oder Beendigung da-
tenbezogener Pflichten, Art. 13 Abs. 1 DA-E

c) Vertragsklausel zwischen Unternehmen und Kleinstunternehmen, klei-
nem oder mittlerem Unternehmen, Art. 13 Abs. 1 DA-E

d) Vertragsklausel durch Unternehmen einseitig auferlegt, Art. 13 Abs.1, 5
DA-E

e) Vertragsklausel ist missbrauchlich, Art. 13 Abs. 1 DA-E

aa) Ausnahmslose Missbrauchlichkeit bei Verstoss gegen Art. 13 Abs. 3
DA-E

bb) Vermutete Missbrauchlichkeit bei Verstoss gegen Art. 13 Abs. 4 DA-E
cc) Missbriuchlichkeit qua Generalklausel, Art. 13 Abs. 2 DA-E

Rechtsfolge

f)  Vertragsklausel ist fiir Kleinstunternehmen, kleines oder mittleres Unter-
nehmen nicht bindend, Art. 8 Abs. 2 S. 2, 13 Abs. 1 DA-E; ibrige Vertrags-
klauseln bleiben bei Abtrennbarkeit bindend, Art. 13 Abs. 6 DA-E

Hinsichtlich der Reichweite des Art. 13 DA-E stellt die Kommission klar, dass
zum Schutz der Vertragsfreiheit nur solche Vertragsbestandteile erfasst sein
sollen, die sich auf die Bereitstellung von Daten beziehen."”"

Die Klausel muss dem Kleinstunternehmen, kleinen oder mittleren Unter-
nehmen i. S. d. Art. 2 des Anhangs der Empfehlung 2003/361/EG nach Art. 13
Abs. 1 DA-E einseitig auferlegt worden sein. Dies wird nach Art. 13 Abs. 5 DA-E
vermutet, ,wenn sie von einer Vertragspartei eingebracht wird und die andere
Vertragspartei ihren Inhalt trotz des Versuchs, hieriiber zu verhandeln, nicht
beeinflussen kann® Die Vermutung ist widerleglich, wie Art. 13 Abs. 5 S. 2 DA-E

101 Erwégungsgriinde 52 f. DA-E.

A25



zeigt. Die Widerlegung obliegt der Vertragspartei, die die Klausel eingebracht
hat. Da Art. 13 Abs. 5 S. 1 DA-E einen Verhandlungsversuch verlangt, wird sich
ein Unternehmen, das eine Vertragsklausel ,kampflos' hinnimmt, nicht auf
Art. 13 DA-E berufen kénnen.'”

Ferner miissen von Art. 13 Abs.1 DA-E erfasste Vertragsklauseln der Miss-
brauchlichkeitsprifung standhalten. Art. 13 DA-E tberpriift Klauseln auf eine
absolute (Art. 13 Abs. 3 DA-E), vermutete (Art. 13 Abs. 4 DA-E) und sich aus der
Generalklausel ergebende (Art. 13 Abs. 2 DA-E) Unzulissigkeit.'”

Absolut unzulassig ist gemass Art. 13 Abs. 3 lit. b DA-E der ,Ausschluss der
Haftung der Partei, die die Klausel einseitig auferlegt hat, bei einer Verletzung*
von Vertragspflichten. Hier wird gefragt, ob dies nur einen Haftungsausschluss
fir samtliche Verschuldensformen verbietet, oder bereits den Ausschluss ein-
zelner Verschuldensformen.'® Der Wortlaut ,Ausschluss“ ist in systematischer
Zusammenschau mit Art. 13 Abs. 3 lit. a DA-E, der von ,Ausschluss oder (...) Be-
schrankung” spricht, als véllige Freizeichnung einer Vertragspartei von der in
Bezug genommenen Materie zu verstehen. Diese Bezugsmaterie ist in Art. 13
Abs. 3 lit. b DA-E eine Vertragspflichtverletzung. Folglich ist nur der vollkom-
mene Ausschluss der Haftung fir Vertragspflichtverletzungen erfasst. Ein
Ausschluss fiir einzelne Verschuldensformen bei der Vertragspflichtverletzung
ist zulassig.

Bei der Generalklausel in Art. 13 Abs. 2 DA-E ist ein restriktiver Massstab an-
zuwenden. Bloss nachteilhafte Klauseln fiir eine Partei sollen fir eine Miss-
brauchlichkeit nicht ausreichen.'

Insgesamt konnten auch bei Art. 13 DA-E die Mustervertrage gemass Art. 34
DA-E Aufschluss iiber die Tragweite der Norm geben.'*®

Im Falle eines Verstosses gegen Art. 13 DA-E ist die Klausel fiir das Kleinstun-
ternehmen, kleine oder mittlere Unternehmen nicht bindend, Art. 8 Abs. 2 S. 2,
13 Abs. 1 DA-E. Nach der Verordnungsbegriindung soll dies dazu fithren, dass
keiner der beiden Parteien die vom Vertrag adressierten Daten nutzen darf.'”’
Dies gibt der Rechtstext des DA-E bislang jedoch nicht her.

102 witzel, 563, Rz 10.

103 Dieses systematische Verstindnis teilen Specht-Riemenschneider (Fn.17), 822; Henne-
mann/Steinrdtter, 1485, Rz 25; Witzel, 565, Rz 30.

104 wWitzel, 564, Rz 25.

105 Erwégungsgrund 54 DA-E; vgl. Witzel, 564, Rz 19 ff.

106 Erwdgungsgrund 55 DA-E.

107 DA-E, 18 f.
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II. Datenzugang und Datennutzung im B2G-Bereich

Auch Trager hoheitlicher Gewalt erhalten gemass Art. 14 DA-E flachendecken-
den Zugang zu Daten des Binnenmarkts. Dies soll ihre Entscheidungsgrund-
lage verbessern.'”® Einsatzfelder wiren etwa Daten {iber die Auslastung von
Infrastrukturen, damit ihr Ausbau besser geplant werden kann.” Ein solcher
Datenzugang wurde von einer Expertengruppe,® Politik"' und Behoérden' ge-
fordert; in der Wirtschaft'™ stosst er wohl aufgrund zusitzlicher Pflichten auf
ein durchwachsenes Echo.

Datenzugang durch Triger hoheitlicher Gewalt, Art. 14 DA-E
Tatbestand
a) Anspruchsteller ist Trager hoheitlicher Gewalt, Art. 14 Abs. 1, Art. 2 Nr. 9
DA-E

b) Anspruchsteller stellt taugliches Verlangen nach Daten, Art. 14 Abs. 1, 17
Abs.1u. 2 DA-E

c) Verlangen des Anspruchsstellers bezieht sich nicht auf eine Bereichsaus-
nahme, Art. 16 Abs. 2 S. 1 DA-E

d) Anspruchsgegner ist tauglicher Dateninhaber, Art. 14 Abs.1 u. 2, 2 Nr. 6

DA-E
e) Fir Datennutzung besteht aussergewohnliche Notwendigkeit, Art. 14
Abs. 1,15 DA-E
Rechtsfolge

f)  Bereitstellung im Umfang der Art. 14 Abs. 1, 17 Abs. 3 u. 4, 18 - 22 DA-E

108 Mit den gegenwartigen Datenzugingen sieht die Européische Kommission eine angemes-

sene Entscheidungsgrundlage gefiahrdet, siehe COM (2020) 66 final, 7 ff.

Die Bundesregierung, Datenstrategie der Bundesregierung. Eine Innovationsstrategie fiir
gesellschaftlichen Fortschritt und nachhaltiges Wachstum, Berlin 2021, 57.

High-Level Expert Group on Business-to-Government Data Sharing, Towards a European
strategy on business-to-government data sharing for the public interest. Final report, Lu-
xemburg 2020, 8.

Eine europaische Datenstrategie. Entschliessung des Europaischen Parlaments vom
25. Marz 2021 zum Thema ,Eine europaische Datenstrategie®, P9_TA(2021)0098, Rz 55.

112 DA-E, 13.

113 DA-E, 13.

109

110

111
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1. Erlauterung der Tatbestandsmerkmale und der Rechtsfolge

Damit ein Trager hoheitlicher Gewalt (vgl. Art. 2 Nr. 9 DA-E) Daten erhalten
kann, muss sein Datenverlangen den Anforderungen nach Art. 14 Abs.1, 17
Abs.1 u. 2 DA-E entsprechen. Art. 17 Abs.1 DA-E sieht dafiir Gestaltungsan-
forderungen vor, wahrend Art. 17 Abs. 2 DA-E sonstige Rechtmassigkeitsanfor-
derungen normiert. Eine trennscharfe Abgrenzung der beiden Abséitze ist der
Kommission nicht gelungen. Da der Dateninhaber bei einem Verstoss gegen
einen der beiden Absatze aber den Datenzugang verweigern darf (Art. 18 Abs. 2
DA-E), miissen ohnehin samtliche Voraussetzungen kumulativ erfillt sein.

Das behordliche Verlangen darf sich nach Art. 14 Abs. 1 DA-E ferner pauschal
auf ,Daten“ (Art. 2 Nr. 1 DA-E) beziehen, nicht nur auf Produkt- oder Dienst-
daten wie in den Art. 3 ff. DA-E. Der Anwendungsbereich des Art. 14 DA-E ist
damit wesentlich weiter.

Der Trager offentlicher Gewalt muss fiir den Datenzugang schliesslich eine
aussergewohnliche Notwendigkeit ins Feld fithren. Die Falle der ausserge-
wohnlichen Notwendigkeit sind abschliessend (!) in Art. 15 DA-E definiert. Zu
ihnen zahlen die Bewaltigung oder Vorbeugung eines 6ffentlichen Notstands
(Art. 2 Nr. 10 DA-E) oder die Erholung von einem solchen (Art. 15 lit.a u. b
DA-E). Daneben kann der Datenzugang fiir die Erfiillung einer 6ffentlichen
Aufgabe geltend gemacht werden, wenn der Trager offentlicher Gewalt die da-
fiir erforderlichen Daten nicht erlangen kann und eine entsprechende Ande-
rung der Rechtsordnung zu lange dauern wiirde (Art. 15 lit. ¢ Nr. 1 DA-E), oder
die Erlangung der Daten nach Art. 14 Abs. 1 DA-E den Verwaltungsaufwand der
Dateninhaber oder anderer Unternehmen erheblich verringern wiirde (Art. 15
lit. ¢ Nr. 2 DA-E).

Die Rechtsfolgen des Datenzugangs regeln Art. 14 Abs. 1, 17 Abs. 3 u. 4, 18 -
22 DA-E umfassend. Die Bereitstellung der Daten hat nach Art. 18 Abs. 1 DA-E
grundsatzlich unverziiglich zu erfolgen. Bei Nichtverfiigbarkeit der Daten oder
Rechtsverstdssen der Behorde stehen dem Dateninhaber gemass Art. 18 Abs. 2
u. 3 DA-E ausnahmsweise Ablehnungsrechte zu. Art. 19 f. DA-E statuieren zu-
dem diverse Pflichten des Tragers offentlicher Gewalt. Insbesondere hat in
den Fallen des Art. 15 lit. ¢ DA-E ein Ausgleich fiir die Datenbereitstellung zu
erfolgen;™ ein solcher ist fiir Art.15 lit. a u. b DA-E indes nicht vorgesehen
(Art. 20 DA-E).

Die nach Art. 14 Abs.1 DA-E erlangten Daten kénnen tber Art. 17 Abs. 4, 21
Abs. 1, 22 Abs. 1 DA-E weitergegeben werden. Die Verarbeitung der dabei ggf.

114 Auf Rechtsunsicherheiten hinsichtlich der Hohe hindeutend Wilken/Rammos, 1245.
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enthaltenen personenbezogenen Daten diirfte aufgrund des Bezugs der
Art. 14 ff. DA-E zu 6ffentlichen Aufgaben nach Art. 6 Abs. 1lit. e DS-GVO erfol-
gen."® Von einer pauschalen Weiterverarbeitung nach der Open Data-Richtli-
nie 2019/1024 sind die nach Art. 14 ff. DA-E erlangten Daten allerdings ausge-
nommen (Art. 17 Abs. 3 DA-E).

2. Einordnung

Grundsatzlich ist zu befirworten, Trager offentlicher Gewalt im Lichte der
zunehmenden Datenfixierung aller Lebensbereiche an Daten partizipieren zu
lassen. Bei einem offentlichen Notstand (Art. 15 lit. a u. b. DA-E) geht es um
aussergewohnliche Situationen (Art.2 Nr.10 DA-E), sodass gegenlaufige
grundrechtliche Positionen regelmassig nachrangig sein diirften. Art. 15 lit. ¢
Nr. 1 DA-E erlaubt aber auch schon bei Schwierigkeiten, Daten mit gegenwér-
tigen Mitteln zu erlangen, einen Datenzugang. Hier ist im Einzelfall gegentiber
widerstreitenden Interessen der Vorrang abzuwagen. Zu beachten ist dabei,
dass es nach Art. 20 Abs. 2 DA-E eine Ausgleichspflicht zugunsten des Daten-
inhabers gibt. Schwierig diirfte es sein, ,harte Kriterien“ wie eine ausnahms-
lose Pflicht zur Pseudonymisierung personenbezogener Daten aufzustellen,
wie dies teilweise gefordert wird."®

III. Verhaltensregeln fiir zentrale Marktakteure im
Digitalwettbewerb

1. Vereinfachter Wechsel zwischen
Datenverarbeitungsdiensten

Jenseits der Regelung von Datennutzung und Datenzugang sollen die Art. 23 ff.
DA-E den Wechsel zwischen Datenverarbeitungsdiensten (Art. 2 Nr. 12, Erwa-
gungsgrund 71 DA-E), also Cloud- und Edge-Diensten erleichtern. Hier sah die
Europaische Kommission das Bediirfnis nach hoheitlichen Vorgaben, weil sich
der bislang mit der Verordnung (EU) 2018,/1807" verfolgte Ansatz der regulier-

115 A. A. EDPB/EDPS, Joint Opinion 2,/2022, 20, Rz 74, nach denen die Verarbeitung auf eine
Rechtspflicht und damit auf Art. 6 Abs. 1lit. ¢ DS-GVO zu stiitzen ist.

116 ygl. EDPB/EDPS, Joint Opinion 2,/2022, 21, Rz 81 f.

17 Verordnung (EU) 2018,/1807 des Europaischen Parlaments und des Rates vom 14. November
2018 iiber einen Rahmen fiir den freien Verkehr nicht-personenbezogener Daten in der Eu-
ropéischen Union, ABI L 303 vom 28. November 2018, 59 ff.
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ten Selbstregulierung des Anbieterwechsels nicht bewihrt hatte."® Auf diese
Weise mochte sie Lock-In-Effekten auf dem Cloud- und Edge-Markt begeg-
nen und die Anbieterauswahl fiir private und geschiftliche Nutzer erhohen."™

In diesem Lichte schreibt Art. 23 Abs. 1 DA-E vor, dass Anbieter von Daten-
verarbeitungsdiensten Hindernisse fiir den Anbieterwechsel beseitigen miis-
sen. Nach dem Verordnungsentwurf sollen sie dazu unter anderem kiinftig ein
Kiindigungsrecht von 30 Tagen in ihre Nutzungsvertrage aufnehmen (Art. 23
Abs.18S. 21it. a DA-E).

Weitere Anforderungen an die Vertragsbeziehung zwischen Diensteanbieter
und Nutzer geben Art. 24 u. 25 DA-E vor. Insbesondere sollen Wechselentgelte
drei Jahre nach Inkrafttreten des DA-E abgeschafft werden (Art. 25 Abs.1
DA-E). Technische Vorgaben des Wechsels halt Art. 26 DA-E bereit. Die Vor-
schriften treten neben die bestehenden Schutzvorgaben der Richtlinie (EU)
2019/770*° und der DS-GVO.*

Insgesamt erinnern die Art. 23 ff. DA-E an die Regulierung des Anbieter- und
Nummernwechsels im Telekommunikationsrecht.”” Wie einst den dortigen
Vorschriften wird den Art. 23 ff. DA-E ein hohes Potenzial beigemessen, um
die in der Praxis vereinbarten Cloud- und Edge-Vertrage grundlegend zu mo-
difizieren.”

18 Erwégungsgrund 70 DA-E.

19 DA-E, 17.

120 Richtlinie (EU) 2019/770 des Europdischen Parlaments und des Rates vom 20. Mai 2019
iiber bestimmte vertragsrechtliche Aspekte der Bereitstellung digitaler Inhalte und digita-
ler Dienstleistungen, ABI L 136 vom 22. Mai 2019, 1 ff.

121 Erwagungsgrund 74 DA-E.

122 Art. 30 f. Richtlinie 2002/22/EG des Europdischen Parlaments und des Rates vom 7. Mérz
2002 tber den Universaldienst und Nutzerrechte bei elektronischen Kommunikationsnet-
zen und -diensten (Universaldienstrichtlinie), ABl L 108 vom 24. April 2002, 51 ff.; Art. 106
Richtlinie (EU) 2018/1972 des Européischen Parlaments und des Rates vom 11. Dezember
2018 iiber den europiischen Kodex fiir die elektronische Kommunikation, ABl L 321 vom
17. Dezember 2018, 36 ff.; siehe als Beispiel zur Umsetzung dieser Normen in deutsches
Recht Kiparski Gerd, Die TKG-Novelle 2021. Die neuen kundenschiitzenden Regelungen des
TKG-RefE im Uberblick, CR 2020, 818, 823 f.; Beine Heinrich, Anbieterwechsel und Umzug
nach der TKG-Novelle 2012. Wichtige Neuerungen fiir Kunden und Wettbewerb MMR 2012,
718; Holznagel Bernd, Das neue TKG: Im Mittelpunkt steht der Verbraucher, NJW 2012, 1622.

123 wilken/Rammos, 1245; Bomhard/Merkle, 175, Rz 56.
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2. Schutzvorkehrungen fiir nicht personenbezogene Daten im
internationalen Umfeld

Mit dem DA-E mochte die Europaische Kommission den Datenschutz in in-
ternationalen Kontexten weiter ausbauen. Rechtswidrige Zugriffe drittstaatli-
cher Organisationen auf in der Union gespeicherte Daten sind ihr ein Dorn im
Auge.” Aus diesem Grunde weitet Art. 27 DA-E im Wesentlichen die aus Art. 31
DGA bekannten Pflichten zum Schutz nicht personenbezogener Daten im in-
ternationalen Umfeld auf Datenverarbeitungsdienste aus. Er bildet damit ge-
meinsam mit Art. 31 DGA das Gegenstiick zu den Art. 44 ff. DS-GVO, die den
internationalen Schutz personenbezogener Daten regeln.””

Gemass Art. 27 Abs. 1 DA-E miissen Anbieter von Datenverarbeitungsdiensten
angemessene Massnahmen treffen, um eine rechtswidrige internationale
Ubermittlung von oder Zugriffsgewahrung zu in der Union gespeicherten Da-
ten zu verhindern. Die Rechtswidrigkeit kann sich aus unionalem und nationa-
lem Recht ergeben.

Art. 27 Abs. 2 - 5 DA-E normieren dariber hinaus besondere Anforderungen an
die Ubermittlung und Zugriffsgewéhrung auf Grund drittstaatlicher Gerichts-
und Verwaltungsentscheidungen.

Die drittstaatliche Gerichts- oder Verwaltungsentscheidung darf nach Art. 27
Abs. 2 DA-E nur dann anerkannt oder vollstreckbar werden, wenn die Ent-
scheidung auf einer internationalen Ubereinkunft wie etwa einem Rechtshil-
feabkommen fusst.

Besteht eine solche Ubereinkunft nicht und wiirde die Ubermittlung bzw. Zu-
griffsgewahrung gegen unionales oder nationales Recht verstossen, darf die
Ubermittlung nur dann erfolgen, wenn die Voraussetzungen des Art. 27 Abs. 3
UAbs. 1 DA-E gewahrt sind. Dieser Absatz verlangt rechtsstaatliche Mindest-
qualitaten im Drittstaat, dessen Gericht oder Behérde die Daten verlangt. Die
Einhaltung der Anforderungen hat der Anbieter des Datenverarbeitungsdiens-
tes selbststandig zu priifen. Er kann dabei eine Stellungnahme der nach Art. 31
DA-E zustindigen Behorde einholen (Art. 27 Abs. 3 UAbs. 2 DA-E). Zudem kann
die Kommission Leitlinien fiir die Einstufung nach Art. 27 Abs. 3 UAbs. 1 DA-E
erlassen (Art. 27 Abs. 3 UAbs. 3 DA-E).

Sind die Voraussetzungen nach Art. 27 Abs. 2 oder 3 DA-E erfillt, stellt der An-
bieter des Datenverarbeitungsdienstes den erforderlichen Mindestdatensatz

124 DA-E, 4.
125 EDPB/EDPS, Joint Opinion 2,/2022, 24, Rz 94.
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zur Verfligung (Art. 27 Abs. 4 DA-E). Mit Ausnahme der Strafverfolgung muss
vorab eine Mitteilung an den betroffenen Dateninhaber erfolgen (Art. 27 Abs. 5
DA-E), damit dieser bei Bedarf rechtliche Schritte einleiten kann.

3. Interoperabilitat bei der Datenbereitstellung

Schliesslich nimmt sich der DA-E in Kapitel VIII der Interoperabilitat an. Dar-
unter versteht Art. 2 Nr. 19 DA-E , die Fahigkeit von zwei oder mehr Datenrau-
men oder Kommunikationsnetzen, Systemen, Produkten, Anwendungen oder
Komponenten, Daten auszutauschen und zu verwenden, um ihre Funktionen
auszufithren“'*® In der Datenstrategie hat die Kommission die Errichtung sek-
torspezifischer Datenraume, z. B. fiir die Industrie oder Energiewirtschaft, als
wichtiges Instrument zur Férderung des Wirtschaftswachstums gesehen.”” Da
viele Anwendungen aber eine sektoriibergreifende Datenauswertung bendti-
gen, soll die Interoperabilitit auch zwischen den verschiedenen Datenrdu-
men gestirkt werden (Art. 28 DA-E).””® Im Einklang mit dem erleichterten An-
bieterwechsel (siehe C.IIL.1.) werden auch Datenverarbeitungsdienste kiinftig
Interoperabilititsstandards unterworfen (Art. 29 DA-E). Ferner sollen fiir in-
telligente Vertrage (Art. 2 Nr. 16 DA-E), also Mechanismen, die die Einhaltung
von Datennutzungsvertragen zwischen Dateninhabern und Datenempfingern
iberprifen kdnnen, kinftig Mindeststandards gelten (Art. 30 DA-E).

Die Art. 28 - 30 DA-E stellen umfassend auf harmonisierte Normen (Art. 28
Abs. 3 u. 4, 29 Abs. 4, 30 Abs. 4 u. 5 DA-E), Durchfiihrungsrechtsakte (Art. 28
Abs. 5, Art. 30 Abs. 6 DA-E), delegierte Rechtsakte (Art. 28 Abs. 2, 29 Abs. 5
DA-E) und Kommissionsleitlinien (Art. 28 Abs. 6 DA-E) ab. Sie sind daher als
Anstoss fiir die Interoperabilitit zu sehen, deren praktische Umsetzung aber
erst sukzessiv nach Inkrafttreten des DA-E erfolgen kann. Dennoch gehen sie
bereits jetzt deutlich iber andere Interoperabilitdtsstandards hinaus, etwa fiir
fir Messenger-Dienste in Art. 61 Abs. 2 UAbs. 1 Richtlinie (EU) 2018 /1972.

126 vgl. zur Definition der Interoperabilitit im Digitalbereich Kalbhenn Jan Christopher/Freese

Benedikt/Flamme Florian, Wirtschaftsverwaltungsrechtliche Interoperabilitatspflichten
fur Messenger-Dienste und soziale Netzwerke im Lichte des deutschen und europaischen
Rechts, DOV 2022, 805, 807 f.

127 COM (2020) 66 final, 26 f.

128 podszun,/Pfeifer, 958.
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IV.  Aufsicht uber die Einhaltung des DA-E

Mit neuen Vorschriften im Digitalbereich geht stets die Frage einher, welche
Behorde ihre Anwendung und Durchsetzung beaufsichtigen soll. Dies regelt
fiir den vorliegenden Entwurf Art. 31 DA-E.

Nach Art. 31 Abs. 1 DA-E bestimmt jeder Mitgliedstaat eine oder mehrere zu-
standige Behorden fir die Anwendung und Durchsetzung des DA-E. Hierfiir
konnen neue oder bestehende Behorden eingesetzt werden. Die ausgewahlte
Behorde soll fiir die Beaufsichtigung des Wechsels zwischen Datenverarbei-
tungsdiensten (siehe C.IIL1.) eine hinreichende Kompetenz besitzen (Art. 31
Abs. 2 lit. ¢ DA-E). Zudem muss sie frei von Einflussnahmen und Weisungen
(Art. 31 Abs. 6 DA-E) sowie mit hinreichenden Mitteln zur Erfillung ihrer Auf-
gaben ausgestattet sein (Art. 31 Abs. 8 DA-E). Bei mehreren Aufsichtsbehdrden
muss eine Koordination erfolgen (Art. 31 Abs. 4 DA-E).

Unbertihrt bleiben soll allerdings die Zustandigkeit der Datenschutzbehérden
nach Art. 55 ff. DS-GVO. Sobald im Rahmen des DA-E personenbezogene Da-
ten betroffen sind, sollen die Datenschiitzer auch die Aufsicht tiber die Einhal-
tung des DA-E ibernehmen (Art. 31 Abs. 2 lit. a DA-E).

Art. 31 DA-E iberlasst die Wahl der zustandigen Behorde damit dem politi-
schen Diskurs der Mitgliedstaaten. Insofern gleicht er Art. 26 DGA. Auch der
DSA sieht ahnliche Bestimmungen vor, enthalt allerdings eine ausserst starke
Stellung der Europaischen Kommission (vgl. ihre Zustandigkeit fiir sehr grosse
Online-Plattformen, Art. 33 ff. DSA) sowie des nationalen Koordinators fiir di-
gitale Dienste (vgl. Art. 49 ff. DSA). Art. 31 DA-E ist iiberdies von den Art. 51 ff.
DS-GVO zu unterscheiden, die die Unabhangigkeit der national zustandi-
gen Datenschutzbehdrden umfassend absichern. Ferner verfolgen auch die
Art. 20 ff. DMA mit ihrer Durchsetzung durch die Europaische Kommission ei-
nen anderen Ansatz.

Die verschiedenen Regelungen zeigen, dass die Europaische Union keinen ein-
heitlichen Aufsichtsansatz in ihrer Digitalgesetzgebung verfolgt. Dies birgt das
Risiko einer uneinheitlichen und ineffizienten Regulierung durch zahlreiche
Behorden. Mochten die Mitgliedstaaten dies vermeiden, sollten sie erwéagen,
die national zustandigen Behorden moglichst einheitlich zu benennen. Die po-
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litische Debatte fiir den zustandigen digitalen Koordinator nach dem DSA ist
bereits in vollem Gange." Dies ist auch fiir Art. 31 DA-E zu erwarten.” Diese
Entwicklungen dirfen weiter mit Spannung verfolgt werden.

D. Fazit

Die vorstehende Analyse hat gezeigt, wie gross das Projekt ist, das sich die Eu-
ropaische Union mit dem DA-E vorgenommen hat. Die Vielzahl an Vorschrif-
ten, zu denen der DA-E in Beziehung steht, deutet darauf hin, dass sich das
europaisches Datenrecht als neues Rechtsgebiet zu festigen beginnt. In dieses
konnte die Union mit dem DA-E kinftig eine im Grundsatz stimmige Verord-
nung einfiigen. Bei Verfassen dieses Beitrags im November 2022 befindet sich
der Verordnungsentwurf in der ersten Lesung im Rat der Europaischen Union.
Ein Verordnungsentwurf kommt dabei niemals aus dem Gesetzgebungsver-
fahren heraus, wie er in das Verfahren eingefithrt wurde. Es bleibt abzuwar-
ten, welche Veranderungen am Entwurf politisch umsetzbar sind. Insgesamt
ist aber zu hoffen, dass es der Europaischen Union gelingt, diesen nachsten
Schritt in der Umsetzung der europaischen Datenstrategie erfolgreich zu ge-
hen.

129 Gerald Spindler spricht insofern von neuer Nahrung fiir den politischen Diskurs, Spindler

Gerald, Der Vorschlag fiir ein neues Haftungsregime fiir Internetprovider - der EU-Digital
Services Act. Teil 2: Grosse und besonders grosse Plattformen, GRUR 2021, 653, 661.

Die europdischen Datenschiitzer bringen bereits die europdischen und nationalen Daten-
schutzbehoérden in Stellung, EDPB/EDPS, Joint Opinion 2,/2022, 24 ff., Rz 97 ff.
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A. Introduction

The onset of a “fourth industrial revolution” was heralded a few years ago,
a term coined to describe the advancing fusion of technologies that blurs
the lines between the physical, digital, and biological realms.' Crucial part
in this transformation is played by the Internet of Things (IoT)* as “a global
infrastructure for the information society, enabling advanced services by
interconnecting (physical and virtual) things based on existing and evolving
interoperable information and communication technologies® The number of
devices connected to the IoT is huge and growing. There are currently more
I0T devices than there are humans on the planet,* and it is estimated that by
2025 there will be 30.9 billion IoT devices worldwide, with 4.3 billion of those
in the European Union (EU).” Yet, a large number of these connected devices
come with a low level of cybersecurity.® This raises serious concerns as more
unsecured products also mean an extended attack surface and heightened
cybersecurity risks for their users.” This becomes even more problematic as
connected products by means of interlinked systems of sensors and actuators
interact seamlessly with the physical realm in which they operate. Thus, the

I Schwab Klaus, The Fourth Industrial Revolution, Geneva 2016, 12.

Carr Madeline/Lesniewska Feja, Internet of Things, Cybersecurity and Governing Wicked
Problems: Learning from Climate Change Governance, International Relations 2020, 392.
Definition according to the International Telecommunication Union. ITU, Recommendation
Y.2060, Overview of the Internet of Things, 2012, <https:/www.ituint/rec/
dologin _pub.asp?lang=e&id=T-REC-Y.2060-201206-1!"PDF-E&type=items>.

Tasheva Iva/Kunkel Ilana, In a Hyperconnected World, Is the EU Cybersecurity Framework
Connected?, European View 2022, 187.

Statista, Internet of Things (IoT) and Non-IoT Active Device Connections Worldwide from
2010 to 2025, September 2022, <https://www.statista.com/statistics/1101442 /iot-
number-of-connected-devices-worldwide />.

Studies have shown that between 57% and 68% IoT devices have critical vulnerabilities.
Roberts Paul F., Smart Toys Are Still Hackable (We Just Don't Talk about It), Forbes,
28 December 2022, <https://www.forbes.com /sites/paulfroberts/2022 /12 /28 /smart-
toys-are-still-hackable-we-just-dont-talk-about-it/>.

Cf. Johnson Shane D. et al., Crime and the Consumer Internet of Things, in: Gill Martin (ed.),
The Handbook of Security, Cham 2022, 707.
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security of these products is directly related to safety.® Moreover, given the
strong cross-border nature of connected devices, an incident that initially
affects a single entity or an EU Member State can often spread across
organizations, industries and multiple Member States, and this within
minutes.” To put it in the words of the European Commission’s President
Ursula von der Leyen: “[i]f everything is connected, everything can be
hacked"® Following up on this expressed concern in her 2021 State of the
Union address, she declared the EU’s intention to take a leading role in
cybersecurity and announced the project of a Cyber Resilience Act (CRA) -
as a complement to EU’s cybersecurity acquis with horizontal cybersecurity
requirements for all products with digital elements" and the “first ever EU-
wide legislation of its kind”* The CRA project advanced rapidly and was
adopted by the Commission on 15 September 2022."

If enacted, the CRA would allow, among other things, the banning of devices
with digital elements that do not meet the requirements of the EU market.
Given that the CRA may also apply to non-EU manufacturers’ digital products
once placed on the EU market, the CRA could have an impact on cybersecurity
standards for such products beyond the EU borders. Indeed, non-EU
operators might find it convenient to follow the CRAs rules as a default
framework for their global operations instead of developing different products
or processes for different markets."* Consequently, the EU might emerge as

Chiara Pier Giorgio, The Cyber Resilience Act: The EU Commission’s Proposal for a
Horizontal Regulation on Cybersecurity for Products with Digital Elements, International
Cybersecurity Law Review 2022 (cit.: Chiara, Cyber Resilience Act), 256.

European Commission Staff Working Document, Impact Assessment Report accompanying
the Document Proposal for a Regulation of the European Parliament and of the Council
on horizontal cybersecurity requirements for products with digital elements and amending
Regulation (EU) 2019 /1020, SWD(2022) 282 final, 15 September 2022, part 1/3 (cit.: Impact
Assessment Report, part 1), 1.

von der Leyen Ursula, 2021 State of the Union Address by President von der Leyen,
September 2021, <https://ec.europa.eu/commission/presscorner/api/files/document
print/ov/speech 21 4701/SPEECH_21 4701 OV.pdf>.

' Chiara, Cyber Resilience Act (fn 8), 255.

European Commission, Cyber Resilience Act: New EU Cybersecurity Rules Ensure More
Secure Hardware and Software Products, September 2022, <https: //data.europa.eu/doi
10.2759/543836>.

Proposal for a Regulation of the European Parliament and of the Council on horizontal
cybersecurity requirements for products with digital elements and amending Regulation
(EU) 2019/1020, COM(2022) 454 final, 15 September 2022 [hereinafter CRA or CRA
Proposal].

Car Polona/De Luca Stefano, EU Cyber-resilience Act, European Parliamentary Research
Service, PE 739.259, December 2022, 6.
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the international reference point for cybersecurity of connected devices -
triggering the so-called “Brussels effect” - similarly as in the area of data
protection by means of the General Data Protection Regulation (GDPR).”

Following this brief introduction, the goal of this article is threefold: (1) to
contextualize the CRA by outlining the drivers of its adoption against the
broader picture of EU’s role (and ambitions) in the cybersecurity domain as
well as the EU’s dynamic legislative landscape (Section B); (2) to provide an
overview of the rules of the proposed CRA and critically evaluate selected
aspects (Section C). Based on the analyses, we seek in the final Section (D) to
assess whether and to what extent the CRA project would be successful in
attaining its objectives and what the consequences of this could be.'®

B. Drivers of a horizontal cybersecurity regulation

When examining the drivers of the proposed EU Cyber Resilience Act, it is
apt to focus not only on the rationale of the regulatory initiative, namely the
creation of an Internet of Secure Things, but to view this in the somewhat
broader context of the EUs growing ambition to become a cybersecurity
champion and its striving for digital sovereignty. We look in turn at these
rationales behind the CRA in the next two sections.

I.  Creating an Internet of Secure Things through
harmonization and mandatory requirements

As stated at the outset, one of the focal points of cybersecurity challenges in
the EU has been the Internet of Things, as its employment is characterized by a
large number of vulnerabilities and a cross-border nature. This can potentially
not only threaten the proper functioning of the internal market but also

15 Regulation (EU) 2016,/679 of the European Parliament and of the Council of 27 April 2016 on
the protection of natural persons with regard to the processing of personal data and on the
free movement of such data, and repealing Directive 95/46/EC (General Data Protection
Regulation), OJ (2016) L 119/1 [hereinafter GDPR].

It should be noted that the subsequent observations refer to the proposal of 15 September
2022. Discussions on this draft have meanwhile gained momentum in the Council of EU
Ministers, and it is reported that the Swedish Presidency circulated a new compromise text
on 27 January 2023, which was recently subject to discussion in the Horizontal Working
Group on Cyber Issues, the technical body of the EU Council that prepares for adoption
by the Ministers. See e.g., Bertuzzi Luca, EU Council Moves to Adjust Product Life-cycle,
Reporting in New Cybersecurity Law, EURACTIV.com, 1February 2023,
<https: //www.euractiv.com/section/cybersecurity/news/eu-council-moves-to-adjust-
product-lifecycle-reporting-in-new-cybersecurity-law/> (cit.: Bertuzzi, February 2023).

B4


https://www.euractiv.com/section/cybersecurity/news/eu-council-moves-to-adjust-product-lifecycle-reporting-in-new-cybersecurity-law/
https://www.euractiv.com/section/cybersecurity/news/eu-council-moves-to-adjust-product-lifecycle-reporting-in-new-cybersecurity-law/

fundamental rights and the security of EU citizens. Aware of this problematic
interplay, the EU announced in its Cybersecurity Strategy for the Digital
Decade' aiming to tackle this issue by inter alia incentivizing secure products
and services in order to ensure an Internet of Secure Things.”® One of the
critical building blocks towards this goal is the proposed CRA."”

According to the CRA proposal, there are two major problems with respect to
cybersecurity in products with digital elements: (1) products have low levels
of cybersecurity; and (2) users are prevented from selecting products with
adequate cybersecurity properties or using them in a secure manner due to
insufficient understanding and access to information.*’

1. Protecting consumers by imposing mandatory
requirements for all connected devices

The first problem stems from the lack of incentives for manufacturers to take
security seriously,” as well as the fierce competition from products coming
at a much lower price, notably from China.”” Indeed, although manufacturers
of products with digital elements sometimes face reputational damage if their
products are not secure enough, the costs of security breaches are mainly
borne by consumers.” Besides, security vulnerabilities often do not lead users
to actually switch products, due to the inherent network effects.”* Conse-
quently, manufacturers have little incentive to invest in the design and
development of secure products and to provide security updates.” They also
typically prioritize rapid market access through new feature development
and compatibility with existing products over the development of security

Joint Communication to the European Parliament and the Council, The EU’s Cybersecurity
Strategy for the Digital Decade, JOIN(2020) 18 final, 16 December 2020 (cit.. EU’s
Cybersecurity Strategy for the Digital Decade).

18 EU’s Cybersecurity Strategy for the Digital Decade (fn 17), 9.

19 Cf. Car/De Luca (fn 14), 2 et seq.

20 Recital 1 CRA Proposal.

Impact Assessment Report, part 1(fn 9), 9.

Most infected IoT devices come from China and Taiwan, the world’s leading hardware
manufacturers. Rodriguez Elsa et al., Superspreaders: Quantifying the Role of IoT
Manufacturers in Device Infections, 20th Annual Workshop on the Economics of
Information Security WEIS 2021, <https://weis2021.econinfosec.org/wp-content
uploads/sites /9/2021/06 /weis21-rodriguez.pdf>, 13.

European Economic and Social Committee, Opinion, Cyber Resilience Act, INT/999,
adopted on 14 December 2022, 4.

Impact Assessment Report, part 1 (fn 9), 10.

European Economic and Social Committee (fn 23), 4.

23

24
25
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properties.”® Especially cheap devices exacerbate the issue, as they often stem
from non-EU manufacturers that ship an entire series of products with a
default password, such as 123456.”

Another important aspect is that the insecurity of devices is not just a local
technical issue. Rather, such devices, notably sensors, are embedded in
devices and systems that are managed by people who lack awareness of the
potential vulnerabilities - for example, manufacturers of smart toys are
familiar with the safe use of plastics but may lack awareness of cybersecurity
and privacy threats to children.”®

Additionally, users are often unaware of the security risks associated with
products with digital elements and usually have no knowledge of a product’s
internal workings, so making purchasing decisions based on these features
can be very difficult for them.” Accordingly, in many cases, cybersecurity
incidents may be attributed to users selecting products that are inappropriate
for their purposes or having hardware and software misconfigured,”’ thereby
raising the security risk of their device or network unnecessarily.”’ The
primary cause of this issue, as identified in the CRA Impact Assessment, is that
manufacturers do not provide adequate information about security features,
vulnerabilities, and how to use a device safely.** But even if users are familiar
with the parameters of the product or service they purchase, they are unable
to predict flaws that may show up later, especially since many vulnerabilities
are only discovered years after a particular technology was developed. Also,
the emergence of some vulnerabilities may not have been foreseeable at the
time of product launch, as the assessment of the degree of security of a
particular technology may change over time.*

26 Johnson et al. (fn 7), 706; Chiara, Cyber Resilience Act (fn 8), 256.

27 Gregersen Carsten Rhod, EU Cyber Resilience Act: The GDPR for IoT, embedded,
20 December 2022, <https:
iot/#:~text=The Cyber Resilience Act is,elements throughout their whole lifecycle>.
According to Hernandez-Ramos José L. et al., Toward a Data-Driven Society: A

www.embedded.com /eu-cyber-resilience-act-the-gdpr-for-

Technological Perspective on the Development of Cybersecurity and Data-Protection
Policies, IEEE Security & Privacy 2020, 30, there is also the possibility that devices are put
on the market that have default passwords, which are never changed during their life-cycle.

2 Carr/Lesniewska (fn 2), 397.

Impact Assessment Report, part 1 (fn 9), 10.

European Economic and Social Committee (fn 23), 4.

Impact Assessment Report, part 1 (fn 9), 8.

Impact Assessment Report, part 1 (fn 9), 14.

Banasinski Cezary/Rojszczak Marcin, Cybersecurity of Consumer Products against the

Background of the EU Model of Cyberspace Protection, Journal of Cybersecurity 2021, 2.
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In order to address the problem of low level of cybersecurity of products
with digital elements marketed in the Union, the CRA imposes mandatory
minimum-security requirements for all connected devices.*® Against the
problem of insufficient understanding among users and in order to enable
organizations and consumers to use products with digital elements securely,
the CRA proposal seeks to enhance transparency in various aspects.®® The
CRA essential cybersecurity requirements are also meant to contribute to
strengthened protection of personal data and privacy of individuals. In this
sense, cybersecurity is seen as a core element in the protection of
fundamental rights and freedoms.*

2. Ensuring a coherent cybersecurity framework via
horizontal regulation

The second driver behind the CRA adoption has been the fragmentation of
the existing EU legal framework.”” As a gap analysis study® showed, there
is presently no piece of EU legislation that requires comprehensive cyber-
security requirements for all products with digital elements.* Rather, the
current legislation comprises several sets of horizontal rules that address
certain aspects linked to cybersecurity - yet from different angles.*” While the
Cybersecurity Act* as well as the Network and Information Security Directive
(NIS Directive)*” do come with measures to improve the security of the digital
supply chain, they set no mandatory requirements for the security of products

3% Chiara, Cyber Resilience Act (fn 8), 257.

Impact Assessment Report, part 1(fn 9), 21.

3 Chiara, Cyber Resilience Act (fn 8), 271.

Impact Assessment Report, part 1 (fn 9), 11.

Annex 13 of the Commission Staff Working Document, Impact Assessment Report, Annexes

to the Impact Assessment Report accompanying the document Proposal for a Regulation of

the European Parliament and of the Council on horizontal cybersecurity requirements for

products with digital elements and amending Regulation (EU) 2019,/1020, SWD(2022) 282

final, 15 September 2022, part 2 /3.

Impact Assessment Report, part 1 (fn 9), 11.

Explanatory Memorandum to the CRA Proposal, 2.

41 Regulation (EU) 2019/881 of the European Parliament and of the Council of 17 April 2019
on ENISA (the European Union Agency for Cybersecurity) and on information and
communications technology cybersecurity certification and repealing Regulation (EU)
No 526 /2013 (Cybersecurity Act), OJ (2019) L 151/15 [hereinafter CSA].

42 Directive (EU) 2016/1148 of the European Parliament and of the Council of 6 July 2016
concerning measures for a high common level of security of network and information
systems across the Union, OJ (2016) L 194/1 [hereinafter NIS Directive].

40
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with digital elements.* According to the CRA Impact Assessment this bears
the risk of Member States adopting diverging national regulation.** Germany is
a proof of this, having introduced first (non-binding) measures to enhance the
security of products with digital elements.* Such initiatives may undermine
the internal market, creating legal uncertainty for both manufacturers and
users, as well as placing unnecessary burdens on economic operators to meet
overlapping requirements for similar types of devices*® - a state that is
certainly not along the lines of the EU Strategy for a Digital Single Market.*’

In order to avoid regulatory fragmentation and ensure a coherent cybersecu-
rity framework, the CRA aims to streamline the EU’s fragmented cybersecurity
regulatory landscape by introducing horizontal cybersecurity requirements
for products with digital elements.” The means of a Regulation over a
Directive ensures this in a more immediate way and gives a level of legal
certainty that a Directive, considering the leeway given for its implementation
at the Member State level, could not achieve.*®

II. Strengthening digital sovereignty via cybersecurity
regulation

The CRA must also be seen in the context of concerted efforts of the EU
to become a leading actor in the domain of cybersecurity and its interlinked
striving, through a set of regulatory initiatives, to assert the EU’s “digital
sovereignty” and render it sustainable over time.

1. EU’s cybersecurity activities

With regard to the former, it is evident that the last two decades have
witnessed the emergence of cybersecurity as one of the most critical, as well
as contentious, topics on regulatory agendas. This new strategic importance
is intrinsically linked to the striving of various actors (states as well as
international and supranational organizations) to shape and influence the

4 Recital 3 CRA Proposal.

4 Impact Assessment Report, part 1 (fn 9), 16 et seq.

Impact Assessment Report, part 1 (fn 9), 19.

Impact Assessment Report, part 1(fn 9), 16 et seq.; Chiara, Cyber Resilience Act (fn 8), 257.
Joint Communication to the European Parliament, the Council, the European Economic and
Social Committee and the Committee of the Regions, A Digital Single Market Strategy for
Europe, COM(2015) 192 final, 6 May 2015.

Cf. Vikolainen Vera, Strengthening Cyber Resilience, European Parliament Research
Service, PE 734.708, December 2022, 1.

Explanatory Memorandum to the CRA Proposal, 5.

45
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governance of cyberspace.”® Among them is the EU, for which cybersecurity is
now one of the top priorities® and which aspires to position itself as a central
cybersecurity actor.*® EU’s heightened prioritization of cybersecurity comes
after a period of inaction, as, although the issue of safeguarding cyberspace
has been on the EU institutional agenda for some 20 years now, almost no
binding provisions were adopted.” Yet, against the backdrop of major
cyberattacks and incidents, the EU accelerated its regulatory activity®* and
with the 2013 EU Cybersecurity Strategy™ introduced cybersecurity as a new
policy area.”® The Cybersecurity Strategy is closely linked to the 2015 EU
Digital Single Market Strategy as cybersecurity is an important instrument to
prevent economic damage and enhance consumer trust.”

Backman Sarah, Risk vs. Threat-based Cybersecurity: The Case of the EU, European
Security 2022, 1.

Carrapico Helena/Barrinha André, European Union Cyber Security as an Emerging
Research and Policy Field, European Politics and Society 2018, 300.

Gao Xinchuchu/Chen Xuechen, Role Enactment and the Contestation of Global Cyberse-
curity Governance, Defence Studies 2022, 689.

Banasinski/Rojszczak (fn 33), 3. A comprehensive overview on how the topic of cybersecu-
rity has evolved from its absence to its prominence on the European agenda is provided by
Brandao Ana Paula/Camisao Isabel, Playing the Market Card: The Commission’s Strategy to
Shape EU Cybersecurity Policy, JCMS 2022, 1339 et seqq.

Today there are numerous EU legal instruments relevant to cybersecurity and given that
cybersecurity is a cross-cutting issue, there are not only laws on information society
and cyber resilience, but also EU legal acts on cyber deterrence and defense. Given the
limited space, in the following only selected policies are highlighted. For more details on
the cybersecurity regulatory landscape, cf.: Kasper Agnes/Antonov Alexander, Towards
Conceptualizing EU Cybersecurity Law, ZEI Discussion Paper 2019, <https: //www.zei.uni-
bonn.de/de/publikationen/medien /zei-dp/zei-dp-253-2019.pdf>; European Court of
Auditors, Challenges to Effective EU Cybersecurity Policy, Briefing Paper, March 2019,
<https: //www.eca.europa.eu/Lists /ECADocuments/BRP_ CYBERSECURITY,
BRP_CYBERSECURITY EN.pdf>, 9; Wessel Ramses A., Cybersecurity in the European
Union: Resilience through Regulation?, in: Conde Elena/Yaneva Zhaklin/Scopelliti Marzia
(eds.), Routledge Handbook of EU Security Law and Policy, Abingdon 2019.

Joint Communication to the European Parliament, the Council, the European Economic
and Social Committee and the Committee of the Regions, Cybersecurity Strategy of the
European Union: An Open, Safe and Secure Cyberspace, JOIN(2013) 1 final, 7 February 2013.
Fuster Gloria Gonzalez/Jasmontaite Lina, Cybersecurity Regulation in the European Union:
The Digital, the Critical and Fundamental Rights, in: Christen Markus/Gordijn Bert/Loi
Michele (eds.), The Ethics of Cybersecurity, Cham 2020, 98.

Bendiek Annegret/Pander Maat Eva, The EU’s Regulatory Approach to Cybersecurity,
German Institute for international and Security Affairs, WP NR. 02 2019,
<https: //www.swp-berlin.org /publications/products /arbeitspapiere/WP_Bendiek
Pander Maat EU_ Approach Cybersecurity.pdf>, 4 et seq.
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The main pillar of the 2013 Cybersecurity Strategy was the NIS Directive that
came into effect in 2016 and was the first EU-wide horizontal instrument,
i.e., cross-sectoral instrument, to regulate cybersecurity.”® The NIS Directive
aimed to ensure a high level of network and information security at the EU
level by setting security and incident reporting obligations for operators of
essential services and digital service providers,” as well as achieve a minimum
level harmonization across the Member States.”” The GDPR, adopted also in
2016, approaches cybersecurity from the angle of data protection, and sets out
technical requirements for security of personal data and a breach notification
regime.”!

The second Cybersecurity Strategy was proposed in 2017%* and resulted in the
proposal for the EU Cybersecurity Act, which was adopted on 12 March 2019.%
The Cybersecurity Act was a significant step forward in the EU’s approach
to cybersecurity as it introduced an EU-wide cybersecurity certification
framework for products and services as well as granted the European Union
Agency for Cybersecurity (ENISA) a permanent mandate.** The follow-up and
presently applying “Cybersecurity Strategy for the Digital Decade” of 2020
focuses on three areas: (1) resilience, technological sovereignty and leadership;
(2) operational capacity to prevent, deter and respond; (3) a global and open
cyberspace. The revised NIS Directive (NIS2 Directive),65 which entered into

Markopouloua Dimitra/Papakonstantinou Vagelis/De Hert Paul, The New EU Cyberse-
curity Framework: The NIS Directive, ENISA's Role and the General Data Protection
Regulation, Computer Law & Security Review 2019, 1; Schmitz-Berndt Sandra/Cole Mark
D., Towards an Efficient and Coherent Regulatory Framework on Cybersecurity in the EU:
The Proposals for a NIS 2.0 Directive and a Cyber Resilience Act, ACIG 2022, 5.

%9 Carrapico/Barrinha (fn 51), 300; Hernandez-Ramos et al. (fn 27), 32.

% European Court of Auditors (fn 54), 13.

61 Arts. 32-34 GDPR. Kasper/Antonov (fn 54), 34; Bederna Zsolt/Rajnai Zoltan, Analysis of the
Cybersecurity Ecosystem in the European Union, International Cybersecurity Law Review 2022,
39 et seq. A comprehensive overview of the cybersecurity obligations of the GDPR provide
Mantelero Alessandro et al., The Common EU Approach to Personal Data and Cybersecurity
Regulation, International Journal of Law and Information Technology 2020, 306.

Joint Communication to the European Parliament and the Council, Resilience, Deterrence
and Defence: Building strong cybersecurity for the EU, Brussels, JOIN(2017) 450 final,
13 September 2017.

Chiara Pier Giorgio, The IoT and the New EU Cybersecurity Regulatory Landscape,
International Review of Law, Computers & Technology 2022 (cit.: Chiara, IoT), 119 et seq.

¢ Bendiek/Pander (fn 57), 12 et seq.; Hernandez-Ramos et al. (fn 27), 32.

% Directive (EU) 2022,/2555 of the European Parliament and of the Council of 14 December
2022 on measures for a high common level of cybersecurity across the Union, amending
Regulation (EU) No 910/2014 and Directive (EU) 2018/1972, and repealing Directive (EU)
2016,/1148 (NIS 2 Directive), OJ (2022) L 333 /80 [hereinafter NIS2 Directive].
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force in January 2023, accordingly aims to enhance the level of cyber resilience
by requiring all public and private entities across the single market that
perform important functions for the economy and society as a whole to adopt
appropriate cybersecurity measures. It also seeks to strengthen the cyber-
security risk management and improve cooperation between the relevant
competent authorities.*®

Importantly, the Cybersecurity Strategy for the Digital Decade also announced
new horizontal rules to improve the cybersecurity of products with digital
elements. This triggered the legislative process®” and ultimately led to the
Commission’s CRA proposal of 15 September 2022.°® The CRA forms part of
a large number of EU legal acts in the digital domain, such as on Al, data
spaces, online platforms, that affect but also go beyond cybersecurity.* This
regulatory activism can be well understood in the context of the EU’s pursuit

of “digital sovereignty”, also dubbed as a process of “re-sovereignization””

2. Digital sovereignty and EU’s re-sovereignization

The term “digital sovereignty” expresses the idea that “states should reassert
their authority over the internet and protect their citizens and businesses
from the manifold challenges to self-determination in the digital sphere” Yet,
the term lacks a uniform definition and is used inconsistently in EU policy
documents. Indeed, even essential elements are unclear, such as whether
digital sovereignty is something that the EU already possesses, or whether it
is a goal that the EU should aspire to.” Nevertheless, the term “sovereignty”
has been increasingly used since 2019, notably by Ursula von der Leyen’s

%  Bederna/Rajnai (fn61), 39 et seq.; Schmitz-Berndt Sandra, Cybersecurity Is Gaining

Momentum - NIS 2.0 Is on Its Way, European Data Protection Law Review 2021, 582 et seq.
7 Council of the European Union, Council conclusions on the development of the European
Union’s cyber posture - Council conclusions approved by the Council at its meeting on
23 May 2022, Brussels, 23 May 2022, 6.
% Further on the legislative history of the CRA: Car/De Luca (fn 14), 4 et seqq.
% Codagnone Cristiano/Weigl Linda, Leading the Charge on Digital Regulation: The More, the
Better, or Policy Bubble?, Digital Society 2023, 7 et seq.
Bendiek Annegret/Stiirzer Isabella, Advancing European Internal and External Digital
Sovereignty: The Brussels Effect and the EU-US Trade and Technology Council, German
Institute for international and Security Affairs, SWP Comment 2022, <https://www.Swp-
berlin.org/publications /products/comments/2022C20_European
DigitalSovereignty.pdf>, 8.
Pohle Julia/Thiel Thorsten, Digital Sovereignty, Internet Policy Review 2020, 2.
Roberts Huw et al., Safeguarding European Values with Digital Sovereignty: An Analysis of
Statements and Policies, Internet Policy Review 2021, 12.
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Geopolitical Commission, which urged the EU to be at the forefront of key
technologies and future-proof infrastructure, with common standards, gigabit
networks and secure current and next-generation clouds.” The President of
the European Council, Charles Michel, has also constructed digital sovereignty
as a strategy, in the sense that the EU sets its own rules, makes autonomous
technological choices and develops its own digital solutions.” Similarly, the
European Commission has announced the years 2020-2030 as Europe’s
“digital decade” and stated that securing Europe’s “technological sovereignty”
and “digital sovereignty” are key strategic objectives during this period.”

Cybersecurity appears as a core pillar of the EU’s digital sovereignty, as strong
cybersecurity is seen as a prerequisite for other policy areas, since the security
of data, infrastructure and economic entities are necessary for a functional
and competitive EU digital economy as well as for the safeguarding of EU
values.”” Consequently, there are various legislative initiatives that seek to
strengthen the EU’s digital sovereignty by making it a standard-setter in the
field of cybersecurity,” such as the above-mentioned NIS2 Directive, the
Cybersecurity Act as well as the GDPR, together with the EU Cybersecurity
Strategy, which highlights the need for technological sovereignty too. The
CRA only adds to this package, in particular in the domain of cybersecurity
standard-setting for all products with digital elements.

In this context and making the link to the “Brussels effect”, whereby the
EU, as a regulatory superpower, “exports” its standards and they become
the global ones,” the CRA can arguably be seen as the “GDPR for IoT""
If this effect, in analogy to global data protection, eventually materializes
would very much depend on the level and type of obligations, the material

3 von der Leyen Ursula, Speech in the European Parliament Plenary Session, November 2019,

<https: //ec.europa.eu/commission /presscorner/api/files /attachment /858838 /Speech
by President-elect von der Leyen at the EP - as delivered in EN-FR-DE.pdf>, 9.

Barrinha André/Christou George, Speaking Sovereignty: The EU in the Cyber Domain,
European Security 2022, 362.

Bendiek Annegret/Stiirzer Isabella, The Brussels Effect, European Regulatory Power and
Political Capital: Evidence for Mutually Reinforcing Internal and External Dimensions of the
Brussels Effect from the European Digital Policy Debate, Digital Society 2023, 4.

76 Roberts et al. (fn 72), 12.
7

74

75

Madiega Tambiama, Digital Sovereignty for Europe, European Parliamentary Research
Service, PE 651.992, July 2020, 4; Barrinha/Christou (fn 74), 429.

Anu Bradford, The Brussels Effect, Northwestern University Law Review (2012), 1; Anu
Bradford, The Brussels Effect: How The European Union Rules the World, Oxford 2020;
Fahey Elaine, EU as a Global Digital Actor: Institutionalising Global Data Protection, Trade,
and Cybersecurity, London 2022.

7 Gregersen (fn 27).

78

B12


https://ec.europa.eu/commission/presscorner/api/files/attachment/858838/Speech%20by%20President-elect%20von%20der%20Leyen%20at%20the%20EP%20-%20as%20delivered%20in%20EN-FR-DE.pdf
https://ec.europa.eu/commission/presscorner/api/files/attachment/858838/Speech%20by%20President-elect%20von%20der%20Leyen%20at%20the%20EP%20-%20as%20delivered%20in%20EN-FR-DE.pdf

scope and extra-territorial reach of the CRA, its stringency of monitoring and
enforcement, among other things.** The “Brussels effect”, although admittedly
not a form of international cooperation but a case of unilateral standard-
setting, could also have positive impact - in that it “may ultimately contribute

to the enhancement of global cyber resilience”®'

The following section looks more closely at key aspects of the proposed CRA,
which gives us also the basis to test to what extent the regulatory rationales
driving the CRA’s adoption find an appropriate reflection in its legal provisions
and contribute to EU’s digital sovereignty and the multiplication of the
“Brussels effect”

C. The proposed Cyber Resilience Act: Analysis of
selected key aspects

Consisting of 71 Recitals, 57 Articles and 6 Annexes (for an overview, see
Table 1 below), the proposed Cyber Resilience Act aims to create a coherent
cybersecurity framework by requiring that products with digital elements are
secure along the supply chain and throughout their life-cycle, as well as by
enabling users to take cybersecurity into account when selecting and using
products with digital elements.*

The CRA subject matter consists of four general elements, listed in Art. I:
(1) rules for the placing on the market of products with digital elements to
ensure the cybersecurity of such products; (2) essential requirements for the
design, development and production of products with digital elements, and
obligations for economic operators in relation to these products with respect
to cybersecurity; (3) essential requirements for the vulnerability handling
processes put in place by manufacturers to ensure the cybersecurity of
products with digital elements during the whole life-cycle, and obligations for
economic operators in relation to these processes; and (4) rules on market
surveillance and enforcement of the above-mentioned rules and require-
ments.

80 Bendiek/Pander (fn 57), 8.
81 Saalman Lora/Su Fei/Saveleva Dovgal Larisa, Cyber Posture Trends in China, Russia, the
United States and the European Union, December 2022, <https: //www.sipri.org/sites
default /files /2022-12 /2212 cyber postures 0.pdf>, 22.

Council of the European Union, Proposal for a Regulation of the European Parliament and
of the Council on horizontal cybersecurity requirements for products with digital elements
and amending Regulation (EU) 2019/102 - Progress Report, 18 November 2022 (cit.: Council
of the European Union, Progress Report), 2.
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However, these elements cannot be allocated to individual chapters of the
regulation. Yet, it may be difficult to link these core regulatory elements with
discrete chapters and/or annexes of the CRA. Rather, these aspects recur
throughout the entire regulation, including the Annexes, and the related rights
and obligations need to be taken as appropriately together. The chapters of
the proposed CRA and its Annexes are structured as follows:

Chapter I: General Provisions Arts.1-9
Chapter II: Obligations of Economic Operators Arts. 10 - 17
Chapter III: Conformity of the Product with Digital Elements Arts. 18 - 24
Chapter IV: Notification of Conformity Assessment Bodies Arts. 25 - 40
Chapter V: Market Surveillance and Enforcement Arts. 41 - 49
Chapter VI: Delegated Powers and Committee Procedure Arts. 50 - 51
Chapter VII: Confidentiality and Penalties Arts. 52 - 53
Chapter VIII: Transitional and Final Provisions Arts. 54 - 57

Annex I. Essential Cybersecurity Requirements

1. Security Requirements Relating to the Properties of Products with Digital
Elements

2. Vulnerability Handling Requirements

Annex II: Information and Instructions to the User
Annex III: Critical Products with Digital Elements
Annex IV: EU Declaration of Conformity

Annex V: Contents of the Technical Documentation

Annex VI: Conformity Assessment Procedures

- Conformity Assessment Procedure Based on Internal Control (Based on
Module A)
- EU-type Examination (Based on Module B)

- Conformity to Type Based on Internal Production Control (Based on
Module C)

- Conformity Based on Full Quality Assurance (Based on Module H)

Table 1: Overview of the CRA’'s chapters and annexes
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In the following, we analyze in more detail: (1) the nature and scope of the
CRA,; (2) the risk-based classification of products; (3) the economic operators’
obligations; (4) the monitoring and enforcement mechanism; and (5) the fines
for non-compliance.

I.  Horizontal regulatory intervention with a broad scope of
application

1. Regulatory intervention based on Art. 114 TFEU

Art. 114 of the Treaty on the Functioning of the European Union (TFEU)* gives
the legal basis for the CRA.* This is linked to the now common practice
of using the catch-all provision of Art. 114 TFEU, i.e., the political and legal
mandate to regulate the internal market, to adopt policies and legislation on
cybersecurity.®® This path is aptly chosen, given that cybersecurity remains a
legal competence of the Member States and the EU constitutional law provides
no unified legal basis for the Union to regulate cybersecurity.*® The market-
security nexus opens a door for the EU legislator in the cybersecurity context
and this has been the case also with NIS Directive.”” While there is no
jurisprudence specifically on cybersecurity, the CJEU has confirmed internal
market regulation as the proper legal basis for regulating cyberspace.*®

Views on the soundness of this approach differ. Some authors have referred to
this interventionist top-down approach, especially in the field of technology
regulation, that introduces new concepts, principles and governmental
mechanisms into the legal systems of the Member States, as “regulatory
brutality”™ that is likely to ignore Member States’ particularities and is not

8 Consolidated version of the Treaty on the Functioning of the European Union, OJ (2012) C

326,47, 26 October 2012.

Explanatory Memorandum to the CRA Proposal, 3 et seq.

Miadzvetskaya Yuliya/Wessel Ramses A., The Externalisation of the EU’s Cybersecurity
Regime: The Cyber Diplomacy Toolbox, European Papers 2021, 419.

Bendiek/Pander (fn 57), 3; Wessel Ramses A., European Law and Cyberspace, in: Tsagourias
Nicholas/Buchan Russell (eds.), Research Handbook on International Law and Cyberspace,
Cheltenham 2021.

87 Branddo/Camisdo (fn 53), 1338; Fuster/Jasmontaite (fn 56), 107.

8 Bendiek/Pander (fn 57), 7, Miadzvetskaya/Wessel (fn 85), 419; cf. Case C-217/04 United
Kingdom vs. European Parliament and Council ECLL:EU:C:2006:279 and Joined Cases
C-293/12 and C-594/12 Digital Rights Ireland Ltd ECLL:EU:C:2014:238.

Papakonstantinou Vagelis/De Hert Paul, The Regulation of Digital Technologies in the
EU: The Law-making Phenomena of “actification”, “GDPR mimesis” and “EU law brutality”,
TechReg 2022, 56.
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about harmonization but rather about implanting of entirely new regimes.
With regard to the CRA, such a deep type of intervention - as will be shown in
more detail below - is likely to occur in some but not all affected domains.

2. Extensive material scope

The proposed CRA comes with a wide material scope as it applies to all
“products with digital elements whose intended or reasonably foreseeable use
includes a direct or indirect logical or physical data connection to a device
or network®® “Products with digital elements” are defined as “any software
or hardware product and its remote data processing solutions, including
software or hardware components to be placed on the market separately”
Due to the use of “or”, the definition of “products with digital elements” can
be read to include software as a separate product from the hardware.”” This
reading seems to be confirmed by Recital 46 CRA, which refers to “software
products” as well as by the fact that, according to the Explanatory Memo-
randum, non-embedded software is also covered, as it is often exposed to
vulnerabilities.”

Furthermore, the CRA seems to not only encompass “finished” software and
hardware products but also components thereof, as Art. 3(2) also refers to
“software and hardware components to be placed on the market separately”
Accordingly, the scope of protection not only covers end devices like
smartphones, smart speakers, sensors, smart meters, routers, industrial
control systems as well as software like desktop applications, video games
and operating systems but also components such as computer processing
units (CPUs) and software libraries.” Covered are also artificial intelligence (A)
systems, including products with digital elements that are classified as high-
risk Al systems.95

Overall, the CRA’s scope of application is very broad and basically all products
with digital elements are covered.”® This appears well justified since
potentially all products with digital elements integrated in or connected to a
larger electronic information system can serve as an entry point for attack by

% Art. 2(1) CRA Proposal.

1 Art. 3 point (1) CRA Proposal.

2 Chiara, Cyber Resilience Act (fn 8), 258.

% Explanatory Memorandum to the CRA Proposal, 7.

Impact Assessment Report, part 1 (fn 9), 2.

% Car/De Luca (fn 14), 6.

%  European Economic and Social Committee (fn 23), 2; Chiara, Cyber Resilience Act (fn 8),
257 et seq.

94
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malicious actors,” and that vulnerabilities are found not only in end products,
but also in intermediate software components.”® Despite subscribing to this
all-encompassing approach along the lines of “[c]ybersecurity of the entire
ecosystem is ensured only if all its components are cyber-secure® the
European Commission also takes into account that not all products with digital
elements are equally critical and therefore introduces a graduated series of

obligations, as shown below.

Some products are also explicitly excluded from the CRAs scope of
application. First of all, the CRA does not apply to products with digital
elements that already fall under specific sectoral regulation with correspond-
ing cybersecurity requirements,'” such as medical devices and in vitro
diagnostic medical devices,'”* as well as products covered by the Vehicle
General Safety Regulation'” and the Regulation on common rules in civil

%7 Cf. Recital 7 CRA Proposal.

% Cf. Impact Assessment Report, part 1 (fn 9), 7.

% Explanatory Memorandum to the CRA Proposal, 2.

100 Cf. Recitals 12 and 13 and Art. 2(2 and 3) CRA Proposal; Chiara, Cyber Resilience Act (fn 8),
259.

101 Regulation (EU) 2017/745 of the European Parliament and of the Council of 5 April 2017
on medical devices, amending Directive 2001/83/EC, Regulation (EC) No 178/2002 and
Regulation (EC) No 1223 /2009 and repealing Council Directives 90/385/EEC and 93/42/
EEC, O (2017) L 117/1.

102 Regulation (EU) 2017/746 of the European Parliament and of the Council of 5 April 2017
on in vitro diagnostic medical devices and repealing Directive 98 /79/EC and Commission
Decision 2010/227/EU, OJ (2017) L 117/176.

103 Regulation (EU) 2019/2144 of the European Parliament and of the Council of 27 November
2019 on type-approval requirements for motor vehicles and their trailers, and systems,
components and separate technical units intended for such vehicles, as regards their
general safety and the protection of vehicle occupants and vulnerable road users, amending
Regulation (EU) 2018/858 of the European Parliament and of the Council and repealing
Regulations (EC) No 78,/2009, (EC) No 79/2009 and (EC) No 661/2009 of the European
Parliament and of the Council and Commission Regulations (EC) No 631/2009, (EU)
No 406,/2010, (EU) No 672,/2010, (EU) No 1003/2010, (EU) No 1005,/2010, (EU) No 1008/
2010, (EU) No 1009,/2010, (EU) No 19/2011, (EU) No 109,/2011, (EU) No 458 /2011, (EU) No 65/
2012, (EU) No 130,/2012, (EU) No 347/2012, (EU) No 351,/2012, (EU) No 1230,/2012 and (EU)
2015,/166, OJ (2019) L 325/1.
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aviation.'” The European Data Protection Supervisor (EDPS) has noted

however that the Regulation on medical devices is not detailed and specific
enough to meet the cybersecurity standards of the CRA, contrary to what is
purported in Recital 12 CRA. The EDPS thus recommends that this particular
Regulation should be deleted from the list of legislation excluded from the
scope of the CRA.'”

Additionally, Art. 2(5) CRA excludes products with digital elements developed
exclusively for national security or military purposes and products specifically
designed to process classified information from its scope of application.
However, a large share of products used in the defence sector are civil and
dual-use products with digital elements'®® and are accordingly subject to the
CRA.

A further exception can be found in Recital 10 CRA, which stipulates that
“free and open source software developed or supplied outside the course of
a commercial activity” should not be covered by the CRA to avoid hampering
innovation and research. While the objective of this exemption is to be
welcomed, it merits clarity. First of all, the CRA does not define relevant

” W

terms such as “free software”, “open source software” and “free and open
source software”'”’ Further is the scope of “commercial activity” unclear as
according to Recital 10, a commercial activity can be characterized not only
by charging a price for a product but for instance also by charging a price for
technical support services. Should the scope of Recital 10 CRA remain unclear,
there are concerns that the certification process and the fines that could be
applied under the adopted CRA could impede the development of open source

software and cause open source products to be withdrawn from the internal

104 Regulation (EU) 2018 /1139 of the European Parliament and of the Council of 4 July 2018 on
common rules in the field of civil aviation and establishing a European Union Aviation Safety
Agency, and amending Regulations (EC) No 2111/2005, (EC) No 1008,/2008, (EU) No 996/
2010, (EU) No 376,/2014 and Directives 2014/30/EU and 2014/53/EU of the European
Parliament and of the Council, and repealing Regulations (EC) No 552/2004 and (EC)
No 216,/2008 of the European Parliament and of the Council and Council Regulation (EEC)
No 3922/9, OJ (2018) L 212 /1.

European Data Protection Supervisor, Opinion 23 /2022 on the Proposal for a Regulation of
the European Parliament and of the Council on Horizontal Cybersecurity Requirements for
Products with Digital Elements and Amending Regulation (EU) 2019,/1020, November 2022,
<https: //edps.europa.eu/system /files /2022-11/2022-0921 d2649 opinion en.pdf>, 8.
High Representative of the Union for Foreign Affairs and Security Policy, Joint
Communication to the European Parliament and the Council, EU Policy on Cyber Defence,
JOIN(2022) 49 final, 10 November 2022, 11.

European Data Protection Supervisor (fn 105), 10.
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market, which could affect innovation in Europe.'” Yet, it should be borne in

mind that often commercial software relies on open source components and
such components might exhibit vulnerabilities,"” just as recently seen with
Log4Shell, a zero-day vulnerability in Log4j."® The open source library Log4j is
used by many major software manufacturers and the vulnerability thus led to
security incidents around the world." It is therefore necessary to formulate an
exception that provides clarity as well as an appropriate balance in terms of
responsibility.

Another exception is formulated in Recital 9 CRA. It indicates that Software-
as-a-Service (SaaS) is not covered by the CRA, except for “remote data
processing solutions relating to a product with digital elements”. This
exception is intended to ensure that there is no overlap resulting from SaaS
already covered by the NIS2 Directive and the catch-all scope of application of
the CRA." However, as products that rely on “remote data processing” are not
excluded by Recital 9, it is possible that SaaS is nonetheless, at least partially,
included in CRA’s scope, given that virtually all SaaS products rely on “remote
data processing”™ Clarification in this respect seems to be underway, as it
is reported that the new version of the CRA text from the Czech presidency,
dated 2 December 2022, clearly excludes Saa$S from the scope of the CRA.™
The text also clarifies that websites would not qualify as remote data
processing solutions of web browsers, because they are not developed under
the control of the browser manufacturer, and the browser would not be
prevented from functioning if single website were absent."®

108 Car/De Luca (fn 14), 9; Ilkka Turunen, Europe’s Cyber Security Strategy Must Be Clear

about Open Source, Computer Weekly.com, 12January 2023, <https:/www.
computerweekly.com /opinion/Europes-cyber-security-strategy-must-be-clear-about-
open-source>.

Kazakova Anastasiya/Kumagin Igor, The EU’s Upcoming Cyber Resilience Act Should Set
New Rules for the Game, June 2022, <https:/www.kaspersky.com/about/policy-blog
index /the-eus-upcoming-cyber-resilience-act-should-set-new-rules-for-the-game>.

110 wortley Free/Thompson Chris/Allison Forrest, LogdShell: RCE 0-Day Exploit Found in
log4j, a Popular Java Logging Package, December 2021, <https://www.lunasec.io/docs
blog /log4j-zero-day/>.

Impact Assessment Report, part 1(fn 9), 7.

Explanatory Memorandum to the CRA Proposal, 2 et seq.

113 Chiara, Cyber Resilience Act (fn 8), 259.
114

109

111
112

Bertuzzi Luca, EU Council Moves to Exclude Software-as-a-Service from New
Cybersecurlty Law, EURACTIV.com, 9 December 2022, <https://www.euractiv.com

from-new-cybersecurity-law/> (cit.: Bertuzzi, December 2022).

15 Bertuzzi, December 2022 (fn 114).
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Overall, more clarification on the scope of the proposal is clearly needed"® and
this is likely to be addressed in the next legislative steps of adopting the CRA.

3. Complex interplay with other regulations

The above definitional dilemmas are also indicative of the problem that, due to
the broad scope of the CRA, there may be overlaps with other laws in the field
and the respective scopes of application may not be clearly distinguishable
from one another. As the CRA is seen as “the missing piece of the puzzle
completing the picture of EU cybersecurity policies”'" it is critical that it
dovetails with the existing as well as the proposed legislation in the digital

domain addressing products’ cybersecurity, either directly or indirectly.

The interplay between the CRA and other legislation prescribing cybersecurity
requirements for products with digital elements is addressed by Art. 2(4)."®
Next to the above-mentioned exemptions, Art. 2(4) can be seen as operational-
izing “a rule of prevalence”, as it provides criteria to determine whether other
legal acts, which address all or some of the risks covered by the essential
requirements laid down in Annex I of the CRA, may prevail over the CRA."™
Having some criteria in place is paramount in light of the fact that Recital 14
states that sectoral or product-specific Union legislation may be introduced
- i.e., there is a possibility that after enactment of the CRA, further sector-
specific legislation may follow, whose interplay with the CRA would need to be
clarified.

The CRA does provide also explicit guidance on its interplay with certain
existing pieces of legislation - such as the Cybersecurity Act, the NIS2
Directive, the GDPR, as well as the proposed Al Act®. In relation to the
Cybersecurity Act, the CRA aims to exploit synergies mainly with regard to
the conformity assessment process.”” Pursuant to Article 18(3) and (4) CRA,
the relationship between the CRA and the Cybersecurity Act is such that

116 Council of the European Union, Progress Report (fn 82), 5.

Impact Assessment Report, part 1(fn 9), 4.

18 Chiara, Cyber Resilience Act (fn 8), 266.

119 Chiara, Cyber Resilience Act (fn 8), 266. According to Art. 2(4) the application of the CRA
may be limited or excluded where such a limitation or exclusion is consistent with the
overall regulatory framework applying to those products and if the sectoral rules achieve
the same level of protection as the one provided for by the CRA.

Proposal for a Regulation of the European Parliament and of the Council Laying Down
Harmonised Rules on Artificial Intelligence (Artificial Intelligence Act) and Amending
Certain Union Legislative Acts, COM(2021) 206, 21 April 2021 [hereinafter Al Act].

121 Car/De Luca (fn 14), 8.

117
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digital products that comply with the voluntary cybersecurity certification
schemes are deemed to comply with the CRA’s conformity assessment."”* With
respect to the NIS2 Directive, the CRA intends to complement it in that it
seeks to make it easier for digital infrastructure providers to meet the supply
chain requirements under the NIS2 Directive by ensuring that the products
with digital elements that they use to deliver their services are developed in
a secure manner and that they have access to timely security updates for
those products.™ Similarly to the NIS2 Directive, the CRA aims to complement
the GDPR™ and exploit synergies. Pursuant to Recital 17, the CRA should be
without prejudice to the GDPR. Rather the CRA is intended to contribute
to the protection of personal data and privacy of individuals and to create
synergies in both standardization and certification on cybersecurity, as well as
in the area of market surveillance and enforcement.'” However, the EDPS has
observed that the governance provisions of Recital 17 are not fully mirrored
in the operative part of the CRA. In the absence of clear provisions, the
EDPS is concerned that synergies are unlikely to be achieved in practice and
recommends inter alia specifying the synergies between the CRA and the
GDPR in the area of market surveillance and enforcement.*®

Finally, with respect to the proposed Al Act the general rule is that for products
with digital elements covered by the CRA that are simultaneously classified as
“high-risk Al systems” under the Al proposal, the CRA’s conformity assessment
procedure shall apply to demonstrate their compliance with the security
requirements of the proposed Al Act.””’ Exceptions apply for certain Al critical
products.”®®

There are further provisions on the CRA’s interface'® that include: clarification
on the interplay between the CRA and the General Product Safety Regulation

122 Car/De Luca (fn 14), 8.

123 Recital 11 CRA Proposal. For more details: Chiara, Cyber Resilience Act (fn 8), 270 and
Schmitz-Berndt/Cole (fn 58), 12 et seq.

For general observations on the relationship between cybersecurity and data protection,
cf. Kuner Christopher et al., The Rise of Cybersecurity and Its Impact on Data Protection,
International Data Privacy Law 2017, 73.

125 Recital 17 CRA Proposal.
126

124

European Data Protection Supervisor (fn 105), 8.

Art. 8 and Recital 29 CRA Proposal; European Economic and Social Committee (fn 23), 3.

128 Car/De Luca (fn 14), 8.

129 Besides the ones mentioned, there are also some provisions in Recitals 30 and 31 CRA
Proposal.
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(Art. 7);®° CRA’s interface with the Machinery Regulation Proposal (Art. 9);"*!

and with the Delegated Act to the Radio Equipment Directive (RED)
(Recital 15).”*. As regards the latter, it should be noted that to avoid a regu-
latory overlap, it is planned that the Commission would repeal or amend the
RED delegated regulation with respect to the radio equipment covered by the
CRA, so that the latter one would apply to it."**

Yet, despite all these clarifications on the interplay with other regulations
one can find in the CRA, there is a possibility that its broad horizontal scope
will not straightforwardly lead to a streamlined regulatory landscape. Given
the complex legal landscape, and considering that further regulations are in
the making, it would be desirable that the Commission develops guidelines to
provide better guidance to manufacturers and consumers on the exact rules
and procedures that apply in practice.””* Otherwise, there is a risk that the
CRA will fall short of its objective for coherent regulation by merely adding
an additional layer of requirements, thereby making it even more complicated
for addressees to navigate the legislative landscape and exacerbating the
problems that it is indeed intended to tackle.”®

4.  Addressees along the supply chain

The CRA not only has a wide scope of material application, but also its personal
scope is comprehensive, as the CRA addresses all market participants involved
in the supply chain: from manufacturers to distributors and importers.”® This
is new and remarkable in the field of EU cybersecurity law.”” Depending on
the classification as either manufacturer, importer or distributor, economic
operators are subject to different obligations,”® which are discussed below.

130 For more details: Chiara, Cyber Resilience Act (fn 8), 267.

131 For more details: Chiara, Cyber Resilience Act (fn 8), 268.

132 For more details: Chiara, Cyber Resilience Act (fn 8), 268.

133 Explanatory Memorandum to the CRA Proposal, 4.

Cf. European Economic and Social Committee (fn 23), 1.

135 cf. Dlgltaleurope Building Blocks for a Scalable Cyber Resilience Act, May 2022,
<https: ar.scw.cloud /uploads /2022 /05 /Building-
blocks-for-a-scalable-Cyber-Resilience-Act.pdf>, 5.

136 Cf. Art. 3 point (17) CRA Proposal.

137 Chiara, Cyber Resilience Act (fn 8), 260; Kipker Dennis-Kenji, Der EU “Cyber Resilience Act”
kommt - und mit ihm die umfassendsten Compliance-Pflichten in der IT-Sicherheit, die es
jemals gab, MMR-Aktuell 2022.

138 Section C.IIL
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According to Art. 3(18) CRA, a manufacturer is a natural or legal person who
develops or manufactures a product with digital elements himself, or who has
such products designed, developed or manufactured by third parties and then
markets these products under his own name or trademark, irrespective of
whether this is done for a fee or free of charge.™ An importer is a natural or
legal person established in the EU who places on the market a product with
digital elements that bears the name or trademark of a natural or legal person
established outside the EU."** “Placing on the market” means thereby the first
making available on the Union market.""" A natural or legal person in the supply
chain, other than the manufacturer or the importer, that supplies product with
digital elements for distribution or use on the Union market in the course of a
commercial activity without affecting the devices properties is deemed to be
a distributor."**

It should be noted that the CRA, like other cybersecurity legislation,"** does
not grant rights to individuals and they are not addressees of the regulation.
However, users may still fall within the scope of the CRA. This is the case if
Art. 16 CRA comes into play. This provision stipulates that a “natural or legal
person, other than the manufacturer, the importer or the distributor, that
carries out a substantial modification of the product with digital elements shall
be considered a manufacturer”. “Substantial modifications” are any changes
to the product that affect the product’s compliance with the essential
cybersecurity requirements of Section 1 of Annex I, or results in a change of
its intended use.”* Pursuant to Recital 24 refurbishing, maintaining as well as
repairing a product with digital elements are not to considered as substantial
modifications, as long as the intended use and functionalities remain
unchanged and the level of risk unaffected. Yet, if functional upgrades are
made in the course of these activities, a substantial change may occur.* So to
put it simply, if users (be it natural or legal persons) elevate themselves to a
position similar to the role of manufacturer by making substantial changes to
a product they may be subject to individual manufacturer obligations.*® The
consequence of this is that the person is, pursuant to Art. 16 CRA, “subject to

139 Art. 3 point (18) CRA Proposal.

140 Art. 3 point (20) CRA Proposal.

141 Art. 3 point (22) CRA Proposal.

142 Art. 3 point (21) CRA Proposal in connection with Art. 3 point (23) CRA Proposal.

143 Cf. Markopouloua/Papakonstantinou,/De Hert (fn 58), 11.

144 Art. 3 point (31) CRA Proposal.

145 Zirnstein Yannick, Der Entwurf des Cyber Resilience Act, Computer und Recht 2022, 711 et
seq.

146 Zirnstein (fn 145), 711.

B23



the obligations of the manufacturer set out in Articles 10 and 11(1), (2), (4) and
(7), for the part of the product that is affected by the substantial modification
or, if the substantial modification has an impact on the cybersecurity of the
product with digital elements as a whole, for the entire product” Bearing in
mind the burdensome obligations the manufacturer has to fulfil*’ and the
heavy fines that can be imposed in the case of non-compliance,"*® as well as
the consumer protection rationale inherent in the CRA, one can reasonably ask
if Art.16 goes too far."*® Some of this excess possibility seems acknowledged
by the CRA, as it states in Recital 66 that when fining persons, their economic
situation as well as the general level of income in the respective Member State
should be taken into account.

5.  CRA territorial scope

The CRA does not contain any explicit provisions on the territorial scope of
its application.” However, the various references to products with digital
elements that are “placed on the EU market” or “made available on the market”
indicate that the CRA applies to such products that are offered for sale or use
in the Union.” In particular Art. 1(a) states that the CRA lays down “rules for
the placing on the market for products with digital elements”"®* “Placing on
the market” means making available on the EU market for the first time, which
is the supply of a product with digital elements for distribution or use on the
EU market in the course of a commercial activity, regardless of whether this is
done for payment or free of charge.”™ It appears that it is this particular link
with the EU market that triggers the CRA’s application.

At the same time, if one looks at the various definitions of the different
economic operators, it is noticeable that the definition of the manufacturer,

47 Section C.ILL
148 Section CV.
149 Cf. ZuRner Matthias, Das Inverkehrbringen von Produkten mit digitalen Elementen nach
dem Vorschlag der EU-Kommission fiir eine Verordnung tiber horizontale Cybersicher-
heitsanforderungen, Austrian Law Journal 2022, 196 et seq.

130 Zirnstein (fn 145), 709.

I3 Tuninetti Ferrari Andrea et al., EU Cyber Resilience Act - Proposed Cyber-Security Rules

for Connected Products, Clifford Chance Briefing, November 2022, <https:/www.

cliffordchance.com/content/dam /cliffordchance /briefings /2022 /11 /EU-Cyber-

Resilience-Act-Proposed-Cyber-Security-Rules-for-Connected-Products.pdf>, 2.
In the same sense Recital 1 reads: “It is necessary to improve the functioning of the internal

market by laying down a uniform legal framework for essential cybersecurity requirements
for placing products with digital elements on the Union market.”
133 Art. 3 point (22) and (23) CRA Proposal.
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unlike that of importer and distributor, does not make reference to the Union.
According to Zirnstein, this is an indication that the CRA strives for an extra-
territorial application since although manufacturers could disregard the CRA’s
safety requirements if they are based outside the Union, importers would not
be allowed to import any of these products into the European market, as
they must attest that manufacturers’ products ensure compliance with the
requirements of Annex I CRA. In other words, the scope of the Regulation
extends beyond the EU borders as any manufacturer based outside the EU
exporting to EU Member States is subject to the legislation in the sense that
its importer and (less so) distributor are liable for their compliance.”™

Given that the CRA is likely to also apply to digital products from non-EU
manufacturers once they are placed on the EU market, the CRA would impact
cybersecurity standards for such products beyond the EU’s borders. As earlier
mentioned, non-EU operators striving for efficiency might follow the CRA’s
rules as a default framework for their global operations - thus fueling the
“Brussels effect” in an important manner and establishing the EU as the global
standard-setter for the cybersecurity of connected devices.™™

II. Risk-based classification of products

As seen before, the CRA covers a broad range of products. However, based
on their level of risk, the CRA splits these products in two main categories:
(1) default non-critical products, i.e., hardware and software with a low level
of criticality™™ and (2) “critical products”. The latter are products listed in
Annex III, as well as products that have the core functionality of a category
that is listed in Annex 111"’ Reflecting their inherent level of cybersecurity risk,
the critical products are then divided into class I and class II as set out in
Annex I11.”® This risk-based approach is typical for many of the CRA’s rules but
is certainly not unique to it.”* It has indeed become a feature of EU's regulation

154 Cf. Sections C.II1.2. and C.IIL3 below for further clarification.

155 Car/De Luca (fn 14), 6; Bertuzzi Luca, Commission Expects to Set the World’s Cybersecurity
Standards for Connected Devices, EURACTIV.com, 27 September 2022, <https://www.
euractiv.com /section /cybersecurity/news/commission-expects-to-set-the-worlds-
cybersecurity-standards-for-connected-devices /> (cit.: Bertuzzi, September 2022).

136 Car/De Luca (fn 14), 6.

157 Art. 6(1) CRA Proposal.

158 Art. 6(1) CRA Proposal.

139 Chiara, Cyber Resilience Act (fn 8), 259.
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of new technologies and is prominently showcased by the GDPR,"*® as well as

by recent legislative developments, such as the proposed Al Act and the 2022
Digital Services Act (DSA)."

Following the risk-based approach, manufacturers must assess the
cybersecurity risks associated with a product category and take this into
account during the planning, design, development, manufacturing, distribu-
tion and maintenance of the product with digital elements.'”” While all
products, regardless of their classification, must meet the essential cyberse-
curity requirements of Annex I, depending on their classification, products are
subject to different conformity assessment procedures,® as we show below.

The EU estimates that the vast majority of products with digital elements
(90%) will fall into the “default” category and only 10% are going to be classified
as “critical”’® The “default” category contains products such as photo-editing
software, video games, smart speakers and hard drives.'®™ Pursuant to
Annex I1I, critical “class I” products with digital elements are password man-
agers, network interfaces, firewalls, and microcontrollers.'”® Highly critical
products, i.e., critical “class II” products are among others operating systems
for servers, desktops and mobile devices, smart meters, CPUs and robot
controllers.'”

Annex III is however not conceived as an exhaustive list. Rather, the European
Commission is empowered to adopt delegated acts to amend it,'”® and so

160 De Gregorio Giovanni/Dunn Pietro, The European Risk-based Approaches: Connecting

Constitutional Dots in the Digital Age, Common Market Law Review 2022, 476.

161 Regulation (EU) 2022/2065 of the European Parliament and of the Council of 19 October
2022 on a Single Market For Digital Services and amending Directive 2000/31/EC (Digital
Services Act), OJ (2022) L 277/1 [hereinafter DSA]. However, those regulations differ in their
approach towards risk regulation; De Gregorio/Dunn (fn 160), 477.

162 Chiara, Cyber Resilience Act (fn 8), 261.

163 Chiara, Cyber Resilience Act (fn 8), 260.

164 European Commission, Directorate-General for Communications Networks, Content and

Technology, Cyber Resilience Act: New EU Cybersecurity Rules Ensure More Secure

Hardware and Software Products, September 2022, <https: //data.europa.eu/doi/10.2759

543836>.

European Commission, Directorate-General for Communications Networks, Content and

Technology (fn 164).

Annex III of the CRA Proposal; cf. European Commission, Directorate-General for

Communications Networks, Content and Technology (fn 164).

Annex III of the CRA Proposal; European Commission, Directorate-General for

Communications Networks, Content and Technology (fn 164).

168 Art. 6(2) CRA Proposal.
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if needed, take into account technical innovations. In view of the rapid
technological developments and the related possibility that the risks of the
products may change, the list will probably need to be continuously re-
viewed."” However, it is doubtful whether the proposed review process can
accommodate all developments. Already now the list of AnnexIIl seems
somewhat incomplete, given that tangible and intangible products with digital
elements that perform cryptographic operations are not listed, while such
products are of importance for effective information security, cybersecurity,
data protection and privacy, and might be exposed to attacks.”

Another critical issue with the listing of Annex III is that it is unclear which
criteria the Commission applied to identify and classify the listed products.”
This could change insofar as Art. 6(3) CRA indicates that the Commission
shall specify the characteristics of the product categories listed in Annex III
in a delegated act to provide operators with guidance on how to determine
with certainty whether and how their products are to be classified. Moreover,
Recital 25 and Art. 6(2) CRA provide some criteria for determining if a product
with digital elements is to be deemed “critical”. Pursuant to Recital 25
“[plroducts with digital elements should be considered critical if the negative
impact of the exploitation of potential cybersecurity vulnerabilities in the
product can be severe due to, amongst others, the cybersecurity-related
functionality, or the intended use.” Accordingly, one criterion for assessing the
level of the cybersecurity risk of a product is whether it runs with privilege,
privileged access, or performs a function critical to trust," as such attributes
can lead to a propagation of security issues throughout the supply chain.”™
Further criteria are the intended use in sensitive environments such as in
industrial settings™ or the intended use for the processing of personal data,”
as well as the potential impact of an incident, in particular its ability to affect a
large number of people.” That last criterion seems to be linked to the market
share of a product. But this again runs the danger that products that are

19 Cf. Brass Irina/Sowell Jesse H., Adaptive Governance for the Internet of Things: Coping

with Emerging Security Risks, Regulation & Governance 2021, 1102.

Cf. European Data Protection Supervisor (fn 105), 7.

171 ¢f. TOV Verband, Position Paper on the EU Commission Proposal for a Cyber Resilience
Act, December 2022, <https: //www.tuev-verband.de/index.php?elD=dumpFile
&t=f&f=2933&token=b28683b4eaf5f0c41236b49c3373ea6852eaal7d>, 4.

172 Art 6(2) point a) CRA Proposal.

173 Recital 25 CRA Proposal.

174 Explanatory Memorandum to the CRA Proposal, 9 et seq.

175 Art. 6(2) point ¢) CRA Proposal.

176 Art. 6(2) point d) CRA Proposal.
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not bestsellers would be deemed to be less risky merely because they have a
smaller market share and therefore lesser ability to affect many people in case
of an incident.

It is furthermore noteworthy that most of the criteria seem to mainly focus
on the industrial side."”” The classification in Annex III, respectively the
classification of certain products as “non-critical” appears to indicate that the
Commission deems industrial IoT more critical than consumer IoT, such as
for instance smart speakers. This approach, however, may underestimate the
fact that certain products should be treated as riskier since they are used to
keep the user safe in the physical world, such as smart homes and security
alarms, may process privacy-relevant data and/or are used by children.”
Also, as the CRA classifies categories of products, it may unduly disregard
the “operational environment” in which a product will be placed, even though
threats and related risks of products can be extremely different depending on
where they are used.” For instance, smart LED bulbs would likely be classified
as non-critical products. However, if a smart LED light bulb is compromised,
it can serve as a gateway into the network it is connected to and the threat
can spread to an entire network.® If a smart LED bulb is used in a private
home network, the ramifications of its compromise may be less problematic.
However, if such a light bulb is in use in a factory and can thus be exploited
as an entry point into the factory’s network and for example be used to
shut down the factory’s production, the consequences could be much more
widespread. Yet, this can also be the case in reverse, in particular in that
industrial components are used for non-critical purposes.™ Consequently, it
is questionable if the “list-based” approach of Annex III is sufficiently robust
to reflect the risks posed by products with digital elements under different
circumstances.

177" Cf. Euroconsumers, EU Cyber Resilience Act: Will the Hackable Home Finally Be Secured?,

September 2022, <https: /www.euroconsumers.org/activities/cyber-resilience-act-will-

hackable-home-be-secured>.

178 TUV Verband (fn 171), 5; Bertuzzi, September 2022 (fn 155).

179 Cf. Digitaleurope (fn 135), 6.

180 Cf. Interagency International Cybersecurity Standardization Working Group (IICS WG),
Interagency Report on the Status of International Cybersecurity Standardization for the
Internet of Things (IoT), November 2018, <https: //csrc.nist.gov/publications/detail /nistir,
8200/fina>, 13 et seq.; cf. Johnson et al. (fn 7), 721.

181 Cf. VDMA, Uniform Cybersecurity Requirements Are the Only Right Way Forward,
September 2022, <https://www.vdma.org/viewer/-/v2article/render/67648803>; ZVEI
Germany’s Electro and Digital Industry, Cyber Resilience Act: Important Step for More
Cyber Security, September 2022, <https://www.zvei.org/en/press-media/pressarea

cyber-resilience-act-important-step-for-more-cyber-security>.
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Some of the above points of critique appear to be addressed by a recently
shared new compromise text of the Swedish presidency of the EU Council of
Ministers. It is reported that this compromise comes with significant changes
on the classification of critical and highly critical products and sheds some
light on why and which products qualify as critical class I or class II products.
Furthermore, the list of products was revised in that, inter alia, class I and class
Il products were divided into subgroups and consumer products such as smart
locks and alarm systems were included.™

III. Obligations of economic operators along the supply chain
and throughout the life-cycle of products

As noted earlier, the addressees of the CRA are the economic operators, in
particular manufacturers, importers and distributors of products with digital
elements."® These economic operators - depending on their role and respon-
sibility within the supply chain - have to fulfil several obligations before and
during the placing on the market of a product.”® As the next sections show,
there is a sliding scale of regulatory burden, starting with manufacturers at the
top towards distributors at the scale’s bottom.

1. Extensive obligations of manufacturers

A large number of obligations of the CRA are imposed primarily on manufac-
turers. This can arguably be based on the assumption that manufacturers form
the beginning of the supply chain, thus having usually the most influence on
the conception, design and development of their products.”®

First of all, it is the obligation of the manufacturer to ensure that, when
placing a product with digital elements on the market, it has been designed,
developed and produced in accordance with the essential requirements set
out in Section 1 of Annex 1."*® Those include the obligation to design, develop
and produce products with digital elements in such a way that they ensure
an appropriate level of cybersecurity based on their risks. Furthermore, they
should not be delivered with known exploitable vulnerabilities, must be

182 Bertuzzi Luca, EU Council Reconsiders Critical Products in New Cybersecurity Law,

EURACTIV.com, 15 February 2023, <https://www.euractiv.com/section/cybersecurity.
news/eu-council-reconsiders-critical-products-in-new-cybersecurity-law/>.

183 Section C.1.4.

184 Car/De Luca (fn 14), 7.

185 Zirnstein (fn 145), 710.

186 Art. 10(1) CRA Proposal.
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delivered with a secure by default configuration, must protect the
confidentiality and integrity of the data they process and only process data,
personal or other, that are strictly necessary to the functioning of the
product.”™ Yet again, the list in Section 1 of Annex I is not to be understood
as exhaustive.™® While the manufacturers have to comply with all essential
requirements related to vulnerability handling and have to ensure that they
deliver their products without any known exploitable vulnerability, with
respect to the other essential requirements manufacturers have to determine
themselves which of them are relevant for the respective type of product.’®
In this sense, manufacturers must take a holistic view of whether the
implementation of these requirements alone leads to an appropriate level of
cybersecurity of their product or if they have to take additional case-specific
measures.” This is reminiscent of Art. 32 GDPR in the context of personal
data protection that also sets out a non-exhaustive list of security measures to
ensure a level of security appropriate to the risk."'

Next to requirements that the products be designed, developed, and produced
in such a way that they ensure an appropriate level of cybersecurity, the
CRA follows the principle of security by design and makes it mandatory.'”
The basic idea behind security by design is that products should be designed
with threats to security in mind and that vulnerabilities should be adequately
addressed throughout a products life-cycle.” In other words, products
should be secure right from the moment they are made available, and they
should be secure during their operational phase and remain secure during and
after maintenance operations, such as updates. Moreover, once the product
has reached its end-of-life, its secure disposal or recycling, especially the

187 European Economic and Social Committee (fn 23), 2; Car/De Luca (fn 14), 7.

188 Zirnstein (fn 145), 710.

189 Recital 32 CRA Proposal.

19 Zirnstein Yannick/Lee Yue Lin/Ge Amanda, Evolving Cybersecurity Landscape -
Comparing the Regulatory Approaches in the EU, in China and in Singapore — An Analysis
of Legislative Approaches to Key Issues in Tackling a Global Phenomenon, Computer Law
Review International 2022, 167.

Cf. Haber Eldar/Tamo-Larrieux Aurelia, Privacy and Security by Design: Comparing the
EU and Israeli Approaches to Embedding Privacy and Security, Computer Law & Security
Review 2020, 4.

192 Section 1 (3a) of Annex I of the CRA Proposal. Schmitz-Berndt/Cole (fn 58), 11; cf. Car/De
Luca (fn 14), 7.

Center for Security Studies, Governance Approaches to the Security of Digital Products - A
Comparative Analysis, November 2021, <https: //genevadialogue.ch /wp-content/uploads

Governance-Approaches-to-the-Security-of-Digital-Products-Report-2021-Geneva-
Dialogue-and-EHTZ-CSS.pdf>, 19.
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deletion of personal data that it contains, must be provided."”* The security-

by-design model is not new to cybersecurity, as it first emerged from
computer engineering principles and was later proposed as a way to mitigate
the security vulnerabilities presented by the IoT.”” Since then, it has been
reflected in cybersecurity law,"® for instance in the NIS Directive and its
update, in the Cybersecurity Act as well as in newer EU data governance
legislation, such as the proposed Al Act and the Data Act.”’ In light of these
similarities in approach, the EDPS has sought to interface the GDPR with the
CRA and strongly recommends including data protection by design and by
default in the essential cybersecurity requirements for products with digital
elements.'”®

While the security-by-design approach set out in Annex I Section1 is to be
welcomed, the requirement that “products with digital elements shall be
delivered without any known exploitable vulnerability” might be over-
ambitious, considering that for example the vulnerability in Log4j, the case
discussed earlier, existed since 2013 and remained unnoticed until the end of
2021, even though Log4j has been highly popular and with widespread use.
Ellul et al. argue that software-based products and services are inherently
delivered with vulnerabilities, despite the increasing capabilities and ongoing
development of technical assurances. This has to do with the common
practice of ensuring that no software is released without undergoing testing
- that is, the process of evaluating and validating software by running it in a
controlled environment. While this practice seems relatively straightforward,
the actual process is not. According to Ellul et al. it is not always easy to know
what constitutes an appropriate test, and whether a test suite adequately
captures the possible behaviour of the system. In addition, it is difficult to
simulate the environment in which the system will operate during a test,
especially in environments with malicious actors.”*® In this context, it appears
that the initial text of the CRA is now being adapted in that the obligation not
to place products with known exploitable vulnerabilities on the EU internal

19 van der Schaaf Koen/Tekinerdogan Bedir/Catal Cagatay, A Feature-based Approach for

Guiding the Selection of Internet of Things Cybersecurity Standards Using Text Mining,

Concurrency and Computation: Practice and Experience 2021, 7 et seq.

Bygrave Lee A., Security by Design: Aspirations and Realities in a Regulatory Context, Oslo

Law Review 2021 (cit.: Bygrave, Security by Design), 126.

19 Bygrave, Security by Design (fn 195), 137 et seq.

197 Bygrave, Security by Design (fn 195), 138.

European Data Protection Supervisor (fn 105), 7.

European Data Protection Supervisor (fn 105), 2.

200 Ellul Joshua et al., When Is Good Enough Good Enough? On Software Assurances, ERA
Forum 2023.
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market will depend on the manufacturer’s risk assessment. This means that if
manufacturers assess the risk of a vulnerability as very low, the product can
still be marketed. This amendment is intended to reduce bureaucracy and take
into account cases in which a vulnerability can later be fixed by a security
update.””

Another obligation towards manufacturers, given the emphasis put on the
supply chain security, is the due diligence obligation, when manufacturers
source third-party components for their products with digital elements and
need to ensure that such components do not compromise the product’s
cybersecurity.””> Furthermore, in order to ascertain and demonstrate
compliance of their product with the essential cybersecurity requirements,
manufacturers are required to undertake an assessment of the cybersecurity
risks associated with a product with digital elements.*”® The CRA provides
via Chapters III and IV and Annex VI for a rather extensive guidance on the
conformity assessment, especially with respect to the procedure as well as
on the conformity assessment bodies. Three aspects should be pointed out
here: First, under certain conditions, there is a presumption of conformity
for products with digital elements and processes put in place by the
manufacturer.””* This is the case, for instance, where European harmonization
standards already exist for a particular area’” and the product in question
complies with these standards.””® A second aspect worth highlighting is the
fact that a manufacturer’s choice for a conformity assessment procedure set
out in Annex VI depends on the risk classification of his product.””’ For non-

201 Bertuzzi, February 2023 (fn 16).

202 Tuninetti Ferrari et al. (fn 151), 3; cf. Chiara, 0T (fn 63), 129.

203 Art. 10(2) CRA Proposal. However, under certain conditions, manufacturers are permitted
under Recital 20 and Art.4(3) CRA to release software for testing purposes before
subjecting their product to a conformity assessment. Further on this as well as on the
research and development indications of the CRA: Rosal Santos Isabela, Horizontal
Cybersecurity Requirements: What Does the New European Proposal for Products with
Digital Elements Add to R&D?, KU Leuven CiTiP Blog, 17 January 2023,
<https: //www.law.kuleuven.be /citip /blog /horizontal-cybersecurity-requirements-what-

does-the-new-european-proposal-for-products-with-digital-elements-add-to-rd />.

204 Cf. Art. 18 CRA Proposal.
205

Further on European cybersecurity certification schemes under the Cybersecurity Act:
Kamara Irene, Misaligned Union Laws? A Comparative Analysis of Certification in the
Cybersecurity Act and the General Data Protection Regulation, in: Hallinan Dara/Leenes
Ronald/De Hert Paul (eds.), Privacy and Data Protection: Artificial Intelligence, Oxford
2020.

206 Art. 18(1) CRA Proposal.

207 Chiara, Cyber Resilience Act (fn 8), 260.
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critical products, manufacturers can exercise a self-assessment, declaring
that their products satisfy the essential security requirements of Annex 1.>*®
Manufacturers of critical product of class I and II however have to demon-
strate conformity through an EU-type examination’” or by full quality
assurance”’, the latter involving a third-party.”" In this sense, the risk-based
approach in the product classification is also clearly reflected here.
Considering that estimated 90% of the products with digital elements are
likely to be classified as non-critical and will not trigger an external
assessment, but a self-assessment by manufacturers,”” this raises some
doubts as to whether an adequate level of cybersecurity and a consistently
high level of protection in a rapidly changing cybersecurity threat
environment would be ensured.”” And finally, the manufacturer has to provide
a declaration of conformity according to Art. 20 CRA and digital products
demonstrating compliance must be properly CE marked and may only be
placed on the market with such marking.”* Once a product receives a CE
marking, it can be deployed in and move freely within the internal EU
market,?” thus fostering the functioning of the single market for products with
digital elements.*®

Manufacturers have also several documentation obligations. Following Art. 23
they need to draw up a comprehensive technical documentation before the
product is placed on the market,”” with the minimum requirements for this
documentation specified in Annex V. Furthermore Art.10(10) CRA obliges
manufacturers to ensure that products are accompanied by the information
and instructions set out in Annex II. The information should be provided in an
electronic or physical form and the language should be clear, understandable,
intelligible and legible.

208 Car/De Luca (fn 14), 7 et seq.

209 Annex VI, Module B CRA Proposal.

210 Annex VI, Module H CRA Proposal.

211 Explanatory Memorandum to the CRA Proposal, 10 et seq.; Car/De Luca (fn 14), 7 et seq.

212 TIC Council, TIC Council Welcomes the European Commission’s Proposal for a Cyber
Resilience Act, September 2022, <https://www.tic-council.org/news-and-events/news

press-release-tic-council-welcomes-european-commissions-proposal-cyber-resilience-

act>; Euroconsumers, (fn 177).
213 TUV Verband (fn 171), 4.
214 Arts. 21 and 22 CRA Proposal.
215 Art. 4(1) CRA Proposal.
216 ZuRner (fn 149), 194.
217 Chiara, Cyber Resilience Act (fn 8), 261.
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Article 10(6) CRA imposes further the obligation on manufacturers, upon
placing a product with digital elements on the market, to ensure that
vulnerabilities of that product are addressed effectively and in accordance
with the essential requirements of Section 2 of Annex I of the CRA during
the expected lifetime of the product or during a period of five years from
the date on which the product is placed on the market, whichever is shorter.
Consequently, during the maximal period of five years manufacturers have
to continuously test whether their products still comply with the legal
requirements and if this is not the case, they must take all necessary measures
to restore compliance.”®

One finds no explanation in the CRA why the period of five years was chosen.”
Considering the fact that many products have a longer lifetime, this period
may be inadequate, especially since the EU strives for sustainability of
products.””’ If products no longer receive security updates after the five years
have expired, they can easily turn into a dangerous gateway for attacks.””
There is a related concern also for products that are already on the market
for some time and the five year period has almost expired - let us say after
four and half years on the market. Although in this example the user would
still benefit from security updates for six months, he may continue to use the
product for years afterwards without further receiving security updates. While
admittedly, users are provided with the information on the period up to which
the manufacturer offers security support as per the information obligations of
Art. 10(10) in connection with Annex II, this does not change the potential risk
situation for the product, especially as used products can easily be resold on
existing auction and other platforms.

These concerns fortunately appear to be addressed in a subsequently agreed
upon amendment of the CRA proposal. It is reported that the compromise will
be amended in that manufacturers shall ensure the security of their products
“for a period of time after the placing on the market, appropriate to the type

218 Zirnstein (fn 145), 710.

219 Cf. Kipker (fn 137).

220 Inter alia EU's New Consumer Agenda (Communication from the Commission to the
European Parliament and the Council, New Consumer Agenda, COM(2020) 696 final,
13 November 2020) and the Circular Economy Action Plan (Communication from the
Commission to the European Parliament, the Council, the European Economic and Social
Committee and the Committee of the Regions, A New Circular Economy Action Plan,
COM(2020) 98 final, 11 March 2020) aim at promoting repair and encouraging more
sustainable products.

21 Zirnstein (fn 145), 710 et seq.; cf. Euroconsumers (fn 177).
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of product and its expected lifetime*** This adequately takes into account

now that each product has a different life-cycle, which the manufacturer has
to assess himself, based on the time that users reasonably expect to receive
security updates, considering the functionality and the intended use of the
product. Further, the manufacturer has a duty of care to provide security
updates for at least 10 years. The same period applies if the manufacturer
becomes aware or has reason to believe that his product no longer complies
with the security requirements of the CRA.**

Still, there is a concern as to how the end of the update obligation is to be
assessed in light of the idea of security by design, which entails a life-cycle
approach. The CRA seems to follow this life-cycle approach for most parts
as Art.10(1) demands products to be designed, developed and produced in
accordance with the essential cybersecurity requirements and Art. 10(6) lays
down essential requirements for vulnerability handling. Apart from the above
noted dilemmas around a product’s operation phase and the associated with
it obligations, at some point, the product will reach its end of lifespan. Yet,
one finds no security requirements in the CRA that would address how to
ensure products’ cybersecurity at the end of its life-cycle. The secure disposal
of a device, especially the secure removal of information in the device, is at
the same time absolutely key.”** Information erasing is also elemental where
the device is not completely decommissioned but reused or refurbished.””
Furthermore, the big question looms of how all these obligations are to be
realized in practice.””® In reality, it is common that the manufacturer does
not know the end user because the product with digital elements is not sold
directly by the manufacturer but through distributors, or the product has been
resold.

Finally, manufacturers carry certain reporting obligations. Pursuant to Art. 11
CRA, the manufacturer must report any actively exploited vulnerability of
a product with digital elements and any incident affecting its security to
ENISA without delay, but within 24 hours of becoming aware of them. The

222 Bertuzzi, February 2023 (fn 16).

223 Bertuzzi, February 2023 (fn 16).

224 European Union Agency for Cybersecurity, Guidelines for Securing the Internet of Things,
Secure Supply Chain for IoT, November 2020, <https:/www.enisa.europa.eu

ublications /guidelines-for-securing-the-internet-of-things download /fullReport>,

12; van der Schaaf/Tekinerdogan/Catal (fn 194), 7 et seq.

European Union Agency for Cybersecurity (fn 224), 12.

26 Cf. Nai Fovino Igor et al, Cybersecurity, Our Digital Anchor, June 2020,
<https: //publications.jrc.ec.europa.eu/repository/bitstream /JRC121051

225

cybersecurity online.pdf>, 90.
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manufacturer must also notify without delay the users of the product,
irrespective of the risk, and inform them of corrective measures they can
take.?”’ Here, the CRA seems to diverge from the GDPR, which, based on its
risk-based approach, requires data breach notification of users, respectively
data subjects, only if the breach is likely to result in a high risk to the rights
and freedoms of natural persons.””® Also the NIS2 Directive only requires a
notification to users in case of “significant incidents that are likely to adversely
affect the provision of the services” of the entities.*

While swift reporting of incidents seems sensible, given that security incidents
can spread within minutes, the formulation “any incident” in Art.11(2) CRA
can be understood as that every vulnerability, even if it poses no noticeable
impact on the security of a product, triggers the reporting obligation of the
manufacturer. Furthermore, the CRA reporting obligations are not aligned
with processes that are already in place - for instance, the timeframe of
24 hours differs from the 72 hours given under the GDPR and the NIS2
Directive.”

As with previous concerns, these seem to be recognized and there is an
effort to tackle them. A newly reached compromise strives in this sense to
align the CRA reporting obligation with the NIS2 Directive, shifting also the
reporting from ENISA to the national Computer Security Incident Response
Team (CSIRT).*!

2. Importers as watchdogs

While importers themselves are not responsible for ensuring that products
meet the essential cybersecurity requirements set out in Section 1 of Annex I,
they are not permitted to import products into the European market that
do not meet the respective requirements.”* In case an importer considers or
has reason to believe that a product is non-compliant, he should refrain from
placing the product on the market until it has been brought into conformity
by the manufacturer.”*® Consequently, in order to avoid infringing their own
obligations, it will be imperative for importers to carry out a full inspection

227 Art. 11(1) and (2) CRA Proposal.

228 Cf. Haber/Tamo-Larrieux (fn 191), 4.

229 Art. 23(1) NIS2 Directive.

230 Art. 32(1) GDPR; Art. 23(4) NIS2 Directive.
B Bertuzzi, February 2023 (fn 16).

232 Art. 13(1) CRA Proposal.

233 Art. 13(3) CRA Proposal.
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of every product that they wish to import,”* although Art.13(2) CRA only
obliges them to ensure that the manufacturer has carried out the appropriate
conformity assessment procedures and has drawn up the technical
documentation. Furthermore, they have to check that the product bears the
CE marking and is accompanied by the instructions and information set out in
Annex II.

By imposing such obligations on the importer, in particular to verify that the
manufacturer is complying with his obligations under SectionI of Annex I,
Art. 13 assigns a “watchdog” function to the importer vis-a-vis the manufac-
turer. This role is also observable in Art. 13(6) CRA, which obliges the importer
to support manufacturers in their vulnerability management and inform the
manufacturer immediately if they become aware of a vulnerability. In addition,
if the respective product poses a significant cybersecurity risk from the
importer’s perspective, importers must also inform the market surveillance
authority.” Apart from this “watchdog” role, importers carry certain
transparency related duties and must provide their contact details in the way
specified in Art. 13(4) CRA.

3. Few duties for distributors

Unlike the importer, the distributor does not have to verify whether a
manufacturer’s products comply with the essential cybersecurity require-
ments. Before making the product available on the market, the distributor
only has to check whether the product bears the CE marking and whether
the manufacturer and the importer have complied with the obligations set
out respectively in Arts. 10(10), 10(11) and 13(4)**® - that is, whether the
manufacturer has provided the required information according to Annex II as
well as the declaration of conformity and, in the case of the importer, whether
the name and contact information are provided.

These “light” obligations of the distributor, compared to the ones of the
manufacturer and importer, can be explained by the fact that the distributor
forms the end of the supply chain and as such has no relevant influence on the
development, manufacturing and upstream distribution process.””’ Still, the
distributor seems to be assigned also with some watchdog functions in that,
like the importer, the distributor may not (or no longer) place a product on
the market in case he believes or has reason to believe that a product is not in

234 Zirnstein (fn 145), 711.
235 Art. 13(3) CRA Proposal.
236 Art. 14(2) CRA Proposal.
237 Zirnstein (fn 145), 711.
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conformity with the essential cybersecurity requirements.”*® The distributor
must also inform the manufacturer, as well as the market surveillance
authority, if a products poses a significant cybersecurity risk.”*

IV. Comprehensive market surveillance and enforcement
mechanisms

The CRA grants the European Commission, ENISA as well as national market
surveillance authorities comprehensive market surveillance, investigation and
ordering competences. Market surveillance for products with digital elements
was already introduced with Regulation (EU) 2019/1020**° on market
surveillance and compliance of products by relevant authorities.”*’ Member
States may designate one or more existing authorities as market surveillance
authorities or establish new ones.”* However, for products with digital
elements under the CRA that are classified as high-risk Al systems according
to the Al Act, it is the market surveillance authorities pursuant to the Al Act
that are responsible.”*®

Market surveillance authorities carry out market surveillance in the territory
of the respective Member State. As far as necessary, they must be in constant
exchange with their counterparts in other Member States as well as with
data protection supervisory authorities.”** In contrast to the GDPR and the
Digital Services Act, the CRA does not create a one-stop-shop mechanism
to address cross-border infringements.” It does, however, aim to establish a
dedicated administrative cooperation group (ADCO) to ensure CRA’s uniform
application.”*® This ADCO is to be composed of representatives of the market
surveillance authorities and representatives of single liaison offices.”*’

238 Art. 14(3) CRA Proposal; cf. Tuninetti Ferrari et al. (fn 151), 5 et seq.

239 Art. 14(3) CRA Proposal.

240 Regulation (EU) 2019/1020 of the European Parliament and of the Council of 20 June 2019
on market surveillance and compliance of products and amending Directive 2004/42/EC
and Regulations (EC) No 765,/2008 and (EU) No 305,/2011, OJ (2019) L 169/1.

Explanatory Memorandum to the CRA Proposal, 11.

242 Art. 41(2) CRA Proposal.

243 Art. 41(10) CRA Proposal.

244 Art. 41(4) and (5) CRA Proposal.

245 Tuninetti Ferrari et al. (fn 151), 6.

246 Recital 56 CRA Proposal.

247 Art. 41(11) CRA Proposal.

241

B 38



The purpose of the national market surveillance authorities is to ensure the
effective implementation of the CRA.*** In order to do so they may initiate
investigations following Art. 43 if they have sufficient reason to consider that
a product with digital elements presents a significant cybersecurity risk.**’ To
be able to evaluate the conformity of products, the authority shall be granted
access to the data that it needs to assess the design, development, production
and vulnerability handling, including also related internal documentation.”
Where the market surveillance authority reaches the conclusion that the
product does not comply with the requirements of the CRA, it may,
commensurate with the nature of the risk, order the relevant operator to
take all necessary measures to make the product compliant, to withdraw it
from the market or to recall it.* If the operator does not take the corrective
actions within the given timeframe, the authority shall take the appropriate

measure.252

In case the Commission has reasons to consider that a product with digital
elements is non-compliant with the CRA, the Commission can request the
respective national market surveillance authority to carry out an evaluation
according to Art.43.”® However, it is also possible that the Commission
requests ENISA to carry out an evaluation of compliance.”™ This is the case
where the exceptional circumstances justify an immediate intervention, there
is sufficient reason to consider that the product remains non-compliant, and
no effective measures have been taken by the relevant market surveillance
authority.” Pursuant to Recital 59 CRA, an “exceptional circumstance” is
present, for instance where a non-compliant product is made available
throughout several Member States, used also in key sectors, and contains
known and already exploited vulnerabilities for which the manufacturer does
not provide patches. The Commission may intervene, based on ENISAs
evaluation, by adopting implementing acts to decide on measures at the Union

level, which may include ordering the withdrawal of the product or recalling
it.?%

248 Art. 41(2) CRA Proposal.

249 Zirnstein/Lee/Ge (fn 190), 170.

250 Art. 42 CRA Proposal.

251 Art. 43(1), (4) and (5) CRA Proposal.

252 Chiara, Cyber Resilience Act (fn 8), 265.
253 Art. 45(1) CRA Proposal.

234 Chiara, Cyber Resilience Act (fn 8), 265.
255 Art. 45(2) CRA Proposal.

256 Art. 45(3) and (4) CRA Proposal.
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Even where products comply with the CRA, market surveillance authorities
have the power to intervene via Art. 46. The prerequisite for this is that the
product poses a significant cybersecurity risk despite its compliance with
the cybersecurity requirements and the product furthermore poses a risk
to particular rights or goods®’ such as the health or safety of persons,
compliance risks in relation to fundamental rights or other aspects of the
protection of public interests.”®® The criterion “other aspects of the protection
of public interests”, however, seems rather broad and vague given the fact
that if the prerequisites are met, Art. 46(1) provides the market surveillance
authority to take the same measures as the authority has in case of non-
compliant products, i.e., the authority might even demand the recall of
compliant products.® It is also with regard to compliant products, where
the Commission is provided with the possibility to intervene and establish
corrective or restrictive measures, similarly to those under Art. 45 concerning
the EU-level procedure for products with digital elements presenting a
significant cybersecurity risk.*°

Apart from these intervention possibilities, following Art.48 CRA several
market surveillance authorities can also agree to carry out joint activities to
verify compliance and identify cybersecurity risks of products with digital
elements that are often found to present such risks.”®' Joint activities might
also be proposed by the Commission or ENISA.*** Particularly drastic joint
activities are the so-called “sweeps”*® These are simultaneous coordinated
control actions of certain products or categories thereof in order to check
their compliance with the CRA*** In other words, market surveillance
authorities can simulate area-wide and cross-border cyberattacks on
products that are already on the market and in use.”®® According to Recital
61 CRA, sweeps should particularly be conducted “where market trends,
consumer complaints or other indications suggest that certain product
categories are often found to present cybersecurity risks” Given that sweeps
are an intensive intervention with respect to the rights and freedoms of
market participants and users, it can be noted that these criteria are again

257 Zirnstein/Lee/Ge (fn 190), 170.

258 Art. 46(1) CRA Proposal.

2% Art. 46(1) CRA Proposal.

260 Cf. Art. 48(6 et seqq.) CRA Proposal.
261 Cf. Recital 60 CRA Proposal.

262 Art. 48(2) CRA Proposal.

263 Zirnstein (fn 145), 713.

264 Art. 49(1) CRA Proposal.

265 Zirnstein (fn 145), 713.
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somewhat broad and vague.”® If clearer criteria not only on the deployment

but also on the process of such control actions can be established, such
sweeps can be a viable way to verify that a product is secure in practice.”’

Overall, the monitoring and oversight over the compliance with the CRA is
considerable and complex.”®® This can be in practice linked to problems of
coordination between the different national authorities.”® There is also a
risk of fragmentation of surveillance resulting from the unclear wording in
Art. 43(1), which states that a market surveillance authority may initiate
investigations if it considers a product to present a “significant cybersecurity
risk”. Consequently Art.43(1) leaves it to the discretion of the market
surveillance authority which products are to be investigated or not. This may
result in inconsistent procedures within the EU.*® Asymmetry between
national market surveillance authorities may also unfold as a result of different
set of resources and institutions that an authority may use. In this sense,
the varying levels of cybersecurity preparedness among Member States may
present an obstacle to harmonization, mutual recognition, and convergence.””
Accordingly, the requirement in Art. 41(6) CRA, whereby Member States must
provide adequate resources, is particularly important and ultimately critical
for the CRA's efficiency on the ground and throughout the Union.*”

V.  Significant administrative fines

The power to set rules on penalties is delegated to the Member States. Yet,
the Member States’ discretions are relative,?” as Art. 53 already sets certain
parameters. In general, all penalties imposed must be effective, proportionate
and dissuasive.”” More concretely: in case of a failure to comply with the
essential requirements of Annex I and the obligations set out in Arts. 10 and
11 market surveillance authorities may impose fines of either €15 million or
2.5% of the total annual turnover of the previous business year, whichever is

266 Zirnstein (fn 145), 713.

267 Cf. Ludvigsen Kaspar Rosager,/Nagaraja Shishir, The Opportunity to Regulate Cybersecurity
in the EU (and the World): Recommendations for the Cybersecurity Resilience Act,
<https: //arxiv.org /abs /2205.13196>, 17.

European Economic and Social Committee (fn 23), 1.

European Economic and Social Committee (fn 23), 5.

270 Chiara, IoT (fn 63), 127 et seq.
271

268
269

Christou George, Cybersecurity in the European Union: Resilience and Adaptability in
Governance Policy, London 2016, 177.

European Economic and Social Committee (fn 23), 1.

273 Chiara, Cyber Resilience Act (fn 8), 265.

274 Art. 53(1) CRA Proposal.
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higher.””” The bulk of risking fines is therefore borne by the manufacturer and

other persons who are deemed to be manufacturers.””® For non-compliance
with other obligations of the CRA, market surveillance authorities can impose
administrative fines of up to €10 million or 2% of global annual turnover
for the previous fiscal year, whichever is higher.”” This risk is borne by all
economic operators - manufacturers, importers, as well as distributors.””®
For the supply of incorrect, incomplete or misleading information to market
surveillance authorities in connection with an official investigation, a fine of
€5 million or 1% of the total worldwide annual turnover for the previous fiscal
year, whichever is higher, may be imposed.””

When deciding on the amount of the administrative fine in each individual
case, the market surveillance authority should take into account all relevant
circumstances of the specific situation and as a minimum the nature, gravity,
duration and consequence of the infringement; whether other authorities
have already imposed fines for similar infringements; and the size and market
share of the operator.”*

At a first glance, one may well conclude that the CRA follows the fines model
of recent EU law, such as the GDPR as well as the proposed Al Act.”® Yet, it
remains to be seen whether the fines will amount to similar sums as those
imposed under the GDPR and whether differences in the authorities’
approaches to fines will also materialize in case of the CRA.** It should be
borne in mind that, as shown above, the market surveillance authorities also
have the option of banning products on the market, which can be an important
tool of intervention. The interplay between these two mechanisms (fines vs.
barring from the EU market) is so far not clarified in the CRA and may need
additional attention before its final adoption.

D. Concluding observations and outlook

The article provided an enquiry into the EU proposal for a Cyber Resilience
Act and attempted above all two things - on the one hand, to analyze more

275 Art. 53(3) CRA Proposal.

276 zirnstein/Lee/Ge (fn 190), 170.

277 Art. 53(4) CRA Proposal.

278 Car/De Luca (fn 14), 8.

29 Art. 53(5) CRA Proposal.

280 Recital 65 and Art. 53(6) CRA Proposal.

81 7Zirnstein/Lee/Ge (fn 190), 170.

282 Zirnstein/Lee/Ge (fn 190), 170; Ludvigsen/Nagaraja (fn 267), 11.
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closely some of the key CRA provisions and on the other, to put the reform
that the CRA will bring about into the broader context of EU’s legal, policy as
well as geopolitical activities in the digital domain in general and cybersecurity
in particular. It is evident from the above that the CRA, when adopted, would
cause a major stir and trigger a series of obligations for all actors engaged
along the life-cycle of products with digital elements, create new compe-
tences for EU and Member State agencies and generate new interfaces with
existing EU regulation in the domain of cybersecurity but also in other areas,
such data protection and Al.

The ambitious regulatory project of the CRA and its potential far-reaching
implications can be linked in general terms to its approach to cybersecurity as
a cross-sectoral issue and the underlying conceptualization of cyber resilience
as not merely a technical but a much wider topic of immediate societal
relevance.”® In more concrete terms, the regulatory sway of the CRA comes
from its broad and comprehensive scope of application, the detailed catalogue
of obligations (especially for manufactures of products with digital elements),
as well as the potentially impactful market surveillance and enforcement
mechanisms. Crucial for the effective approach of the CRA is also the inclusion
of the entire value chain of digital products along their life-cycle, which is
a new legal approach that duly takes into account both the dynamics of
technological innovation as well as the premise of cyber resilience, whereby
cyber threats are the rule rather than the exception.”®** While the CRA does
take cyber resilience seriously, it also seeks to ensure that the single market
for digital products is not unduly compromised and adopts a risk-based
approach with varied regulatory burden across types of products and types of
actors.

Despite the promise of the CRA and its regulatory potence, many questions
remain still unanswered. These questions are of different nature and their
answers will ultimately be quite different. Some of the definitional problems,
lack of clarity and guidance in the CRA proposal, as well as the coordination
problems with existing (and forthcoming) pieces of EU legislation can certainly
be solved - either through compromises made during the still ongoing
legislative process, through additional guidelines by the Commission or if
somewhat less swiftly, through follow-up jurisprudence. There are however
bigger questions and our contextualization of the CRA in the beginning of

283 Kipker (fn137); Nai Fovino et al. (fn 226), 93; Bygrave Lee, Cyber Resilience versus
Cybersecurity as Legal Aspiration, 14th International Conference on Cyber Conflict: Keep
Moving 2022 (cit.: Bygrave, Cyber Resilience), 27.

284 Bygrave, Cyber Resilience (fn 284), 27.
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the article speaks to them. The first important issue is whether the CRA,
despite its virtues, could effectively lead to an Internet of Secure Things
in Europe. Some of the concerns in this regard stem from endogenous to
the CRA issues, such as that most digital products will be classified as low
risk, the sliding scale of obligations, the possible divergences in surveillance
practices and fines across responsible agencies. Others stem from even harder
problems linked to the CRA’s implementation in practice. In this context, it
remains to be seen whether the CRA is adaptable enough to keep up with
the rapidly evolving threat environment inherent to connected devices. Here
one can consider for instance the fact that cybercriminals increasingly use
malicious Al to support attacks, often to thwart intrusion detection algorithms
within the 10T, or to attack beneficial Al in a way that causes the Al to work
against its own system.”® Also, given that the sophisticated Al application
ChatGPT (with others to join it) can be used to proficiently write computer
code, virtually anyone could exploit this to create their own malware to spy on
user activity, steal data, spread ransomware or undertake any other malicious
cyberattack.”®® Another big unknown in this dynamic context are users. While
it appears that consumers would be willing to pay more for secure IoT
devices,®® the problem of informational asymmetry in the marketplace
remains.”® Similarly, the big question mark around user literacy and to what
extent users are able and willing to react when faced with insecure digital
products is unaddressed and may in reality reduce the CRA’s efficacy despite
the huge regulatory burden placed on the supply side. In this and the overall
implementation context of the CRA, it would be particularly interesting, and
potentially fruitful for policy makers, to observe and detect parallels with the
implementation of the GDPR as another grand EU regulatory project.

Some of the critique points that can be expressed towards the CRA are of
exogenous nature and can be linked to the CRA's underlying rationale to
boost EU’s role as a global cybersecurity standard-setter and a vector for
safeguarding and sustaining its digital sovereignty - the second discrete topic
that this article picked up at its outset. From the perspective of the Union,
such a “digital sovereignty’-oriented strategy and the therewith related

285 Kuzlu Murat/Fair Corinne/Guler Ozgur, Role of Artificial Intelligence in the Internet of
Things (IoT) Cybersecurity, Discover Internet of Things 2021.

286 Marr Bernard, How Dangerous Are ChatGPT and Natural Language Technology for
Cybersecurity?, Forbes, 25 January 2023, <https://www.forbes.com/sites/bernardmarr,
2023 /01/25/how-dangerous-are-chatgpt-and-natural-language-technology-for-
cybersecurity/?sh=52b374864aa6>.

287 Johnson et al. (fn 7), 721.

288 Johnson et al. (fn 7), 722.
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regulatory activism in cybersecurity and beyond make lots of sense and can be
easily politically justified. Yet, the EU, despite its sizeable market, is still part of
the even larger landscape of the world and the datafication of economies and
societies as a whole has only increased connectedness and interdependence
between and across actors. After a period of relatively liberal stance towards
cyberspace, in recent years and absent an international legal framework
governing data, national legislators have adopted far-reaching rules on data
protection, cybersecurity, competition, consumer protection, etc., often with
an extra-territorial effect. It can be maintained that the EU has even been the
regulatory champion in this regard. Yet, this leads to a profound fragmentation
in the global data governance framework that we should be aware of.**’
Whether the “Brussels effect” of the CRA will unfold is still unknown but it
too can contribute to exacerbating this fragmentation, as well as to increasing
geopolitical tensions and strategic competition across different policy areas,
which ultimately contribute little to a functioning, seamless data economy and
a corresponding optimal legal design.”*’

Against this backdrop, it remains to be seen to what extent and how the CRA
will manage to find its place in the complex puzzle and navigate the different
trade-offs - such as between cybersecurity and market freedom, between
protectionism and openness, between unilateral action and international
cooperation.

289 Arner Douglas W./Castellano Giuliano G./Selga Eriks K., The Transnational Data
Governance Problem, Berkeley Technology Law Journal 2023, 623.

290 Arner/Castellani/Selga (fn 290); also Aaronson Susan, What Are We Talking about When
We Talk about Digital Protectionism?, World Trade Review 2018, 541; Bonefeld-Dahl Cecilia,
European Sovereignty or a Shadow of Protectionism?, EURACTIV.com, 25 August 2022,
<https: //www.euractiv.com /section /digital /opinion /european-sovereignty-or-a-
shadow-of-protectionism />.
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A. Introduction

During the last decade, competition authorities had to increasingly deal with
digital business models (often described as operating in “digital markets”).
While scholars and authorities were in the process of understanding how to
adapt competition law in the context of digitalization, the next technological
leap started to emerge. This article does not investigate the digital markets
in general but the newly appearing infrastructure, the distributed ledger
technology (DLT). With the DLT, once again particular markets are evolving;
therefore, it is important to address the features of those new markets which
are based on the DLT.

In contrast to the World Wide Web, which is the “internet of information” DLT
and blockchain® have been transforming the internet to the so called “internet
of value” Consequently, in DLT and blockchain, the digitally represented
values, their ownership, access to them and transactions with these values are
of importance.

DLT is not fully unknown to the Swiss® as well as the European® regulators.
Both authorities already reacted with the development of a normative
framework for financial markets. In principle, policy and law intend to ensure
optimal conditions for business activities with the aim that new technologies
can meet the needs of society and markets. In the last few years, competition

In fact, one specific digital market does not exist; this terminology is a paraphrase for
markets in the digital economy. However, authorities as well as the literature regularly
speak of “digital markets” (e.g., Digital Markets Act in the European Union).
See section B.I. for the terminological differences between these two.
Federal Law on the Adaptation of Federal Law to Developments in the Distributed Ledger
Technology, 27 November 2019, BBl 2020, 233 et seqq.
Proposal for a Regulation of the European Parliament and of the council on Markets
in Crypto-assets, and amending Directive (EU) 2019,/1937, COM(2020) 593 final, 2020/
0265(COD). The trilogues between the legislative bodies have already ended in a formal
agreement; the provisional agreement of MiCA is subject to approval by the Council and the
European Parliament before going through the formal adoption procedure (see Council of
the EU, Digital finance: agreement reached on European crypto-assets regulation (MiCA)
- Press release of 30.06.2022, available at <https: /www.consilium.europa.eu/en/press
ress-releases /2022 /06/30/digital-finance-agreement-reached-on-european-crypto-

assets-regulation-mica/>).
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law academics started to shift their focus to DLT and blockchain issues and to
also raise respective concerns.’

The topic of DLT and blockchain is still very much in progress, both
technologically and legally, but a more in-depth exploration of the normative
regulatory framework proves to be appropriate. This paper aims to understand
the implications of DLT and blockchain on Swiss and European competition
law. In order to assess those implications, the first section explains the
fundamental technological features, i.e., section B. addresses the technology
itself by setting the technical foundation (B.L), showing the objectives of
blockchain (B.IL), examining different types of blockchain (B.IIL), pointing out
the multi-layered architecture of blockchain (B.IV.) and taking a closer look at
the main concepts of blockchain (B.V.).

In section C. the focus lies on the main implications of DLT/blockchain on
substantive Swiss and European competition law. In this context, the chapters
examine the concept of an “undertaking” under the applicable law and
investigate possible consequences for blockchain business models (C.L).
Furthermore, the application of existing market definition tools to blockchain
markets (C.IL) is of fundamental importance. In addition, the calculation and
evaluation of market power also need some adaptation in the context of DLT
and blockchain (C.IL). Lastly, section D. concludes this article and gives an
outlook.

B. Distributed ledger technology (DLT) and blockchain

This section examines the technological characteristics of DLT and blockchain
in detail. In this regard, it is important to clarify the functioning of the
technology itself because the subsequent competition law related consider-
ations require a conceptual understanding of DLT and blockchain.®

Schrepel Thibault, Blockchain + Antitrust: The Decentralization Formula, Cheltenham/
Northampton 2021 (cit. Schrepel, Blockchain + Antitrust); Schrepel Thibault/Buterin Vitalik,
Blockchain Code as Antitrust, Berkeley Technology Law Journal 2021, 1 et seqq; Deuflhard
Florian/Heller C.-Philipp, Antitrust Economics of Cryptocurrency Mining, available at
<https: //ssrn.com /abstract=3917012>; Schrepel Thibault, Libra: A Concentrate of
“Blockchain Antitrust”, Michigan Law Review 2020, 160 et seqq.; Schrepel Thibault,
Collusion by Blockchain and Smart Contracts, Harvard Journal of Law and Technology 2019,
117 et seqq.; Schrepel Thibault, Is Blockchain the Death of Antitrust Law? The Blockchain
Antitrust Paradox, Georgetown Law Technology Review 2019, 281 et seqq.

The following section is based on Weber Rolf H., DLT-Handelsplattformen: Spannungsfeld
von Technologie und Recht, Ziirich 2022 (cit. Weber, DLT-Handelsplattformen). This
publication is not further referenced below.
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I.  Terminology

DLT refers to a concept that allows data to be recorded and shared across
distributed ledgers. It enables the recording, sharing and synchronization of
transactions and data across a distributed network with participants all over
the world, hence it is built on a peer-to-peer basis and operates without
intermediaries, i.e., without centralized control.”

Blockchain (literally a chain of data blocks) is a special type of data structure
used in some distributed ledgers. New data (usually transactions) - after being
validated by the participants - are stored on the blockchain, block by block and
chronologically, and are thus linked together in a digital chain.® Blockchains
use cryptographic and algorithmic methods to record and synchronize data
across their networks; hence, the blocks are connected by cryptographic
hashes.” Each newly added block refers to the previous block; in this way, the
technology ensures that a unique and traceable chain of blocks is created.”

“Distributed ledger” is a broader terminology describing distributed, synchro-
nized, and cryptographically secured databases." Therefore, in some
situations it is necessary to speak of distributed ledgers rather than

7 Baker Colleen/Werbach Kevin, Blockchain in Financial Services, in: Madir Jelena (ed.),

FinTech, Law and Regulation, Cheltenham/Northampton 2019, 123 et seqq., marginal

nos. 6.05 et seq. (cit. Baker/Werbach, Blockchain in Financial Services); Maull Roger et al.,

Distributed Ledger Technology: Applications and Implications, Strategic Change 2017, 481

et seqq., 483 et seq. (cit. Maull et al., Strategic Change 2017).

Baker/Werbach, Blockchain in Financial Services, marginal no. 6.07; Ganne Emmanuelle,

Can Blockchain revolutionize international trade?, Geneva 2018, 6 (cit. Ganne, Can

Blockchain revolutionize); Tapscott Don/Tapscott Alex, The Blockchain Revolution, How

the Technology Behind Bitcoin is Changing Money, Business, and the World, Toronto

2016, 75; Weber Rolf H./Baumann Simone, FinTech - Schweizer Finanzmarktregulierung im

Lichte disruptiver Technologien, Jusletter 21. September 2015, marginal no. 26.

®  Acryptographic hash is a cryptographic fingerprint. When generating a hash, the algorithm
receives a data input of arbitrary length and generates a deterministic result of
predetermined length. For a specific input, the resulting hash value always remains the
same and is verifiable by anyone using the same hash algorithm. Computationally, it is
impossible to provoke a collision, i.e., it is impossible to generate the same cryptographic
fingerprint with two different inputs (Antonopoulos Andreas M., Mastering Bitcoin,
Programming the Open Blockchain, 20 eq, Beijing 2017, 228).

1 Low Kelvin FK./Mik Eliza, Pause the Blockchain Legal Revolution, Interna-
tional & Comparative Law Quarterly 2020, 135 et seqq., 137 et seq. (cit. Low/Mik,
International & Comparative Law Quarterly 2020); Baker/Werbach, Blockchain in Financial
Services, marginal no.6.07; Weber Rolf H., Regulatory Environment of the Ledger
Technology, CRi 2017, 1 et seqq.

" Maull et al., Strategic Change 2017, 483.
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blockchain, since not all distributed ledgers record and store data in
interconnected chains of blocks. In these cases, the distributed ledgers do not
have the same so-called “immutability” as some blockchains.”

II. Fundamental objectives of blockchain

The blockchain technology being called the “internet of values” focuses on
digitally represented assets. Unlike on the World Wide Web, the rightful owner
of any asset can be conclusively determined on the blockchain."

In addition, the assets or property rights on the blockchain are transferred
in atomic transactions and not copied. The blockchain automatically ensures
that a value on the blockchain (or on any other distributed ledger) exists only
once and is assigned to a precisely identifiable owner. Due to the lack of
a centralized authority, the data is (simultaneously) stored on the different
decentralized nodes."

III. Types of blockchain

In relation to the authorization to validate, the accessibility to the blockchain
and the possibility to participate on the blockchain, two main distinctions are
necessary.

Firstly, blockchains can be qualified as permissioned or permissionless
networks. The main difference between these two types of blockchain is
whether anyone can validate a new block or whether doing that requires
some kind of permission. Permissionless blockchains are of particular interest
because on permissionless systems, anyone can create and validate the blocks

Low Kelvin F.K., Confronting Cryptomania: Can Equity Tame the Blockchain?, Legal Studies
Research Paper No. 2020-01, Hong Kong 2020, 7 (cit. Low, Confronting Cryptomania); Low/
Mik, International & Comparative Law Quarterly 2020, 138 with further details (esp.
footnote 23).

13 Rutishauser Daniel/Kubli Ralf/Weber Rolf H., Grundlagen, in: Weber Rolf H./Kuhn Hans
(eds.), Entwicklungen im Schweizer Blockchain-Recht, Basel 2021, 9 et seqq., marginal no. 4
(cit. Rutishauser/Kubli/Weber, Grundlagen).

4 Rutishauser/Kubli/Weber, Grundlagen, marginal nos. 4 et seq.
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or add transactions. Hence, the validators can be numerous.” On permis-
sioned systems, execution and validation is limited to the authorized
participants. On these systems, a hierarchy (i.e., by defining different
permissions for each group of participants) among the participants exists. It
is necessary to pre-define the nodes in each group.'® These restrictions to
certain nodes are applied by a controlling firm or by a consortium of firms (so
called consortium blockchain).”

Secondly, blockchains can be categorized into private and public blockchains
depending on whether everybody or only the participating nodes in the
network are able to access the blockchain. On public blockchains there is
no restriction to access the blockchain itself; anyone can participate on the
blockchain while keeping the anonymity. No specific user is given special
authorization on any decisions as the validation of transactions relies on a
pre-defined consensus mechanism.”® On private blockchains, only authorized
parties can view the transaction history. In addition, access to the system
is restricted and the participants are in principle identifiable. Only a limited

Ganne Emmanuelle, Blockchain’s Practical and Legal Implications for Global Trade and
Global Trade Law, in: Burri Mira (ed.), Big Data and Global Trade Law, Cambridge 2021, 128
et seqq., 130 (cit. Ganne, Blockchain’s Practical and Legal Implications); Low, Confronting
Cryptomania, 7 et seq.; Low/Mik, International & Comparative Law Quarterly 2020, 138
et seqq.; Nascimento Susana/Pdélvora Alexandre (eds.), Blockchain now and tomorrow:
assessing multidimensional impacts of distributed ledger technologies, Luxembourg 2019,
14 (cit. Nascimento/Poélvora, Blockchain now and tomorrow); Rauchs Michel et al.,
Distributed Ledger Technology Systems: A Conceptual Framework, Cambridge 2018, 24 (cit.
Rauchs et al., Distributed Ledger Technology Systems).

Massarotto Giovanna, Using Blockchain-Based Smart Contracts To Enforce the Antitrust
Consent, 11, available at <https://ssrn.com/abstract=4016740>; Ganne, Blockchain’s

Practical and Legal Implications, 130; Low, Confronting Cryptomania, 7 et seq.; Low/Mik,

International & Comparative Law Quarterly 2020, 138 et seqq.; Nascimento/Pélvora,

Blockchain now and tomorrow, 14.
17" Pike Chris/Capobianco Antonio, Antitrust and the trust machine, OECD Blockchain Policy
Series, 4 et seq., available at <https: //www.oecd.org /daf/competition /antitrust-and-the-
trust-machine-2020.pdf> (cit. Pike/Capobianco, OECD Blockchain Policy Series); Rauchs et
al., Distributed Ledger Technology Systems, 54; Ganne, Can Blockchain revolutionize, 11.
See section BV.3. Consensus mechanisms. Rutishauser/Kubli/Weber, Grundlagen,
marginal nos. 20 et seq.; Pike/Capobianco, OECD Blockchain Policy Series, 5; Nascimento/
Pélvora, Blockchain now and tomorrow, 14 et seq.; Salmon John/Myers Gordon, Blockchain
and Associated Legal Issues for Emerging Markets, EMcompass 2019, 1 et seqq., 1 et seq. (cit.
Salmon/Myers, EMcompass 2019); Ganne, Can Blockchain revolutionize, 9.
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number of nodes are allowed to participate in the verification process. In
this constellation, the system is protected not only technologically, but also
organizationally by comprehensive sets of contracts and rules.”

These two main distinctions can also be found in tech as well as law literature
addressing blockchain but the terminologies are not always used consis-
tently.”® Finally, the categorization of blockchains presented here is not
exhaustive; hybrid systems in particular also exist in the real world.

IV. Multi-layered architecture of blockchain

Blockchains usually use a multi-layered architecture with distinct purposes of
each layer. In the context of the internet, for example, a distinction between
the infrastructure layer, the data layer, the software layer, and the application
layer is applied. In the context of blockchain,” Decentralized Finance (DeFi)
is a good example for the multi-layered architecture because DeFi consists of
five different layers, namely the settlement layer, the asset layer, the protocol
layer, the application layer, and the aggregation layer.” For the purpose of

19 Rutishauser/Kubli/Weber, Grundlagen, marginal nos. 20 et seq.; Pike/Capobianco, OECD
Blockchain Policy Series, 5; Nascimento/Polvora, Blockchain now and tomorrow, 14 et
seq.; Salmon/Myers, EMcompass 2019, 1 et seq.; Ganne, Can Blockchain revolutionize, 10;
Kaulartz Markus, Die Blockchain-Technologie, CR 2016, 474 et seqq., 475.

20 See Deng Robert /Lee David Kuo Chuen, Handbook of Blockchain, Digital Finance, and
Inclusion, Vol. 2, Cambridge MA 2017, 147; Low/Mik, International & Comparative Law
Quarterly 2020, 138; see also World Bank Group, Distributed Ledger Technology (DLT)
and Blockchain, FinTech Note, No.1, Washington 2017, IV and 11 et seqq., available at
<https: //documentsl.worldbank.org /curated /en /177911513714062215 /pdf /122140-WP-
PUBLIC-Distributed-Ledger-Technology-and-Blockchain-Fintech-Notes.pdf> with an ex-

plicit distinction between permissioned/permissionless and private/public blockchains.
2l For other examples of multi-layered architecture in blockchain, see Pajooh Houshyar Honar
et al. Multi-Layer Blockchain-Based Security Architecture for Internet of Things, sensors
2021, 772, 1 et seqq., 6 et seqq.; Lopez David/Farooq Bilal, A multi-layered blockchain
framework for smart mobility datamarkets, Transportation Research Part C 2020, 588 et
seqq., 590 et seqq.
For the internet layers, see Weber Rolf H., Zivilrechtliche Haftung auf dem Information
Highway, in: Hilty Reto M. (ed.), Information Highway. Beitrdge zu rechtlichen und tatsach-
lichen Fragen, Bern 1996, 531 et seqq. For the example of DeFi, see Schar Fabian, Decentral-
ized Finance: On Blockchain- and Smart Contract-based Financial Markets, Federal Reserve
Bank of St. Louis Review 2021, 153 et seqq., 155 et seqq. (cit. Schar, Federal Reserve Bank of
St. Louis Review 2021).

22

C7


https://documents1.worldbank.org/curated/en/177911513714062215/pdf/122140-WP-PUBLIC-Distributed-Ledger-Technology-and-Blockchain-Fintech-Notes.pdf
https://documents1.worldbank.org/curated/en/177911513714062215/pdf/122140-WP-PUBLIC-Distributed-Ledger-Technology-and-Blockchain-Fintech-Notes.pdf

this article, only the settlement layer, asset layer and application layer will be
discussed.”

The settlement layer of DeFi represents the used blockchain for the system.
Hence, the settlement layer consists of the blockchain and the native protocol
asset (e.g., Bitcoin on the Bitcoin network or Ether on the Ethereum network).
The settlement layer can be understood as the foundation.*

The asset layer encompasses all assets issued on the settlement layer. Besides
the native protocol assets, the asset layer also consists of tokens, which are
digital assets that have not been issued on the native protocol.”®

On the application layer, user-oriented applications are created. These
applications connect different protocols and provide a user-friendly expe-
rience. The application layer usually is closely linked to the user interface
as it facilitates the interaction with the smart contract, and as a result, the
protocols are easier to use.*®

V. Main characteristics of blockchain

Various blockchains are often considered secure because of the lack of
potentially “untrustworthy” intermediaries. In the following, the most
important concepts and technological foundations of blockchain are explained
in order to create a basic understanding for the legal analysis of blockchain in
context of competition law.”’

1. Distributed ledgers

In distributed ledgers, as mentioned above, neither a single party ever has
control over the entire ledgers nor is the data ever stored centrally in one
place; rather, various mirrors with the same information are distributed across
several nodes. Therefore, these nodes replace to role of a central party in

23 For a comprehensive explication of all layers on DeFi, see Schar, Federal Reserve Bank of St.

Louis Review 2021, 155 et seqq.

Schar, Federal Reserve Bank of St. Louis Review 2021, 155 et seq.

25 Schir, Federal Reserve Bank of St. Louis Review 2021, 156; Roth Jakob/Schir Fabian/
Schopfer Aljoscha, The Tokenization of Assets: Using Blockchains for Equity Crowdfunding,
in: Wendt Karen (ed.), Theory of Change: Change Leadership Tools, Models and Applications
for Investing in Sustainable Development, Cham 2021, 329 et seqq., 332.

26 Schir, Federal Reserve Bank of St. Louis Review 2021, 156.
27

24

See also Schiar Fabian/Berentsen Aleksander, Bitcoin, Blockchain, and Cryptoassets,
Cambridge MA/London 2020, 31 seqq. (cit. Schar/Berentsen, Bitcoin, Blockchain, and
Cryptoassets).
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a “traditional” setting with intermediaries.”® With this concept, a consensus
mechanism is necessary: the participants themselves are responsible for
verifying and validating the data blocks using this mechanism,” which
replaces trust in the counterparty. The activity of all participants is based on a
protocol that contains instructions for the entire network. Usually, this code is
“open source’, i.e., it can be viewed and understood by all participants.*

2. Decentralized structure without intermediaries

According to the description as “internet of values”, one of the main functions
of transactions on the blockchain is how much (and what kind of) value has
been transferred from one party to another. The data of each transaction or
bundle of transactions can be represented as a block on the blockchain. Each
block has a header, which contains all the information necessary to classify
and validate a block, and a body, which describes the transaction to be re-
registered. Since each block in the chain builds on the previous block, it is
possible to trace the entire chain; a newly created block contains the hash of
the previous block.”

3. Consensus mechanisms

There are two types of users on the blockchain: those who only register
transactions and those who provide the computing power to validate a
transaction. The participants of the second group are responsible for finding
the consensus - based on a specific pre-selected consensus mechanism. The
consensus mechanisms are - contrary to the name - not of a democratic
nature, but fully automated, deterministic, and algorithm-driven validation
processes. Validation thus depends on the fulfilment of certain technological
conditions; in principle, a node or the person behind it cannot decide for

28 Low, Confronting Cryptomania, 7; Ganne, Can Blockchain revolutionize, 6.

2 Weber Rolf H., Handel mit digitalen Aktiven, in: Weber Rolf H./Kuhn Hans (eds.),
Entwicklungen im Schweizer Blockchain-Recht, Basel 2021, 165 et seqq., marginal no. 11;
Low, Confronting Cryptomania, 7, Ganne, Can Blockchain revolutionize, 5 et seqq.; Maull et
al., Strategic Change 2017, 483 et seq.

Rutishauser,/Kubli/Weber, Grundlagen, marginal no. 15.

31 Rutishauser/Kubli/Weber, Grundlagen, marginal no. 16.
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itself whether to reject a transaction that fulfils all validation criteria or to
accept a transaction that does not fulfil the validation criteria.** In practice,
the following two methods are established consensus mechanisms:*

a)  Proof of Work

If the blockchain opted for proof of work, all participants attempt to solve a
complex proof of work instance (a complex calculation).** Proof of work builds
on the asymmetry of calculation and verification, because the calculation
requires immense computing power, while the verification of the solution is
simple. The first party to find the solution receives a reward and the other
participants can simply verify the solution. This described verification process
is called mining, because after the verification a new block is added to the
blockchain. Proof of work is an established method for reaching consensus
(e.g., used in the Bitcoin network).”

b)  Proof of Stake

When using proof of stake, validation is not carried out via the computing
power of the participants, but via deposited cryptocurrencies (so far generally
not via cryptoassets). Proof of stake systems consist of validators who lock
their assets (staked coins) and those who merely hold the cryptocurrency
of the corresponding system. Validators propose the potentially next valid
block through a weighted random selection, which is determined by the
participation time and/or the percentage relation to the deposited
cryptocurrencies and vote on its validity. The voting power of the validators
depends on the size of their deposited portfolio.*®

Staking is complemented by slashing. Slashing is used to punish unfair or
malicious behavior of validators. Hence, validators are exposed to the risk

Low/Mik, International & Comparative Law Quarterly 2020, 140 et seq.
Rutishauser/Kubli/Weber, Grundlagen, marginal nos.22 et seqq., Schir/Berentsen,
Bitcoin, Blockchain, and Cryptoassets, 139 et seqq.

Strictly speaking, this is not a common mathematical calculation, but a complex procedure,
see Gervais Arthur et al., On the Security and Performance of Proof of Work Blockchains,
CCS ‘16: Proceedings of the 2016 ACM SIGSAC, Vienna 2016, 3 et seqq., 4 et seq.

Nakamoto Satoshi, Bitcoin: A Peer-to-Peer Electronic Cash System, available at
<https: //bitcoin.org/bitcoin.pdf>.

Antonopoulos Andreas M./Wood Gavin, Mastering Ethereum, Building Smart Contracts
and DApps, Beijing 2019, 321 (cit. Antonopoulos/Wood, Mastering Ethereum).

Cc10


https://bitcoin.org/bitcoin.pdf

of losing their entire deposit or parts of the staked cryptocurrencies.” But
validators also receive a small reward proportional to their staked coins; this
reward-punishment mechanism forces validators to act honestly and follow
the consensus protocol.*®

Furthermore, proof of stake is supposed to be substantially less energy
intensive. It is said that the Ethereum Merge in mid-September 2022 (a
software upgrade swapping the platforms consensus mechanism from proof
of work to proof of stake) will speed up the execution of transactions on the
blockchain and significantly reduce energy consumption (estimations of 99%
energy reduction).”’

C. Implications of blockchain on competition law

The following section analyses the implications of blockchain on competition
law based on Art. 102 TFEU* and Art. 7 CartA" in particular. It focuses on
fundamental questions regarding the application of competition law in a
blockchain environment. First, an overview of the concept of an undertaking
and how blockchain might affect the approach to define an undertaking is
necessary. Furthermore, the market definition of blockchain business models
needs further investigation. Then, the determination of market power in the
context of blockchain will be discussed and the last part addresses possible
examples of abuse of power.

Rutishauser/Kubli/Weber, Grundlagen, marginal nos.22 et seqq., Chentouf Fatima
Zahrae/Bouchkaren Said, Blockchain for Cybersecurity in [oT, in: Maleh Yassine et al. (eds.),
Artificial Intelligence and Blockchain for Future Cybersecurity Applications, Cham 2021, 61
et seqq., 74; Bitcoinsuisse, What is Staking?, Zug 2020, 1 et seq. available at <https: //www.
bitcoinsuisse.com /learn /what-is-staking>.

Antonopoulos/Wood, Mastering Ethereum, 321.

Born Mathias, Ethereum senkt Stromverbrauch: Wie Bitcoin, nur bio, Tages-Anzeiger of
15.09.2022, available at  <https:/www.tagesanzeiger.ch/die-zweitgroesste-krypto
waehrung-wird-oekologischer-652418632805>; Fulterer Ruth, Ethereum 16st auf einen
Schlag sein Energieproblem. Das geht nicht ohne Risiko. Die sieben wichtigsten Fragen,
NZZ of 29.08.2022, available at <https://www.nzz.ch/technologie/der-merge-bei-
ethereum-7-fragen-zum-gruenen-umbau-der-blockchain-1d.1695122>.

Consolidated version of the Treaty on the Functioning of the European Union, OJ C 326,
26.10.2012, 47-390.

41 Federal Act on Cartels and other Restraints of Competition of 6 October 1995 (CC 251;
Status as of 1January 2022).

40

cn


https://www.bitcoinsuisse.com/learn/what-is-staking
https://www.bitcoinsuisse.com/learn/what-is-staking
https://www.tagesanzeiger.ch/die-zweitgroesste-kryptowaehrung-wird-oekologischer-652418632805
https://www.tagesanzeiger.ch/die-zweitgroesste-kryptowaehrung-wird-oekologischer-652418632805
https://www.nzz.ch/technologie/der-merge-bei-ethereum-7-fragen-zum-gruenen-umbau-der-blockchain-ld.1695122
https://www.nzz.ch/technologie/der-merge-bei-ethereum-7-fragen-zum-gruenen-umbau-der-blockchain-ld.1695122

I.  The concept of “undertaking”

In competition law, various articles apply to “undertakings” (e.g. TFEU Title
VII, Chapter 1, Section 1: Rules applying to undertakings). Art. 101 and 102
TFEU explicitly mention the undertakings. In Swiss competition law, Art. 2
para. 1 CartA clearly states the scope of the Act which “applies to private
or public undertakings that are parties to cartels or to other agreements
affecting competition, which exercise market power or which participate in
concentrations of undertakings”** The structure of blockchain®® inherently
contains some implications on the concept of the undertaking. First, in a
distributed ledger, which blockchain is a part of, one single party never has
control over the whole structure. Further, the consensus mechanisms allow
to make certain decisions within the blockchain. These two circumstances
together raise concerns over who controls an economic entity and who is
with which assets liable for actions taken by this economic entity, be it an
undertaking or a firm.

The concept of undertakings in the context of blockchain has already been
discussed in detail by Schrepel and Lianos.* It is especially important to also
consider the “firm” besides defining the concept of “undertaking” For this
purpose, Schrepel has developed a theory of granularity. He distinguishes
between different participants and defines a “nucleus” According to Schrepel,
the nucleus is “a group of participants [that] may achieve a form of control over
the blockchain by collaborating, by circumventing (some of) the constraints
imposed on them, and by changing them in the long run*® Therefore, this
nucleus should “become a legal fiction that can be liable for anticompetitive
practices, but also able to claim damages* Hereinafter this view of Lianos and

Schrepel related to the concept of undertaking is applied.

4 With emphasis added.

4 See section B.V. Main characteristics of blockchain.

4 Schrepel, Blockchain + Antitrust, 80 et seqq. with special focus on the “firm” (esp. 109 et
seqq.); Lianos loannis, Blockchain Competition, Centre for Law, Economics and Society
Research Paper Series 4,/2018, 77 et seqq. (cit. Lianos, Blockchain Competition).

45 Schrepel, Blockchain + Antitrust, 123.

46 Schrepel, Blockchain + Antitrust, 124; similarly, Lianos, Blockchain Competition, 79 et seq.
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II. Market definition

1. Overview

The definition of the market requires a twofold approach: First, this section
explains why a market definition is still necessary even though in the 2010s
an increasing number of papers discussed the abandonment of market
definition.”” Then, the current state of market definition in the European
Union and in Switzerland is described in order to demonstrate this article’s

approach to “blockchain markets”*

When defining markets in the context of blockchain, the characteristics of this
new infrastructure need to be considered. First of all, a distinction between
public/private and permissionless/permissioned blockchains is necessary.
Secondly, the type of validation on the blockchain plays an important role in
delineating the market. Furthermore, when developing a market definition,

47 Especially the papers by Kaplow were influential: Kaplow Louis, Market definition:

impossible and counterproductive, Antitrust Law Journal 2013, 361 et seqq.; Kaplow Louis,
Why (Ever) Define Markets?, Harward Law Review 2010, 437 et seqq., 517 (cit. Kaplow, Harv.
L. Rev. 2010); see also Pike Chris, Part I. Introduction and key findings, in: OECD (ed.),
Rethinking Antitrust Tools for Multi-Sided Platforms, Paris 2018, 9 et seqq. (cit. Pike, Part I)
stating “market definition is often unnecessary and can be counterproductive.” (see Pike,
Part I, 13); Smith Rhonda L./Duke Arlen, Platform business and market definition, ECJ 2021,
93 et seqq. (footnote 1 with further information; cit. Smith/Duke, ECJ 2021); Nazzini Renato,
Online Platforms and Antitrust: Where Do We Go From Here?, Italian Antitrust Review 2018,
5 et seqq., 13 et seqq.; Schweitzer Heike et al., Modernisierung der Missbrauchsaufsicht fiir
marktmachtige Unternehmen, Endbericht, Projekt im Auftrag des Bundesministeriums fiir
Wirtschaft und Energie (BMWi) Projekt Nr. 66/17, Diisseldorf 2018, 30 et seqq.; Podszun
Rupprecht/Franz Benjamin, Was ist ein Markt? - Unentgeltliche Leistungsbeziehungen
im Kartellrecht, NZKart 2015, 121 et seqq., 126; Crane Daniel A., Market Power Without
Market Definition, Notre Dame Law Review 2014, 31 et seqq.; Zimmer Daniel, Differenzierte
Produkte, nichtkoordinierte Effekte und das Upward Pricing-Pressure-Konzept: Wird die
Marktabgrenzung in Fusionskontrollverfahren entbehrlich?, WuW 2013, 928 et seqq. with
further information.
4 In fact, a “blockchain market” per se does not exist. In the context of competition law,
there is no such thing as one “blockchain market”, one “digital market” or one “multi-
sided market”; it is misleading to assume that there is a single, predetermined market for
blockchain in general. Moreover, those terminologies might help to orient one towards a
general description of a specific market structure. Once this is established, competition
authorities are able to define markets for each case separately while considering all
peculiarities of each market.
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the authorities need to always assess the multi-layered architecture of the
blockchain. Lastly, as a comprehensive and reoccurring topic, the general
concept of blockchain must be reflected in the market definition.

2. Current state of market definition

According to Kaplow “the market definition process is incoherent as a matter
of basic economic principles and hence should be abandoned entirely”*’
Kaplow is, in particular, of the opinion that the market definition is useful
in a market with homogenous products but useless if applied in redefined
markets.® Furthermore, he argues that the market definition is the first step
in antitrust proceedings which is used to assess the market share of a firm
or undertaking. From this share, then, one (automatically) infers the degree of

1
market power.5

This line of argumentation does not work in the context of European and Swiss
law. While the market definition is a tool for determining market power, the
authorities are still obliged to analyze the market position of the undertaking
under investigation. This market analysis considers market shares but does
not automatically infer any market power from it. Instead, the authorities
also take the market structure (i.e., potential competition, barriers to entry),
the company structure (i.e., economies of scale, technological lead) and the
general market behavior into account.”” Even though extraordinary market
shares are an indicator for market power in the European Union and in
Switzerland,” their authorities only consider the market share among other

4 Kaplow, Harv. L. Rev. 2010, 437.

50 Kaplow, Harv. L. Rev. 2010, 441.

51 Kaplow, Harv. L. Rev. 2010, 439.

LMRKM Kartellrecht, Kommentar zum Deutschen und Europaischen Recht, Loewenheim

Ulrich et al. (eds.), 4th ed., Munich 2020, LMRKM Kartellrecht-Bergmann/Fiedler, Art. 102

marginal nos. 117 et seqq. (cit. LMRKM Kartellrecht-Editor). The dispatch of the Federal

Council explicitly states that there is not a numerus clausus of possible factors to consider

for the determination of market power, it rather is necessary to consider all specific

circumstances of the individual case (Dispatch of the Federal Council on the Federal Act on

Cartels and other Restraints of Competition of 23 November 1994, Swiss Federal Gazette

1995 1 468 et seqq.).

53 LMRKM Kartellrecht-Bergmann/Fiedler, Art. 102 marginal nos. 118 et seq. In Switzerland,
the Federal Supreme Court of Switzerland states that high market shares are a strong
indicator for market power but does not necessarily mean that there is no effective
competition (TF 130 I1 459 E. 5.7.2).
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important factors. In the digital economy, in particular, the market share starts
to lose importance because of the dynamic and innovative markets; this is not
different in markets based on blockchain.

Therefore, the authorities of the European Union and of Switzerland still hold
on to a market definition; their methods remained constant for decades and
the market definition still is a prerequisite for analyzing market power. Both
authorities usually consider the demand side substitutability and the SSNIP
test. The former has even been codified in the Merger Control Ordinance
(MCO), according to Art. 11 para. 3 lit. a MCO, “[t]he [relevant] product market
comprises all those goods or services that are regarded as interchangeable by
consumers on the one hand and by suppliers on the other hand”*

According to the demand side substitutability, products and services which
are interchangeable based on their characteristics, the price level and the
intended use belong to the same market. The focus is on the functional
interchangeability of the goods from the point of view of the market
counterparty. Price, quality, availability, consumer preferences and barriers to
market entry must be considered.”®

The SSNIP test examines how consumers would react to a hypothetical, small
but significant and non-transitory price increase of 5%-10%. If consumers
switch to other goods or services, the next best substitute is also included in
the analysis. Then it is again examined whether a hypothetical price increase
of 5%-10% of these two goods or services would be profitable for the
undertaking. If this is the case, these two goods form the relevant product
market. This test is usually conducted until the price increase of the identified
group of products or services would no longer lead to a switch to another
product or service.*®

3. Market definition based on type of blockchain

One possible method of defining a market is by differentiating the various
types of blockchain (e.g., having a market for public blockchain and a market
for private blockchain). Especially the private blockchains can be of sig-

3% Ordinance on the Control of Concentrations of Undertakings (MCO) of 17 June 1996 (CC

251.1; Status as of 1January 2013).

Basler Kommentar zum Kartellgesetz, Amstutz Marc/Reinert Mani (eds.), 2°° ed. Basel

2022, BSK-Reinert/Walchli, Art. 4 para. 2, marginal no. 102 (cit. BSK-Author); LMRKM

Kartellrecht-Bergmann/Fiedler, Art. 102 marginal no. 38.

%6 BSK-Reinert/Walchli, Art. 4 para. 2, marginal nos.116 et seqq.; LMRKM Kartellrecht-
Bergmann/Fiedler, Art. 102 marginal no. 41.
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nificance for competition authorities because they could conduct anticom-
petitive practices by excluding certain users (in this context, comparisons to
sporting associations may be appropriate). It is easily possible that - if a user is
excluded from accessing the infrastructure of a blockchain - an infrastructure
is regarded as essential facility if there are no suitable alternatives and the
infrastructure can deny access. This issue, however, only concerns private
and/or permissioned blockchains which are much less in use compared to
public/permissionless blockchains.

Nevertheless, the distinction between these types of blockchain raises another
question: Can a product or service be interchangeable if offered on opposing
types of blockchain? Similar to online and offline markets, this question cannot
be answered generally. Rather, one must conduct a “traditional” market
definition (with demand side substitutability or the SSNIP test) to infer
whether any two products or services (be it on public or private blockchain)
are interchangeable. Therefore, it is theoretically possible that two products
or services are interchangeable based on their characteristics, the price level,
and the intended use even though one is on a public blockchain and the
other is on a private blockchain. However, price, quality, availability, consumer
preferences and barriers to market entry must also be considered.
Consequently, the substitutability equally depends on the level of privatization
of the blockchain.

4, Market definition based on block validation

The still limited literature on competition law in the context of blockchain
suggests delineating markets based on block validation.”’ It is surprising that
the authors assume separate markets based on consensus mechanisms
without providing any explanation as to why.*® Based on that assumption, they
apply the SSNIP test to these “markets”. It is, however, questionable if those
markets do even exist because of the difficulty to grasp the fact that a type
of internal organization is being analyzed in these cases. As mentioned above,
these consensus mechanisms are an inherent part of distributed ledgers (thus
also blockchains) because of the lack of intermediaries and the need of trust

Deuflhard Florian/Heller C.-Philipp, Defining Relevant Markets in the Crypto Economy,
TechREG CHRONICLE February 2022, 1 et seqq., 4 et seqq. (cit. Deuflhard /Heller, Defining
Relevant Markets).

“The markets for the two consensus mechanisms are likely separate.” (Deuflhard/Heller,
Defining Relevant Markets, 4).
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towards the counterparties. Therefore, the consensus mechanisms do not
provide any insight in interchangeability or - more generally - in competitive
constraints.

The main goal of the market definition is to define the framework for the
antitrust analysis. It aims to determining the competitive constraints con-
cerning the undertaking under investigation. The competitive constraints,
however, cannot be identified based on internal organizational structure. The
consensus mechanisms can be compared to (internal) decision-making
mechanisms in different types of undertakings (e.g., a voting in the general
assembly of a shareholder company where they decide on internal matters
without any influence to the market definition in competition law). In
traditional competition law, one does not define markets based on the type
of company (e.g., public stock company, limited company etc.). Competition
authorities rather consider the economic activities of these undertakings and
then decide that different types of companies belong to the same market. The
same logic should apply to blockchains.

Therefore, it is not convincing to base market definition on block validation
types.

5.  Market definition based on the layers of the blockchain

As mentioned, blockchains use a multi-layered architecture. This architecture
has important effects on the approach of market definition. For the purpose
of a market definition, it is important to distinguish the different layers and
identify the layer that is impacted.*® Most likely, products and services on each
layer are not interchangeable with products and services on other layers as
they do not provide functional interchangeability and /or consumers could not
change to a product or service on another layer.

a)  Market definition on the base layer

The base layer of blockchain (in the context of DeFij, it is called the settlement
layer) must be considered at the beginning. As explained above, the base
layer provides the infrastructure on which everything relies on. In the case of
blockchain, the base layer usually contains the used blockchain for the system,
thus the base layer consists of the blockchain itself and the native protocol
asset. Regarded as the foundation, everything bases on the Bitcoin network or
Ethereum network (or any other network).

% See also Schrepel, Blockchain + Antitrust, 185.
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This base layer of the blockchain can be compared to the infrastructure layer
of the internet. The internet (or its infrastructure) can be seen as a network
of networks that is linked together.®® While competition authorities have dealt
with a myriad of cases regarding the internet (more specifically based on the
internet), the question of defining a market along the infrastructure never
came up. The same thought process can be applied to the base layer of
blockchain.

Even though there are different protocols and infrastructures of blockchain (as
mentioned Bitcoin network, Ethereum network, but also Tezos network and
others), they are mainly public blockchain networks.®" Similar to the internet
infrastructure, these public and/or permissionless blockchain infrastructures
do not present any problems.® Therefore, at least for the time being, this base
layer does not seem to pose any difficulties regarding market definition.

Even if the blockchain infrastructure is viewed as a platform, hence as its
own ecosystem, it is questionable whether it may constitute its own market.
Even with digital ecosystems, authorities tend to struggle when defining
“ecosystem markets”, with good reasons. While at first sight, ecosystems might
seem to be competing against each other, a general definition of ecosystem
markets may lead to erroneous markets, especially when keeping in mind
that the goal of the market definition is to consider competing, substitutable
products and services from the point of view of the consumers. It is rare that
consumers will consider whole ecosystems as interchangeable; they rather
care about single products in an ecosystem.

A similar approach is necessary when analyzing blockchains. It is not
reasonable to view whole blockchain infrastructures (or ecosystems) as
general substitutes. In this case, it would be more accurate to investigate each
application on the blockchain.®

Another point of view is the qualification of a blockchain as a platform.** This
approach has the advantage of being (comparatively) easy to understand as it
bases its core logic on platform theories of digital businesses. According to
Pike/Capobianco, blockchains “compete to attract both users and validators”

60 Krol Ed/Hoffman Ellen S. FYI on “What is the Internet?’, May 1993, available at

<https: //www.rfc-editor.org /rfc /rfc1462.html>, 1 et seqq.

See section B.III. Types of blockchain.

See section B.IIL Types of blockchain.

6 See section C.IL5.b). Market definition based on the layers of the blockchain.

¢ Pike/Capobianco, OECD Blockchain Policy Series, 6; Hoffer Raoul/Mirtchev Kristina,
Erfordert die Blockchain ein neues Kartellrecht?, Neue Zeitschrift fir Kartellrecht 2019, 239
et seqq., 241 (cit. Hoffer/Mirtchev, NZKart 2019).
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while the blockchain itself “should be seen as platform products” As
mentioned above, the blockchain is not a product nor does it intend to be
one. The blockchain is just one type of distributed ledger that provides an
infrastructure for new types of applications with self-regulation as described
hereinafter.

Such a concept of self-regulation needs further explanation. According to
Tombs, regulation ensures the absence of chaos. Without regulation, actors of
society - or for that matter of any environment - tend to cheat. Therefore,
regulation suppresses and avoids these actors or these behaviors;” self-
regulation aims to do the same as governmental regulation with the difference
that the decisions to self-regulate stem from the community itself. Self-
regulation has several advantages: the rules created by the participants of a
given community are fundamentally efficient, as they respond to real needs,
reflect technology, and offer the possibility to flexibly adapt the legal
framework to the changing environment. Since self-regulation is negotiated
by the stakeholders involved, there is a high probability that such rules will be
widely accepted.®®

On the blockchain, self-regulation is an integral part of the concept itself.
The participants of any blockchain (and application on the blockchain) may -
depending on the structure of the blockchain® and the content of the smart
contract®® - also regulate business decisions acting as something similar to
the general assembly of a company (more specific as the shareholders of a
company). Therefore, it is wrongful to treat a blockchain as a platform product;
for that reason, this comparison is flawed.

Furthermore, the core idea of digital platforms is having the function of a
central party, the so-called intermediary, while the whole structure of
blockchains is based on the lack of intermediaries. Therefore, this comparison
is misleading as well.

However, if ever a market definition on the base layer is necessary, the
approach of Schrepel comes closest of being applicable. He identifies

% Tombs Steve, Understanding Regulation?, Social & Legal Studies 2002, 113 et seqq., 114.

%  Weber Rolf H., Sectoral Self-Regulation as Viable Tool, in: Mathis Klaus/Tor Avishalom
(eds.), Law and Economics of Regulation, Cham 2021, 25 et seqq., 26; Weber Rolf H.,
Realizing a New Global Cyberspace Framework, Normative Foundations and Guiding
Principles, Zurich 2014, 27; similar basic principles are applicable to the blockchain as well.
For detailed explanation of the structure of the blockchain, see section B.V. Main
characteristics of blockchain.

See footnote 71 for further remarks on the smart contract.

67

68

c19



substitutable blockchains on the demand side based on their nucleus.* While
this method is possible, it may result in a too narrow view of markets. It is
correct that the nucleus of a blockchain has to some extent control over the
blockchain and may impose constraints on the blockchain. Even so, this should
not be the approach when considering the whole infrastructure.

If authorities need to define markets on the infrastructure layer, it is important
to find the opposite market side.”” On the infrastructure layer, the opposite
market side are the undertakings that seek the service of the infrastructure
which is the use of the blockchain. All blockchain networks provide the same
service - a blockchain. Here, a broader approach may be necessary because
first of all, authorities need to decide whether blockchains and other
distributed ledgers are interchangeable. As mentioned above, the special
characteristic of blockchains is the chronological linkage of blocks which are
connected by cryptographic hashes and constitute a unique and traceable
chain. Other distributed ledgers may have fundamentally different structures
which may not be favorable for certain use cases. Hence, depending on the
exact use case, the substitutability of blockchains with other distributed
ledgers needs to be evaluated.

Once this is determined, in a second step, the question of private/
permissioned and public/permissionless blockchain arises. Here again,
depending on the exact use case of the blockchain, it is possible that all types
are substitutable. But if an undertaking (or a state) needs to use a specific
type of blockchain to be able to hold control, only private or permissioned
blockchains may be substitutes.

b)  Market definition on the application layer

The actual challenge for a market definition on the blockchain is at the
application layer that can remotely be compared to different websites on
the internet (or even different applications on different “app stores”). An

% Schrepel, Blockchain + Antitrust, 130.

70 Market definition is conducted from the perspective of the opposite market side (BSK-
Reinert/Walchli, Art. 4 para. 2, marginal no. 102; LMRKM Kartellrecht-Bergmann /Fiedler,
Art. 102 marginal no. 35). The opposite market side often are the consumer, but depending
on the perspective, the consumer may change.
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application runs on the base layer and are a user-friendly interface that allow
interaction with the smart contract” and other protocols of the blockchain.

On the application layer, again, different distinctions are necessary. Firstly,
only applications on one specific blockchain network may be substitutes.
Then, one may view all applications on public or private blockchains as sub-
stitutes. Lastly, it is also possible to assume interchangeability of applications
independent of the blockchain network they are based on (only based on their
products or services).

The first approach needs to be rejected. It is not reasonable to narrow the
substitutes of an application to its existence on any specific blockchain
network. The reasoning here is twofold: Firstly, market delineation on the base
layer usually only concerns the undertakings deciding on which blockchain
network they are willing to build their application. Secondly, users of the
applications are seeking the services of said application and not the blockchain
the application is based on. Therefore, it is not right to discard all applications
on other blockchain infrastructures from the very beginning without
conducting any reasonable market definition.

The second approach is more intricate. While there is some truth in the fact
that private/permissioned and public/permissionless blockchains may not be
interchangeable to some users, this question usually regards the undertakings
building their applications on a specific blockchain network. From the
perspective of the end users, however, the actual product or service of the
application itself is of importance. Therefore, private/permissioned and
public/permissionless blockchains may be considered to the extent that they
constitute an inherent part of their product or service. Hence, competition
authorities should not delineate markets for applications just on the mere
fact that they are built on private/permissioned or public/permissionless
blockchains.

7l The smart contract is based on predetermined rules (if-then rules); if the smart contract

is stored on the blockchain and a predefined scenario occurs, then the contract is
automatically executed - according to the predetermined consequences. Therefore, the
execution of the smart contract does not necessarily require a “common” consensus in
the legal sense, but merely the occurrence of the predefined event (this event itself may
require a consensus but does not have to). In this respect, smart contracts are not contracts
in the legal sense, but programs that automate process flows on a blockchain and ensure
the correct execution of contractual relationships (for further details, see Schar, Federal
Reserve Bank of St. Louis Review 2021, 154; Schar Fabian/Htibner Philipp, Blockchain und
Smart Contracts im Kontext der Prozessautomatisierung, in: Bruhn Manfred/Hadwich
Karsten (eds.), Automatisierung und Personalisierung von Dienstleistungen, Berlin 2020,
297 et seqq., 305).

C21



The last approach will be - in most cases - a suitable approach. Applications
shall not be excluded in advance from the scope of the market definition
because of the network they are based on or because of the type of blockchain
they are part of.”

When defining the market on the application layer, the demand side
substitutability provides satisfying results. Here, comparisons to multi-sided
markets™ need to be prevented. While applications on the blockchain may
provide similar services to applications on the digital economy, their
fundamental structure is different. Applications in the digital economy are
based on multi-sidedness with the application (or the platform) as the
intermediary of the business. On the blockchain, this is logically not possible.
Blockchains do not have any intermediary that is connecting two (or more)
sides together. The blockchain, as a distributed ledger, is typically a public
database distributed across multiple locations, countries, and institutions.
Each computer interacting with the blockchain constitutes an own node that
cannot be allocated to any side. Hence, the application itself, as a whole, needs
other applications as substitutes which constitute the market.”

On this level of market definition, the use of the SSNIP test is possible too.
The approach of applying the SSNIP test on this layer of the blockchain can be
situated between its applications on “traditional” markets and digital markets.
On digital markets, the SSNIP test tends to meet problems with the small but
significant and non-transitory increase of price because most of these services
are free of charge. To overcome this issue, it has been suggested to have a
SSNDQ test (small but significant and non-transitory decrease of quality)” or
that “the SSNIP should be applied to the (weighted) average competitive price

applicable to the particular platform business”.”®

Applications on the blockchain, however, are not fully comparable to these
platform businesses; for competition authorities, it may even be easier to
define markets for the application layer on the blockchain. The SSNIP test
needs no adaptation of the method itself but only on where it is applied.
The general use of an application is mostly free of charge on the blockchain,

2 Similarly, Pike/Capobianco, OECD Blockchain Policy Series, 6.

To some extend Pike/Capobianco, OECD Blockchain Policy Series, 6.

Not entirely matching, but with a similar thought process Pike/Capobianco, OECD

Blockchain Policy Series, 6.

75 Filistrucchi Lapo, Market Definition in Multi-Sided Markets, in: OECD (ed.), Rethinking
Antitrust Tools for Multi-Sided Platforms, 37 et seqq., 47 et seq.; Smith/Duke, ECJ 2021, 104
et seq.

76 Smith/Duke, ECJ 2021, 104 et seq.
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but as mentioned in the introduction, the blockchain can be seen as the
internet of values. The blockchain focuses on digitally represented assets,
their ownership, access to them, and transactions with these assets. The latter
concept is the foundation to the other use cases. A digitally represented asset,
its ownership, and access to it only is useful if a transaction proceeds them.

Therefore, any use of an application usually intends to conduct a transaction at
some point. Hence, it is possible to assess the SSNIP test on said transactions.
Depending on the blockchain network and the application that is being used,
users need to pay a certain fee for such transaction, in most cases the native
token of the application. These amounts are either measured at a percentage
rate of the whole transaction or are a fixed amount. Here, the SSNIP test is
applicable because a small but significant and non-transitory increase of price
(here the price of each transaction) is very much possible.

Again, it is not reasonable to differentiate the applications based on the
consensus mechanism.” The consensus mechanisms are in fact important
for internal matters of each application, but this is usually of no importance
to the users. The users seek the service (or product) of said application. As
mentioned above, this can be compared to the internal structure of any given
undertaking in the “traditional” markets. When deciding whether any two
products (or services) are substitutes, it is not of any relevance whether the
undertaking providing the product (or service) is a limited company or a public
stock company. Similarly, it cannot be of importance whether decisions made
on applications are based on proof of work or proof of stake, even if they
are fundamental decisions on what product an undertaking should provide.
It is possible that an application - based on the voting - decides to change
its product (or service) which in return would lead to it not being part of
said relevant market anymore. However, it is not necessary to exclude any
application from the very beginning.

III. Market power

The way of determining market power has been discussed and questioned
in the past. Because the calculation of market power is difficult, competition
authorities usually use a two-step method. First, the relevant market is

77 For the consensus mechanisms, see section B.V.3.
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defined, then the potentially dominant position is determined comparing all
undertakings of that market.” Logically, a narrower market definition tends to
have more powerful undertakings.

In traditional markets, the most common method of calculating market power
is based on market shares. Market shares are therefore also the starting point
for analyzing whether a company is dominant. However, market shares are
not as indicative on the blockchain because of their special architecture and
may not be used as a proxy. Especially when considering the first layer, market
shares are not a useful tool of comparison because of the differences in the
value of the concerned cryptocurrency of each blockchain.”

1. Existing methods

As mentioned above, the market share is an important factor when
ascertaining market power.*” In the context of blockchain, it is not clear how
an authority would calculate market shares. Several approaches seem to have
emerged in the past which need further clarification.

One method examines market power based on the consensus mechanisms.®'
Hoffer/Mirtchev suggest two different ways of identifying market power.*
According to their first method, market power on a blockchain based on
proof of stake® could be measured by the ownership of the issued tokens,
especially if one or several users have a high volume of ownership in view of
the issued tokens.** While this approach is able to determine who has a say
in said blockchain ecosystems, it does not reveal anything on market power.
This fact is rather comparable to majority shareholders in a company acting
in a “traditional” market. When determining whether a company has market
power (and is abusing that power), competition authorities do not need to
know whether someone has a majority stake in the company or not.

8 See EGC, Judgment of 6 July 2000, Case T-62/98, ECLLEU:T:2000:180 - Volkswagen v
Commission, marginal no. 230; see also ECJ, Judgement of 14 February 1978, Case 27/
76, ECLI:EU:C:1978:22 - United Brands v Commission, marginal no. 10; ECJ, Judgement of
21 February 1973, Case 6-72, ECLI:EU:C:1973:22 - Europemballage v Commission, marginal
nos. 29-35.

Similarly, Schrepel, Blockchain + Antitrust, 187.

See section C.I1.2. Current state of market definition.
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81 See section BV.3. for the consensus mechanisms.

82 Hoffer/Mirtchev, NZKart 2019, 244.
8 For a detailed description of proof of stake, see BV.IILb).
8 Hoffer/Mirtchev, NZKart 2019, 244.
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As specified above, the indirect method of calculating market power
determines the market power of different undertakings in one defined market.
Hoffer’s and Mirtchev’s method, however, does not consider different
undertakings in a defined market, but only examines the internal matters
within a blockchain infrastructure (or application) which is of no interest for
competition law.

According to these authors, the other way of establishing the domination of
a relevant market is by evaluating the hashing power in a proof of work.*® As
they state correctly, there is a hypothetical chance of controlling a blockchain
when a group of miners can control more than 50% of the hashing power.
Consequently, miners would be able to control the consensus on a network.
From that, they deduce market power through these miners.*® However, this
again does not establish any market power and just describes the circum-
stances within a blockchain infrastructure as it just concerns the internal
matters of an undertaking (i.e., control of an undertaking). This method does
not allow to compare any two undertakings for antitrust proceedings.

Therefore, these existing methods are impractical and do not grant any
reliable insight on market power or dominant position of an undertaking in
a defined market. Hence, it is necessary to provide an appropriate proxy or
approach for calculating market power on the blockchain.

2. Alternative approach for the determination of market
power on the blockchain

Because the market share cannot be used as a proxy when determining market
power on the blockchain, another approach is necessary. One possible
solution would be to establish market power through the number of
participating nodes. As mentioned, blockchains consist of different nodes
forming the distributed network.”’

One challenge of this method consists in the control over the nodes because
in public/permissionless blockchains everybody is allowed to “connect” to the
blockchain, i.e., to create an own node. In consequence, this situation allows to
have “unused” nodes on the application. Therefore, plainly determining market
power by the existing nodes does not provide satisfying results. While using

85 For a detailed description of proof of work, see B.V.IILa).

86 Hoffer/Mirtchev, NZKart 2019, 244; further details on the 51% attack, see Weber, DLT-
Handelsplattformen, 88.

See sections B.I. Terminology, B.Il. Fundamental objectives of blockchain, and B.V.2.
Decentralized structure without intermediaries.

87
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nodes as a proxy for market power might have some advantages, authorities
need to further investigate the exact behavior of these nodes, i.e., investigate
their activity on the application (passive users generally do not provide any
added value to the system). The activity of the nodes can be determined by
different factors such as participation on consensus-building, participation
on the blockchain, conducting transactions or even search queries where
applicable.®

Another interesting way of deducing the activity on a blockchain is by
analyzing the hashing power spent for any one validation of a block. The
faster a community is able to validate a block (thus the more hashing power
they spend) the more active this community is. Hence, this blockchain (or
application) usually also is more attractive than other competing blockchains
(or applications).*

Again, another way of calculating market power on a blockchain might be to
rely on the number of transactions recorded on a blockchain (or application).
This, however, may lead to inaccurate results because just a high number
of transactions does not equal to high market power. This method needs to
be combined with the volume of transactions conducted on said blockchain.
Because the blockchain is regarded as the internet of values, the number of
transactions combined with the volume of those transactions may provide
valuable insight on market power. When considering the volume of a
transaction, further problems may arise, especially the high fluctuation of
the value of tokens® on the blockchain.”® There are, however, possibilities to
circumvent this problem. Even though Schrepel also brings up the problem
of high fluctuation, he disregards the fact that, when analyzing different
blockchain structures, authorities do not necessarily need to convert the value
of a token to fiat money. It is easily possible to calculate the value of tokens on
the blockchain based on an “anchor token”. Then, there is a lot less fluctuation
of the tokens under investigation and the analysis is kept in the blockchain
environment without outside world influences.

Due to the fact that transactions are of great importance on the blockchain
the generated revenue on the blockchain or the applications may also be one
of many indicators on its market power.

8 Similarly, Schrepel, Blockchain + Antitrust, 190; Lianos, Blockchain Competition, 86.

Lianos, Blockchain Competition, 86.

A token in the context of distributed ledgers is considered a digital representation of a good
and can be traded like assets that are part of the underlying protocol.

See also Schrepel, Blockchain + Antitrust, 189.
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In contrast to the already existing ways of determining market power on the
blockchain, this method comprehensively captures the (economic) activity on
a blockchain and not the internal organization of it. In addition, the activity
of the nodes can compare different applications regardless of whether the
investigated undertakings are based on a public/permissionless or private/
permissioned blockchains.

D. Outlook

As two core elements of antitrust proceedings, market definition and market
power have always been an object of competition law literature. This most
probably will not change with the challenges of the blockchain developments.
Even though this topic is still to be fully explored by informatics, business,
law, and other scholars, it seems to be important to take first actions where
possible.

Similar to the developments in the context of the regulation of financial
markets, it remains to be seen what importance blockchain architecture will
have for authorities. There has not been any antitrust case concerning the
blockchain so far. Nonetheless, first discussions on this topic seem to show
that a correct application of the already known (and with the digital
developments expanded methods) usually appear to be able to seize the
challenges faced with blockchain.

In view of market definition, this article suggests distinguishing between each
layer of the blockchain architecture. The base layer is comparable to the
infrastructure layer of the internet. As for the internet, the infrastructure layer
usually is not part of antitrust proceedings. Authorities are more concerned
with what happens on this infrastructure. Similarly, in the context of
blockchain, authorities will most probably deal with applications that are
created on said infrastructure. It is imperative that competition authorities
do not differentiate from the very beginning between markets based on the
blockchain network itself and markets based on the type of blockchain
(public/permissionless or private/permissioned). When looking at the
application layer, a market for the application as a whole can be constituted by
applying the concept demand side substitutability. Furthermore, it is possible
to define a market based on the SSNIP test as every application conducts a
transaction. Such a transaction is coupled with a fee, be it at a percentage rate
or a fixed amount, which can serve as the price that needs to be increased.

In the past, it has been suggested that market power may be calculated
through ownership in tokens on a proof of work or control of more than 50%
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on a proof of stake system. Both methods, however, do not provide sufficient
knowledge on market power, but only on internal control of an undertaking
which is of no relevance for competition law. Therefore, this article suggests
determining market power through the activity of nodes in any blockchain
network or application. The activity of nodes is a valuable indicator on active
usage of the network or application.

As shown, there is no need to adapt the antitrust laws themselves because
selectively adapting the approach to market definition and calculation of
market power seems sufficient. This would also be in line with the desirability
of making regulations technologically neutral when regulating DLT and
blockchain law.

This article has not touched on various other problems regarding competition
law in the blockchain environment which need further investigation. Once
market definition and market power are established, authorities have to look
at anti-competitive practices by undertakings. But in the context of
blockchain, it is important to first acquire insights on what layer of the
blockchain is of interest and on what exactly constitutes the undertaking
(or on what this undertaking consists of). The theory of granularity lays the
ground for that analysis.
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Key Design Elements of the Economic and Monetary
Union (EMU)

The legal basis for the Economic and Monetary Union (EMU), which started
operating on 1January 1999, is set out in primary EU law: the Treaty on
European Union (TEU), in more detail in the Treaty on the Functioning of the
European Union (TFEU)' (jointly, the Treaties), and several Protocols annexed
to them. Participation therein is confined to the Member States meeting
specific economic and legal ‘convergence criteria’” The EMU is asymmetric by

Consolidated versions of the Treaty on European Union and the Treaty on the Functioning
of the European Union, OJ C 202, 7June 2016, pp.13-45 and 47-200, respectively. The
EMU was established by the Treaty of Maastricht of 7 February 1992 (Treaty on European
Union, signed at Maastricht on 7 February 1992, OJ C 191, 29 July 1992, pp. 1-112), which was
then embedded into the Treaty establishing the European Community (TEC) (Consolidated
version, OJ C 321, 29 December 2006, pp. 47-200). For a detailed presentation of the road
towards the EMU, see Bini-Smaghi, L./Padoa-Schioppa, T./Papadia, F., The Transition to
EMU in the Maastricht Treaty, Essays in International Finance, No 194, Princeton University,
1994 Princeton, N.J; and Issing, O., The Birth of the Euro, Cambridge University Press, 2008
Cambridge.

TFEU, Articles 130-131 and 140(1). Those not meeting these criteria are referred to as
‘Member States with a derogation’; they also include Denmark, the only (anymore) Member
State with an opt-out clause from the monetary union under the conditions laid down in
Protocol (No 16) (Consolidated version, OJ C 202, 7 June 2016, p. 287). Applicable to these
Member States are Arts 139-144.
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design (and remains so): whereas in the context of the monetary union the EU
has exclusive competence (inter alia) in relation to monetary policy-related
issues for the Member States participating therein, the same does not hold
true in the context of the economic union, where (the other) economic policies
remain national, the EU having a mere coordinating competence.’

I.  On the Monetary Union

First, in the monetary union, which is undoubtedly the core of the EMU, a
European System of Central Banks (ESCB) was established, consisting of the
European Central Bank (ECB), which is an EU institution,* and the national
central banks (NCBs) of all Member States; part of that is the ‘Eurosystem),
composed of the ECB and the NCBs of the Member States whose currency is
the euro.’ The basic tasks of the (ECB within the) Eurosystem, whose primary
objective is to maintain price stability,’ include the definition and implemen-
tation of the single monetary policy; the conduct of foreign-exchange
operations (single foreign-exchange policy);® the holding and management

3 TFEU, Articles 3(1), point (c) and 5(1), respectively.

TEU, Article 13(1), second sub-paragraph, sixth indent.

5 TFEU, Article 282(1). The operation of the ECB, the ESCB and the Eurosystem is governed
by the TFEU and the Statute of the ESCB and the ECB (hereinafter the ‘ESCB/ECB Statute’)
(Consolidated version, OJ C 202, 7June 2016, pp. 230-250). Article 14.3 of that Statute
governs the relationship between the ECB and the NCBs of the Member States whose
currency is the euro. It is noted that both the ESCB and the Eurosystem do not have legal
personality. On the institutional aspects of the ECB, see Gortsos, Ch. V., European Central
Banking Law - The Role of the European Central Bank and National Central Banks under
European Law, Palgrave Macmillan Studies in Banking and Financial Institutions, Palgrave
Macmillan, Cham - Switzerland, 2020 (Gortsos (2020)), pp. 245-278, with extensive further
references; on the role of NCBs in the ESCB and the Eurosystem, see ibid., pp. 188-194.

¢ TFEU, Article 127(1), first sentence (inter alia).

Responsible for its formulation is the ECB Governing Council (GC), which must adopt

Guidelines for the implementation of intermediate monetary objectives, key interest rates

and the supply of reserves in the Eurosystem (ESCB/ECB Statute, Article 12.1, first sub-

paragraph, second sentence).

This must be consistent with Article 219 TFEU. If the euro is freely floating in exchange-rate

markets (as currently), this task is carried out by the Eurosystem in cooperation with the

Council (as composed by the Ministers of the Member States whose currency is the euro,

the ‘Eurogroup’) (Article 219(2)).
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of Member States’ official foreign reserves; and the promotion of payment
systems’ smooth operation.’

In this respect it is worth noting that price stability maintenance is the primary
but not the exclusive objective of the Eurosystem. The TFEU" clearly sets out
that, without prejudice to this objective, the Eurosystem shall (also) support
the “general economic policies in the EU” to contribute to the achievement
of the EU objectives as laid down in Article 3 TEU, acting in accordance with
the principle of an open market economy with free competition favouring an
efficient allocation of resources (a statement of respect for market economics)
and in compliance with the principles set out in Article 119(3) TFEU. On the
other hand, the Eurosystem does not have a dual primary objective (as is the
case with some other central banks, such as the US Federal Reserve System).
This hierarchy of objectives implies that it can only pursue its secondary
objectives if it has assured the primary one and must, thus, perform its tasks
aimed at combatting inflation (or disinflation) and only if this is achieved at
influencing growth, employment, environmental and other conditions.

Second, the general regulatory framework governing the monetary policy
instruments includes a wide set of legal acts of the ECB, spearheaded by
Guideline (EU) 2015/510 of 19 December 2014 “on the implementation of the
Eurosystem monetary policy framework (General Documentation Guideline)
(ECB/2014,/60) (recast)’, as in force," which, inter alia, governs the so-called
‘monetary policy operations’ (i.e., open market operations and standing
facilities). The application of minimum reserves, i.e., the third category of
instruments for the implementation of the single monetary policy, is governed
by Council Regulation (EC) No 2531/1998 of 23 November 1998 “concerning

®  TFEU, Article 127(2). On these tasks, see Gortsos (2020), pp. 281-320, with extensive further
references. In their conduct, the ECB enjoys a high degree of functional, personal, financial,
and operational independence, albeit subject to accountability and transparency (ibid.,
Articles 130, 282(3), third-fourth sentences, 283(2), third sub-paragraph and 284(3)). In
respect to personal independence, see also the Judgment of the Court (Grand Chamber)
of 26 February 2019 in Joint Cases C-202/18 and 238/18, Ilmdrs Rim$evi¢s and European
Central Bank v Republic of Latvia (ECLI:EU:C:2019:139). Similar provisions apply to the NCBs
(their institutional independence being a key legal convergence criterion, TFEU, Article 131).

10 TFEU, Article 127(1), second sentence.

' 0J L 91, 2.4.2015, pp. 3-135; by end-February 2023, this legal act had been amended twelve
times; the current consolidated version is available at: <https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=CELEX:0201400060-20220708>. The power of the ECB to adopt
legal acts, in order to carry out the tasks conferred upon the ESCB/Eurosystem, is based
on Article 132(1) TFEU and Article 12.1 ESCB/ECB Statute.
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the application of minimum reserves by the [ECB]’”” and ECB Regulation (EU)
2021/378 of 22 January 2021 “on the application of minimum reserve require-
ments (recast) (ECB/2021/1)’® which further specifies the Council
Regulation’s provisions.

Finally, the ECB has also been endowed with other tasks, such as the issuance
of banknotes and coins denominated in euro (the single euro area currency')
and the contribution to the smooth conduct of policies pursued by the
national authorities relating to the prudential supervision of credit institutions
and the financial system’s stability.”” However, it is not acting as a lender of
last resort to credit institutions established in the euro area. Such lending to
solvent credit institutions exposed to severe liquidity problems is provided
by the NCBs of the Member State in which they are incorporated under the
conditions governing the Emergency Liquidity Assistance (ELA) Mechanism."®

II. On the Economic Union

The concept of the economic union, as defined in the TFEU," refers to the
adoption of an economic policy which is based, inter alia, on the close
coordination of Member States’ economic policies. Hence, unlike in the case
of the monetary union, where a single currency and a single monetary and
foreign policy have been envisaged, Member States’ economic policy (or, more

12 QJ L 318, 27.11.1998, pp. 1-3; this is in force as amended by Council Regulation (EC) No 134/
2002 of 22 January 2002 (OJ L 24, 26.1.2002, p. 1).

13 0J L 73, 3.3.2021, pp. 1-15. This Regulation, which repealed ECB Regulation (EC) No 1745/
2003 of 12 September 2003 (ECB/2003/9) on the same subject (OJ L 250, 2.10.2003, pp.
10-16), is in force as repeatedly amended (most recently by Regulation (EU) 2022,/2419 of
6 December 2022 (ECB/2022/43), O] L 318, 12.12.2022, pp. 7-8). The current consolidated
version is available at: <https://eur-lex.europa.eu/legal-content/EN/TXT /?uri=CELEX:
02021R0378-20221221>.

14 TFEU, Article 128. The euro is the currency of the EMU (TEU, Article 3(4) TEU) and is a
single and not a common currency (TFEU, Article 119(2)), which substituted for the (former

national) currencies of the Member States participating in the euro area at an irrevocably
fixed rate (ibid., Article 140(3)). Concurrently, the euro is the national currency of those
Member States by virtue of national law.

5 Ibid., Article 127(5); see indicatively Psaroudakis, G., The Scope of Financial Stability
Considerations in the Fulfilment of the Mandate of the ECB/Eurosystem, Journal of
Financial Regulation, Vol. 4, 2018, pp. 155-156.

16 The role of the ECB is delimitated by Article 14.4 ESCB/ECB Statute; see Gortsos (2020),
pp.- 388-399, with extensive further references. On the economics of the monetary union,
see De Grauwe, P, Economics of Monetary Union, 13th Edition, Oxford University Press,
Oxford - New York, 2020.

17" TFEU, Article 119(1); see also Article 120.
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precisely, dimensions thereof other than the monetary and foreign exchange
policies, such as fiscal policy) was not “europeanised” and no Member State
(even if having adopted the euro) lost autonomy in its conduct.”® However,
this autonomy is significantly constrained by the institutional framework of
the economic union, which is composed of provisions governing, on the one
hand, the close coordination of Member States’ economic policies and, on the
other hand, fiscal discipline. The latter consists of a procedure for monitoring
excessive government deficits and of the imposition upon Member States of
certain prohibitions with respect to the financing of their public expenses.”

One of the prohibitions introduced is the “no-bail-out-clause” under which
the EU is neither liable for nor assumes the obligations of central govern-
ments, regional, local or other public authorities, other bodies governed by
public law or public undertakings of Member States; the same applies to the
Member States.”* These provisions are widely considered to constitute the
institutional constraint for the issuance of so-called “Eurobonds” or “stability
bonds”*

18 A single economic policy, which would become an exclusive EU competence, as the

monetary policy, when and if achieved, would mean that Member States would no longer
enjoy, in essence, any degree of freedom in the conduct of their macroeconomic policy in
general. Therefore, the decision for full economic unification in such form would have to be
made along considerations for a genuine EU political integration.

TFEU, Articles 121 (on economic policy coordination) and 123-126 (fiscal discipline). The
rules laid down in Articles 122 and 126 are further specified in Council Regulations (EC)
No 1466/97 on the strengthening of the surveillance of budgetary positions and the
surveillance and coordination of economic policies and (EC) No 1467/97 on speeding up
and clarifying the implementation of the excessive deficit procedure (both of 7 July 1997
(OJ L 209, 2 August 1997, pp. 1-5 and 6-11, respectively) and as in force), which constitute
the two pillars of the Stability and Growth Pact (SGP); see indicatively Keppenne, J.-P., EU
Fiscal Governance of the Member States: The Stability and Growth Pact and Beyond, in
Amtenbrink, F. and Hermann, Ch. (eds.): Oxford Handbook on the EU Law of Economic and
Monetary Union, Oxford University Press, 2020 Oxford, Chapter 28, pp. 813-849.

TFEU, Article 125(1), first and second paragraphs, respectively.

On the feasibility of introducing “Stability Bonds”, based on three alternative scenarios and
a cost-benefit analysis, see the European Commission’s Green Paper on Stability Bonds
of 23 November 2011 (COM(2011) 818 final), available at: <https://ec.europa.eu
economy _finance/articles/governance/2011-11-23-green-paper-stability-

20
21

bonds_en.htm>. See also the European Parliament’s resolution of 15 February 2012 on
the feasibility of introducing stability bonds (at: <https: //www.europarl.europa.eu/sides

etDoc.do?type=TA&language=EN&reference=P7-TA-2012-46>). Out of an extensive
literature on this topic, see, by means of mere indication, Ubide, An., Stability Bonds for the
Euro Area, Peterson Institute of International Economics, Policy Brief, Number P B 15-19,
October 2015.
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This institutional framework also contains provisions on “economic
solidarity”** However, until the 2010 outbreak of the euro area fiscal /sovereign
crisis, it did not govern the management of such crises in extreme-case

scenarios as that.”®

B. The Impact of the Four Major Crises During the
Period 2007-2022"

I.  The Global Financial Crisis (GFC)

1. Recourse by the ECB within the Eurosystem to
unconventional monetary policy measures

The onset of the (2007-2009) GFC* showed that the key problem of concern to
the ECB was not the risk of inflation but that of very low inflation (disinflation).
Given that the GC had defined (since the start of the Eurosystem’ operation)
price stability as a year-on-year increase in the Harmonised Index of
Consumer Prices (HICP) for the euro area of below, but close to, 2%,2% the
fact that price levels remained persistently below this benchmark rendered
necessary for the ECB, like other central banks in advanced (and not only)
economies since the monetary policy cycle was synchronised around the
world, to adjust its monetary policy to address the risks of low inflation.

In this respect, in order to bolster liquidity in the euro area economy, it
gradually cut the rate for its main refinancing operations (MROs); extended the
maturity of its longer-term refinancing operations (LTROs); provided liquidity
in foreign currency, particularly in US dollars and yen; carried out massive

22 TFEU, Article 122.

2 See on this further below, under B.IL.2.
24 This is a typical manifestation of a ‘permacrisis; a term defined in the Collins English Dictio-
nary as an extended period of instability and insecurity, especially one resulting from a se-
ries of catastrophic events.

25 For an overview of the causes of this crisis, see Gortsos, Ch. V., Fundamentals of Public
International Financial Law: International Banking Law within the System of Public
International Financial Law, Schriften des Europa-Instituts der Universitat des Saarlandes
- Rechtswissenschaft, Nomos Verlag, 2012 Baden-Baden, pp. 127-130, with extensive further
references.

26 Under this quantitative definition, price stability “shall be maintained over the medium term”
(a precondition for sustained growth). Its publication aims at building credibility for the
strategy required to safeguard the efficiency of monetary policy and grant transparency.

See also below (under B.I11.2.) in relation to the ECB’s new monetary policy strategy.
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purchases of covered bonds denominated in euro; and markedly broadened
the pool of assets eligible by the Eurosystem as collateral in the conduct
of its credit transactions in the context of its single monetary policy.”’ In
addition, it decided to have recourse to quantitative easing (QE), namely to
use ‘unconventional monetary policy instruments and mainly adopt and
implement asset purchase programmes (APPs).”®

Its first APP was the covered bond purchase programme of 2 July 2009
(CBPP).* This was then followed, on 14 May 2010, by the Securities Markets
Programme (SMP),** which was terminated in 2012, and pursuant to which the
ECB could, upon a CG Decision purchase, inter alia, Member States’ sovereign
bonds in the secondary market. ECB purchases of such bonds in the primary
market (that is, upon their issuance) is prohibited by the TFEU as part of the
fiscal discipline framework.”'

2. The creation of the European System of Financial
Supervision (ESFS) and the role of the ECB therein

The scale and intensity of the GCF have also highlighted that price stability is
not sufficient for financial stability and, thus the need to enhance the (then)
existing EU regulatory and supervisory framework relating to the financial
system. In this respect, on 25 February 2009, the High-Level Group on
Financial Supervision in the EU, that was set up by the Commission and
chaired by the France’s former central banker Jacques de Larosiére, submitted

27 See details in Tuori, KL, Monetary Policy (Objectives and Instruments), in: Amtenbrink,

F./Hermann, Ch. (eds.): The EU Law of Economic and Monetary Union, Oxford University
Press, 2020 Oxford, Chapter 22, pp. 615-698, pp. 642-652.

For an assessment, see Smits, R, A central bank in times of crisis: the ECB’s developing
role in the EU’s currency union, in: Conti-Brown, P./Lastra, R.M. (eds.): Research Handbook
on Central Banking, Research Handbooks in Financial Law, Edward Elgar Publishing,
Cheltenham, UK - Northampton, MA, 2018 USA, Chapter 10, pp. 184-207; European Central
Bank, The ECB's monetary policy stance during the financial crisis, ECB Monthly Bulletin,
January 2010, pp. 63-71; and Zilioli, Ch./Athanassiou, Ph. L., The European Central Bank, in:
Schiitze, R. and Tridimas, T. (eds.): Oxford Principles European Union Law - Volume I: The
European Union Legal Order, Oxford University Press, 2018 Oxford, Part III: Institutional
Framework, Chapter 19, pp. 610-650, pp. 633-644.

Decision of the ECB of 2 July 2009 on the implementation of the covered bond purchase
programme (ECB/2009/16), 2009,/522 /EC, OJ L175, 4 July 2009, pp. 18-19.

Decision of the ECB of 14 May 2010 establishing a securities markets programme (ECB/
2010/5), 2010/281/EU, OJ L 124, 20 May 2010, pp. 8-9.

31 TFEU, Article 123(1).
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a Report (‘de Larosiére Report)),*> which included specific recommendations
which led to the creation of the ‘European System of Financial Supervision’
(ESFS) that became operational on 1January 2011.

The ESFS, which applies to all EU Member States, consists of the three (so-
called) European Supervisory Authorities (ESAs) and of the European Systemic
Risk Board (ESRB), which has been tasked with the macroprudential oversight
of the EU financial system to address systemic vulnerabilities.* In respect
to the operation of the ESRB it was also decided to activate, for the first
time, Article 127(6) TFEU, pursuant to which the Council may, by a unanimous
Regulation, confer ‘specific tasks’ upon the ECB concerning policies relating
to the prudential supervision of credit institutions* and other financial firms
with the exception of insurance undertakings.” On the basis of this enabling
clause, the ECB has been assigned specific tasks in the field of financial
macroprudential oversight by a Council Regulation,® taking into account the
close links between monetary and macroprudential policies.”

32 Available  at:  <https://ec.europa.eu/commission barroso/president/pdf/statement
20090225 en.pdf>. For an overview, see Ferrarini, G./Chiodini, F., Regulating cross-border

banks in Europe: a comment on the de Larosiere report and a modest proposal, Capital
Markets Law Journal, Vol. 4, 2009 Oxford University Press, pp. 123-140.
33 Regulation (EU) No01092/2010 of the European Parliament and of the Council of
24 November 2010 on European Union macro-prudential oversight of the financial system
and establishing a European Systemic Risk Board, OJ L 331, 15 December 2010, pp. 1-11 (as in
force). On the ESFS, see indicatively Gortsos (2020), pp. 105-140.
In EU banking law, ‘credit institution’ means (in principle) an undertaking the business of
which is to take deposits or other repayable funds from the public and to grant credits for
its own account.
For an analysis of this provision, see Gortsos (2020), pp. 198-200.
36 Council Regulation (EU) No 1096,/2010 of 17 November 2010 conferring specific tasks upon
the European Central Bank concerning the functioning of the European Systemic Risk
Board, OJ L 331, 15 December 2010, pp. 162-164. On these specific tasks, see Gortsos (2020),
pp. 371-373.
The interaction between monetary policy and financial stability is well established; in
the aftermath of the GFC, the aim of monetary policy remained price stability and
macroprudential policies were tasked with the preservation of financial stability; see
indicatively Lastra, R.M./Goodhart, Ch., Interaction between monetary and bank regulation,
Monetary Dialogue Papers, European Parhament September 2015, available at:

fcb9-11e6- 8335 Olaa75ed71a1 language-en>, pp. 37-54; and Vifials, J./Blanchard, O./Tiwari,
S., Monetary Policy and Financial Stability, IMF Policy Paper, IMF, September 2015, available
at: <https: //www.imf.org /external /np/pp/eng /2015 /082815a.pdf>.
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II. The fiscal crisis in the euro area

1. Further quantitative easing by the ECB within the
Eurosystem

Following the onset of the fiscal crisis in the euro area in the spring of 2010,”®
several of the above-mentioned monetary policy measures were further
strengthened: first, the rate for the ECB's MROs was further cut to 0% (a
level held until July 2022, while the maturity of LTROs was further extended
and their use increased exponentially; second, the interest rate on the deposit
facility entered into negative territory; and third, the pool of assets eligible
as collateral was further broadened. In addition, the ECB provided foreign
currency liquidity to domestic credit institutions by currency swap lines
through swap agreements with several third country central banks.*’ The ECB
proceeded also to the first increase (duplication) of its capital from 5.76 billion
euro to 10.76 billion euro.”

Furthermore, on 6 September 2012, the ECB announced by a Press Release its
Outright Monetary Transactions (OMT) Programme consisting of purchases of

On this crisis and the policy responses thereto, see Shambaugh, J.C., The Euro’s Three
Crises, Brookings Papers on Economic Activity, Spring, The Brookings Institution, 2012, pp.
157-231, available at: <https://www.brookings.edu/~/media/Projects/BPEA /Spring 2012/
2012a Shambaugh.pdf>; and Hadjiemmanuil, Ch., The Euro Area in Crisis, 2008-18, in:
Amtenbrink, F./Hermann, Ch. (eds.): Oxford Handbook on the EU Law of Economic and
Monetary Union, Oxford University Press, 2020 Oxford, Chapter 40, pp.1253-1362
(Hadjiemmanuil (2020)) (also published in LSE Law, Society and Economy Working Papers
12/2019, available at: <https://ssrn.com /abstract=3413000>) (both with extensive further
references). The author uses the term ‘fiscal crisis’ instead of the (more commonly used)
terms ‘debt crisis’ and ‘sovereign crisis’ as more consistent with the fact that the Member

States which, for different reasons each, were severely affected by this crisis (Greece,
Portugal, Ireland, and Cyprus), were excluded from international interbank and capital
markets and resorted to the (sovereign) lending of last resort facilities of the International
Monetary Fund (IMF) and the newly built (during this crisis) EU facilities, violated the ‘*hard
limit’ (3%) deficit/GDP ratio laid down in primary EU law (TFEU, Article 126(2) and Article
1 of Protocol (No 12) “on the excessive deficit procedure”, Consolidated version, OJ C 202, 7
June 2016, pp. 279-80).

39 See below, under B.IV.l

40 Available at: <https: /www.ecb.europa.eu/explainers/tell-me-more/html/currency
swap_lines.en.html>. Such currency swap lines have traditionally been part of central
banks’ set of monetary policy instruments to fund market interventions, but in recent years
have also become an important tool for preserving financial stability.

41 Decision of the European Central Bank of 13 December 2010 on the increase of the
European Central Bank’s capital (ECB/2010,/26), 2011/20/EU, OJ L 11, 15 January 2011, p. 53.

D10


https://www.brookings.edu/~/media/Projects/BPEA/Spring%202012/2012a_Shambaugh.pdf
https://www.brookings.edu/~/media/Projects/BPEA/Spring%202012/2012a_Shambaugh.pdf
https://ssrn.com/abstract=3413000
https://www.ecb.europa.eu/explainers/tell-me-more/html/currency_swap_lines.en.html
https://www.ecb.europa.eu/explainers/tell-me-more/html/currency_swap_lines.en.html

sovereign bonds of individual euro area Member States without access to the
markets to address the risks of a prolongation of the low-inflation period in
the euro area; this was immediately after ECB President Draghi’s statement
that he would do “whatever it takes to save the euro”* The programme has
given rise to intense debate, culminating in an ultra vires review by the
German Federal Constitutional Court (FCC), which rejected constitutional
complaints against it, holding that a programme of unlimited bond purchases
amidst a fiscal crisis in the euro area does not violate German law.

Even though the OMT programme was never activated (yet), several other
corporate and sovereign bond purchase programmes were designed (included
in the so-called ‘expanded asset purchase programme’) to enhance the
transmission of monetary policy, facilitate the provision of credit to the
economy, and contribute to returning inflation rates to levels below but close
to 2% over the medium term, consistent with the ECB’s primary objective.
Inter alia, it included the public sector purchase programme (PSPP),** under
which the ECB and NCBs purchase eligible marketable debt securities in
secondary markets from eligible counterparties albeit under specific
conditions. The validity of the related ECB Decision was also contested before
the German FCC, which referred for a preliminary ruling to the CJEU.**

4 Available at: <https:/www.ecb.europa.eu/press/pr/date/2012 /html/pri20906 Len.
html>. On this Programme, see indicatively Hadjiemmanuil (2020), pp. 1333-1335 and Tuori
(2020), pp. 665-675. The FCC's decision was based on the judgement of the Court (Grand
Chamber) of 16 June 2015 in Case C-62/14, Peter Gauweiler and others v Deutscher
Bundestag (ECLI:EU:C:2015:400), which did not raise objections as to the compatibility of
OMTs with EU law. It ruled that the ECB may, under exceptional circumstances, support
euro area Member States facing acute financing problems by purchasing their sovereign

bonds, albeit under specific framework conditions.

4 Decision (EU) 2015/774 of the European Central Bank of 4 March 2015 on a secondary
markets public sector asset purchase programme (ECB/2015/10), OJ L 121, 14 May 2015,
Pp. 20-24. On this Programme, see Tuori (2020), pp. 675-686.

4 The judgment of the Court (Grand Chamber) of 11 December 2018 in Case C-493/17, Weiss
et al. (ECLI:EU:C:2018:1000), found no factor of such a kind as to affect the validity of the
ECB Decision. However, in its judgement of 5 May 2020 (BVerfG, Judgment of the Second
Senate, 2 BvR 859/15) the FCC declared the CJEU’s judgement in the Weiss Case and the
contested ECB Decisions ultra vires as having violated EU law by failing to correctly apply
the proportionality principle, and not applicable in Germany (see on this, out of a vast
existing literature, D’Ambrosio, R./Messineo, D., The German Federal Constitutional Court
and the Banking Union, Quaderni di Ricerca giuridica, No. 21, March 2021, available at:
<https: //www.bancaditalia.it uaderni-giuridici/2021-0091/index.html>).
On 2 December 2021, the Commission decided to close the infringement procedure against
Germany (initiated earlier that year) concerning this FCC judgment.
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2. Strengthening the Economic Union - including regarding
sovereign crisis management

The euro area fiscal crisis revealed weaknesses in relation to the then existing
institutional framework governing the Economic Union, which did not contain
any provisions for the management of such crises. In view, however, of the
urgency to deal with the Greek fiscal crisis in April 2010 and the need to
provide Greece with financial support (as it could longer refinance its debt
in capital markets), it became necessary to establish, for the first time, a
mechanism for the management of such crises, given also that the ‘no-bail-
out clause™ does not allow the direct refinancing of Member States’ debt by
the other Member States or the EU. Under these conditions, on 11 May 2010,
the Council established a European Financial Stabilisation Mechanism (EFSM),
endowed with 60 billion euro.*’

However, that (last resort) solution was not credible and sustainable; hence, in
June 2010, the euro area Member States signed an intergovernmental treaty
(agreement) outside the EU framework which established the European
Financial Stability Facility (EFSF). The establishment of a permanent
mechanism was then the next (necessary) step. Since, however, this required
amendment to the TFEU, on 25 March 2011, the European Council adopted
a Decision amending Article 136.** On that (solid legal) basis, on 2 February
2012,* a new intergovernmental treaty was signed establishing the European

4 TFEU, Article 125(1); see also above, under A.IL

4 Council Regulation (EU) No 407/2010 of 11 May 2010 establishing a European financial
stabilisation mechanism, OJ L 118, 12 May 2010, pp. 1-4. This legal act was adopted on the
basis of Article 122(2) TFEU (on “economic solidarity”).

Use was immediately made by Greece and then by Ireland (in 2010 as well) and by Portugal
(in April 2011).

European Council Decision of 25 March 2011 amending Article 136 of the Treaty on the
Functioning of the European Union with regard to a stability mechanism for Member States
whose currency is the euro, 2011/199/EU, OJ L 91, 6 April 2011, pp. 1-2.

Following the Euro Summit of 26 October 2011, the process of depreciation of the nominal
value of the Greek government bonds was initiated. This was based on the restructuring
of its debt with the participation of the private sector through the application of collective
action clauses (Private Sector Involvement, PSI) and was completed on 14 March 2012. For
the key terms of the PSI, see Hadjiemmanuil (2020), pp. 1318-1321. In relation to the PSI
programme, and in particular on compensation for the damage allegedly suffered by the
applicants (holders of Greek government bonds) following its implementation due to the
conduct and actions of, in particular, the European Council, the Council, the Commission
and the ECB, see the judgment of the General Court of 9 February 2022 in Case T-868/
16, QI and Others v European Commission and European Central Bank (ECLL:EU:T:2022:28),
which dismissed the application. in its entirety.
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Stability Mechanism (ESM) as an international financial institution, which
succeeded the EFSF; that Treaty became operational in October 2012.°

In addition, the fiscal crisis rendered necessary the strengthening of the
framework for economic policy coordination and fiscal discipline. In this
context, based on the work carried out (in March 2010, even before the onset
of the Greek crisis) by the Task Force on Economic Governance, which was
chaired by the (then) President of the European Council Herman Van Rompuy,
on 29 September of that year the Commission presented a legislative package
on a comprehensive strengthening of economic governance in the EU, without
amending the TFEU. This package included proposals for five Regulations
and one Directive (“six-pack”) in two thematic areas: the revision and
strengthening of the Stability and Growth Pact (SGP);" and the effective
prevention and correction of excessive macroeconomic imbalances in the
EU and the euro area, as well as repressive measures to correct excessive
macroeconomic imbalances in the euro area. These legislative acts were
adopted in 2011.

Furthermore, on 1 January 2013, the intergovernmental “Treaty on Stability,
Coordination and Governance in the [EMU]” (TSCG) entered into force (also
known as the “Fiscal Pact’).” Its objective is to further enhance the
commitment made by the euro area Member States to comply with the TFEU
provisions on fiscal discipline by application of a “balanced budget rule” and
by anchoring into their legal orders the commitment to support the proposals
of the Council and the Commission at every stage of the excessive deficit

The consolidated version of the ESM Treaty, which is currently under revision, is available
at: <https: /www.esm.europa.eu/legal-documents/esm-treaty>. Cyprus was the first
Members State (in 2013) to directly resort to the ESM. On the validity of Decision 2011/
199/EU and the right of a Member State to conclude and ratify the ESM Treaty even
before the entry into force of that Decision, see the judgement of the Court (Full Court)
of 27 November 2012 in Case C-370/12, Thomas Pringle v Government of Ireland
(ECLI:EU:C:2012:756).

See above, under A.IL.

The text of this Treaty is available at: <https: //www.consilium.europa.eu/media /20383
st00tscg26-el-12.pdf>. See in this regard Craig, P, The Stability, Coordination and
Governance Treaty: Principle, Politics and Pragmatism, Oxford Legal Studies Research
Paper No. 47/2012 (also available at: <https://ssrn.com/abstract=2115538>) and
Hadjiemmanuil (2020), pp. 1294-1298.
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procedure.®® This was followed, on 21 May 2013, by the adoption of two
Regulations of the European Parliament and the Council concerning euro area
Member States: Regulation (EU) No 472 /2013 “on strengthening economic and
fiscal surveillance of Member States in the euro area experiencing or
threatened with serious difficulties with respect to their financial stability”;
and Regulation (EU) No 473/2013 “on common provisions for monitoring and
assessing draft budgetary programmes and ensuring the correction of
excessive deficit of the Member States in the euro area”™ Finally, on
21 October 2015, the Commission adopted Decision (EU) 2015/1937
“establishing an independent advisory European Fiscal Board””® which is called
upon to contribute, in an advisory capacity, to the Commission’s tasks
regarding multilateral fiscal surveillance (as set out in Articles 121, 126 and 136
TFEU), with specific reference to the euro area.*®

TABLE 1.

The sources of existing secondary EU law governing the Economic Union

Legal act Legal basis Object

A. Coordination of economic policies

1. Legal acts concerning all Member States

Regulation 1466,/97 | Article 99(5) Strengthening the surveillance of the budgetary

- amended by Re- | TEC situation and the surveillance and coordination of
gulations 1055/ (Article 121(6) | economic policies

2005 and 1175/2011 | TFEU)

Regulation 1176 / Article 121(6) | Prevention and correction of excessive macro-
2011 TFEU economic imbalances

53 This procedure is set out in Article 126 TFEU. On the economic union after these devel-
opments, see indicatively Fabbrini, F., Economic Governance in Europe: Comparative Para-
doxes and Constitutional Challenges, Oxford Studies in European Law, Oxford University
Press, 2016 Oxford; and the relevant contributions in: Amtenbrink, F./ Herrmann, Ch. (eds.):
The EU Law of Economic and Monetary Union, Oxford University Press, 2020 Oxford.

5% 0J L 140, 27.5.2013, pp. 1-10 and 11-23, respectively. These Regulations were adopted on the
basis of Articles 136 and 121(6) TFEU.

55 OJ L 282, 28.10.2015, pp. 37-40. This Decision, whose legal basis is the Treaties (in general),
was amended by Decision (EU) 2016 /221 of 12 February 2016 (OJ L 40, 17.2.2016, p. 15).

56 Decision (EU) 2015/1937, Article 2(1). For an overview of the EU law governing the Economic
Union, see Table 1 just belowbelow; some of the Regulations referred to therein were
adopted by the European Parliament and the Council, while some others (as well as
Directive 2011/85/EU) by the Council only.
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2. Legal acts concerning only euro area Member States

Regulation 1173/
201

Regulation 1174/
2011

Regulation 472/
2013

Regulation 473/
2013

Articles 136
and 121(6)
TFEU

Effective enforcement of budgetary surveillance
in the euro area

Repressive measures to correct excessive macro-
economic imbalances in the euro area

Strengthening economic and budgetary surveil-
lance of euro area Member States experiencing or
threatened with serious difficulties with respect
to their financial stability

Monitoring and assessing draft budgetary pro-
grammes and ensuring the correction of exces-
sive deficits of euro area Member States

B. Fiscal discipline

1. Legal acts relating to the excessive deficit procedure

Regulation 1467/97 | Article 104(14) | Excessive deficit procedure

- amended by TEC

Regulations (Article 126(14)

1056,/2005 and TFEU)

177/2011

Regulation 479/ Implementation of Protocol (No 12) on the exces-
2009 sive deficit procedure

Directive 2011/85/ | Article 126(14) | Requirements for Member States’ budgetary

EU TFEU frameworks

2. Legal acts co

ncerning prohibitions in the context of budgetary discipline

Regulation 3603/ Article 103(2) | Definition of concepts for the application of Arti-
93 TEC cles 123 /125 TFEU
Regulation 3604/ Article 104(2) | Definition of concepts for the application of Arti-
93 TEC cle 124 TFEU

(Article 125(2)

TFEU)

The Commission published a Compendium, in two volumes, of all the (basic) legal instruments re-
lating to EMU, which in relation to economic union is exhaustive (available at: <https: //ec.eu-

ropa.eu/info/sites/info/files /economyfinance /compendium_part_1_en.pdf>, and
<https: //ec.europa.eu/info/sites/info /files/economy-finance /compendium_part 2 en_0.pdf>)
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3. The creation of the Banking Union (BU) and its first main
pillar involving the ECB

The creation of a European Banking Union (BU) in 2013 was dictated by the
policy consideration that it was essential “to break the vicious circle between
banks and sovereigns” amidst the euro area fiscal crisis.”’ The BU, and in
particular its first main pillar, the Single Supervisory Mechanism (SSM), in
which the ECB is the hub, is closely linked to the EMU.”® The legal basis of
this Mechanism is (the above-mentioned®®) Article 127(6) TFEU, which was re-
activated in 2013, when the Council adopted the Regulation establishing the
SSM (SSMR).% By virtue of this legislative act, which applies mainly (but not
exclusively) to the euro area Member States,” ‘specific tasks’ were conferred
upon the ECB concerning policies relating to the prudential supervision of

Euro Area Summit Statement, 29 June 2012, first para., first sentence (available at:
<https: //consilium.europa.eu/uedocs/cms_data/docs/pressdata/en/ec/131359.pdf>).
On the interaction between monetary policy and banking supervision, see indicatively
Eijffinger, S./Nijskens, R., Monetary Policy and Banking Supervision, European Parliament,
Directorate General for Internal Policies, 2012, available at: <https://www.europarl.
europa.eu/studies>; and Beck, T./Gros, D., Monetary Policy and Banking Supervision:
Coordination Instead of Separation, CEPS Policy Brief No. 286, 2013, available at:
<https: //ssrn.com /abstract=2189364>.

See above, under B.1.2.

% Council Regulation (EU) No 1024 /2013 of 15 October 2013 conferring specific tasks on the
European Central Bank concerning policies relating to the prudential supervision of credit
institutions, OJ L 287, 29 October 2013, pp. 63-89. It is noted that, like the ESCB and the
Eurosystem, the SSM does not have legal personality either. The BU project contains two
further main pillars: the Single Resolution Mechanism (SRM), established by Regulation
(EU) No 806,/2014 of the co-legislators of 15 July 2014 (OJ L 225, 30 July 2014, pp. 1-90
(as in force), SRMR) - in which the hub is the Single Resolution Board (SRB); and the
(still missing) European Deposit Insurance Scheme (EDIS), the perspective of which was
set out in the ‘Five Presidents Report’ of 22 June 2015 “Completing Europe’s [EMU]" (at:
<https: //ec.europa.eu/priorities /economic-monetary-union /docs/5-presidents-

report _en.pdf>); on this aspect, see also below, under C.III. On the BU as in force, see
details, inter alia, in the (article-by-article) Commentary of the SSMR and the SRMR by
Binder, J.-H./ Gortsos, Ch.V./ Lackhoff, K./Ohler, Ch. (eds.): Brussels Commentary on the
Banking Union, C.H. Beck, 2022 Miinchen - Hart Publishing, Oxford - Nomos, Baden-
Baden.

By virtue of Article 7 SSMR, a non-participating Member State can join the SSM as from
the date of entry into force of an ECB decision on close cooperation. This was the case for
Bulgaria and Croatia, which joined in 2020. It is noted, however, that since 1January 2023
Croatia has joined the euro area becoming its 20th Member State; see Council Decision
(EU) 2022 /1211 of 12 July 2022 “on the adoption by Croatia of the euro on 1January 2023,
adopted on the basis of Article 140(2) TFEU (OJ L 187, 14.7.2022, pp. 31-34).

61
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credit institutions (and some other categories of supervised entities) with a
view to contributing to the safety and soundness of credit institutions and
the stability of the financial system.”” Since November 2014, these specific
tasks are, in principle, carried out for the Member States participating in
the BU directly by the ECB for significant credit institutions and by national
competent authorities (NCAs) for less significant ones (within the SSM).**

Taking, thus, into account the significant institutional developments in 2010
and 2013, the role of the ECB has been substantially enhanced. Apart from
being a monetary authority within the Eurosystem and exercising the basic
and other tasks set out in the TFEU,* the ECB has also been assigned specific
tasks in relation to financial macroprudential oversight within the ESFS, as
well as specific banking supervisory tasks within the SSM.

4.  Abrief note on two significant soft law instruments of the
Commission

Of particular interest in relation to the further deepening of the EMU -
including the BU - towards the end of that period was the Commission
“Reflection Paper” of 31 May 2017.° The conclusions therein were then
reinforced in the Commission Communication of 6 December 2017 “Further
steps towards completing Europe’s [EMU]: A roadmap”® which outlined a
comprehensive package of proposals to strengthen the EMU - including the
BU and - this time as well - the Capital Markets Union (CMU),” i.e., the two

pillars of a ‘Financial Union’.

62 SSMR, Article 1, first sub-paragraph. This objective is apparently different from the primary

objective of the Eurosystem, i.e., maintaining price stability.

The determination of supervised entities as significant, is made in accordance with Article 6
SSMR and Articles 39-72 of the SSM ‘Framework Regulation’ of the ECB of 16 April 2014
(ECB/2014 /17, O] L 141, 14 May 2014, pp. 1-50). See on this also the judgment of the General
Court of 16 May 2017 in Case T-122 /15, Landeskreditbank Baden-Wiirttemberg - Forderbank
v European Central Bank (ECLI:EU:T:2017:337). It is noted that the specific tasks relating to
the authorisation and the withdrawal of authorisations of credit institutions, as well as the
assessment of acquisitions of qualifying holdings therein are carried out by the ECB even

63

for less significant ones (‘common procedures’).

64 See above, under A.L.

S At <https: //ec.europa.eu/commission /publications /reflection-paper-deepening-
economic-and-monetary-union en>.

6 COM(2017) 821 final.

7 On the initial stage of the CMU, see, by means of mere indication, the various contributions
in Busch, D., Avgouleas, E. and G. Ferrarini (editors): Capital Markets Union in Europe, Oxford

University Press, Oxford 2018.
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III. The pandemic crisis

1. Monetary policy developments

At the outbreak of the pandemic crisis, it was reasonably expected that
economic activity across the euro area would inevitably suffer a considerable
contraction. Under this consideration, the ECB adopted, since early 2020,
profound liquidity-supporting measures, aimed at preserving the smooth
provision of credit to the economy in order to counter the serious risks to
the euro area economic outlook and at ensuring that all its sectors would
benefit from supportive financing conditions to absorb the implications of
the pandemic. They were designed with a view to ensuring the Eurosystem’s
primary objective of price stability and the proper functioning of the monetary
policy transmission mechanism and included: first, amendments to some ECB
legal acts governing the general monetary policy framework of the Eurosystem
and the introduction of the so-called pandemic emergency longer-term
refinancing operations (PELTROs); second, the introduction of a new and
separate Asset Purchase Programme, the Pandemic Emergency Purchase
Programme (PEPP) and amendments to some pre-existing APPs; and third,
introduction of the Eurosystem repo facility for central banks and reactivation
of swap lines with several third country central banks.*”®

% On all these measures, see, by means of mere indication, Gortsos, Ch. V., Legal Aspects of

the Single Monetary Policy in the Euro Area: From the establishment of the Eurosystem to
the Pandemic Crisis and the Current Inflation Crisis, Fifth fully updated edition, February
2023 (Gortsos (2023)), available at: <https://ssrn.com /abstract=3819726>, pp. 57-65 and
Zilioli, C./Riso, A.L., The response of central banks to the COVID-19 crisis: legal aspects
of the ECB’s monetary policy measures, in: Blair, W./ Zilioli, Ch./ Gortsos, Ch. V. (eds.):
International Monetary and Banking Law in the post COVID-19 World, Oxford University
Press, 2023 Oxford, Chapter 3 (forthcoming).
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The key interest rates on the MROs, the marginal lending facility, and the
deposit facility, which had been set by the ECB, with effect from 18 September
2019, at 0%, 0.25% and -0.50% respectively, remained unchanged.®

2. Key elements of the new (2021) monetary policy strategy of
the Eurosystem

In July 2021, amidst the pandemic crisis (but not directly related to it), the GC
of the ECB concluded its most recent review of the Eurosystem’s monetary
policy strategy.”” The new strategy set out the means to achieve its primary
objective to maintain price stability in the euro area, with reference to an
appropriate set of monetary policy instruments, indicators, and intermediate
targets, while also taking into account other considerations - without
prejudice to price stability. In this respect, the GC considered that price
stability is still best maintained by aiming for a 2% ‘symmetric’ inflation target
over the medium term (‘inflation targeting’ meaning the achievement of a
specific (usually low) inflation rate both in the short and in the medium term);

% After a prolonged period of persistently low interest rates (a ‘liquidity trap’ situation in

the jargon of Keynes), which lasted even longer due to the pandemic, a major policy
challenge was to limit the financial excesses resulting from accommodative monetary
policies, by managing the resulting negative financial impact to avoid repeating one of the
main causes of the GFC (on the causes and consequences of persistently low interest rates,
see indicatively Blanchard, OL/Summers, L.H., Rethinking Stabilisation Policy: Evolution
or Revolution?, in: Blanchard, Ol./Summers, L.H. (2019, eds.): Evolution or Revolution?
- Rethinking macroeconomic policy after the great recession, Peterson Institute for
International Economics (PIIE), The MIT Press, Cambridge, Massachusetts - London, 2019
England, Introduction, pp. xi-xliii, pp. xxviii-xxvi). Inter alia, a territory of negative rates
has significant negative impact on credit institutions’ profitability usually facing (legal or
business-related) limitations on passing on negative rates to their retail (in particular)
depositors (see Schnabel, Is., Going negative: the ECB’s experience, 26 August 2020,
available at: <https://www.ecb.europa.eu/press/key/date/2020/html/ecb.sp200826~
7Ice66626c.en.html>). In its Report “Lower for longer - macroprudential policy issues
arising from the low interest rate environment” of 1 June 2021, the ESRB identified several
areas of concern for the euro area owing to this environment and quite interestingly
remarked that the pandemic may have increased the likelihood and persistence of a “low
for long” scenario, making it “even lower for even longer” (see at: <https://www.esrb.
europa.eu/news/pr/date/2021/html/esrb.pr210601~b459ba44ca.en.html>). As a matter of
fact, however, this has not been the case (see below, under B.IV.1.).

7 Available at:  <https://www.ecb.europa.eu/home/search/review/html/ecb.strategy
review monpol strategy overview.en.html>. The previous strategy review was conducted
in 2003. On the 2019 US Federal Reserve’s (quite comparable) review of its own monetary
policy framework, see at: <https://www.federalreserve.gov/monetarypolicy/review-of-

monetary-policy-strategy-tools-and-communications.htm>.
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hence, both negative and positive deviations of inflation from that target
are considered as equally undesirable. To maintain this symmetry, persistent
monetary policy action is required to avoid negative deviations from the
inflation target becoming firmly established and unlikely to change, eventually
including a transitory period in which inflation is moderately above target
(since short-term deviations, as well as lags and uncertainty in the transmis-
sion of monetary policy to the economy and to inflation are inevitable).

Taking as a given the ECB's commitment to set its monetary policy to ensure
that inflation stabilises at its 2% target in the medium term, the set of key
ECB interest rates remains the primary monetary policy instrument, but other
instruments such as APPs and LTROs will continue to be used, as appropriate,
as well. In addition, even though the HICP remains the appropriate measure
for assessing price stability, account will be also taken of inflation measures
that include initial estimates of the cost of owner-occupied housing to
supplement broader inflation measures. Furthermore, monetary policy de-
cisions, as well as the evaluation of their proportionality and potential side
effects, will continue to be based on an integrated assessment of all relevant
factors, which builds on the interdependent economic and monetary/financial
analyses. For the sake of transparency, the communication of these decisions
will be adapted to reflect the revised monetary policy strategy, complemented
by layered and visualised versions of monetary policy communication”
towards the wider public to ensure public understanding of and trust in the
actions of the ECB.

The decision to incorporate climate change considerations into the policy
framework due to the profound implications of this change for price stability”
was also significant. In this respect, as part of the “Climate Action Plan” of
8 July 2021” and on the basis of the detailed “Roadmap of climate change-
related actions” annexed thereto, the GC announced on 4 July 2022 its decision

"I See Lastra, R.M./Dietz, S., Communication in monetary policy, Monetary Dialogue Papers,

European Parliament, February 2022, available at: <https://www.europarl.europa.eu

cmsdata /244613 /1 LASTRA-DIETZ.pdf>.

See Griinewald, S., The ECB’s response to the COVID-19 crisis and its role in the green

recovery, in: Gortsos, Ch. V./Ringe, W. G. (eds.): Financial stability amidst the pandemic

crisis: on top of the wave, European Banking Institute (EBI), 2021, e-book, Chapter 8, pp.

263-286, available at: <https: //ssrn.com /abstract=3877946>.

3 Available at: <https://www.ecb.europa.eu/press/pr/date/2021/html/ecb.pr210708 1~
104919225.en.html>; see Zilioli, Ch., The New ECB Monetary Policy Strategy and the ECB’s
Roadmap of Climate Change-related Actions, EU Law Live Weekend Edition No 67, 17 July
2021, pp. 2-6, available at: <https://eulawlive.com/weekend-edition/weekend-edition-

no67>.
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to take further steps to include climate change considerations in the monetary
policy framework.”® The concrete measures decided are designed in full
accordance with the Eurosystem’s primary objective, the aim to better take
into account climate-related financial risk in its balance sheet and, with
reference to the secondary objective, support the green transition of the
economy in line with the EU’s climate neutrality objectives, and provide
incentives to companies and financial firms. These measures, which will be
regularly reviewed and, if necessary adapted, relate to corporate bond
holdings, the collateral framework, climate-related disclosure requirements
for collateral, as well as enhanced risk assessment tools and management.”

3. Developments relating to the Economic Union

The basic principles for the measures taken in the EU at the level of budgetary
policy implementation during the pandemic were five: first, flexibility in the
application of financial and EU competition rules,”® and in the use of the
EU budget; second, a mix of targeted and horizontal fiscal measures; third,
differences in time horizon: short-term (during the crisis) versus medium and
long-term measures and instruments; fourth, flexibility in the implementation
and reactivation of existing mechanisms and measures; and finally, the
creation of selected new instruments and funds.” In this respect, and inter
alia, the following is worth noting:

7 Available at: <https://www.ecb.europa.eu/press/pr/date/2022 /html/ecb.pr220704~4f4
8a72462.en.html>. For an overview of this issue, see Ramos Mufoz, D. and E. Cerrato Garcia,
Central banks in the Fight against Climate Change: the New Variable in the Equation,
EU Law Live Weekend Edition No 128, 28 January 2023, pp. 6-13, available at:
<https: //eulawlive.com /weekend-edition /weekend-edition-no128>.

For a detailed presentation of the new strategy, see indicatively Reichlin, L./Adam,
K./McKibbin, W.J./McMahon, M./Reis, R./Ricco, G./Weder di Mauro, C., The ECB strategy:
The 2021 review and its future, CEPR, CEPR Press, September 2021 (also available at:
<https: //voxeu.org/content/ecb-strategy-2021-review-and-its-future>); and Zilioli (2021).
The next assessment of the appropriateness of the ECB monetary policy strategy is
expected in 2025.

This is the context of the Commission Communication of 20 March on a Temporary
framework for State aid measures to support the economy during the current COVID-19
outbreak (OJ C 91 I, 20.3.2020, pp. 1-9). This Communication has been amended several
times.
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77 For a detailed analysis of the initial measures taken, see Hadjiemmanuil, Ch., European

economic governance and the pandemic: Fiscal crisis management under a flawed policy
process, in Gortsos, Ch.V. and W.G. Ringe (2020, editors): Pandemic Crisis and Financial
Stability, European Banking Institute (EBI), e-book, Chapter 6, pp. 175-243, available at:
<https: //ssrn.com /abstract=3607930>.
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First, immediately after the outbreak of the pandemic crisis, the Commission
adopted on 20 March 2020 a Communication “on the activation of the general
escape clause of the Stability and Growth Pact”,”® assessing that the conditions
for the use of this clause of the EU fiscal framework, namely the existence
of a serious economic disturbance in the euro area or the EU as a whole,
were fulfilled.” In particular, in times of severe economic disturbance in the
euro area or in the EU as a whole, with regard to the preventive arm, and
in accordance with Articles 5(1) and 9(1) of Regulation (EC) 1466,/97, Member
States may be allowed to deviate from the adjustment path towards the
medium-term budgetary objective, provided that this does not jeopardise
fiscal sustainability in the medium term. Regarding the corrective arm,
Articles 3(5) and 5(2) of Regulation (EC) 1467/97 stipulate that the Council
is also entitled to decide (upon a Commission recommendation) to adopt
a revised “fiscal trajectory” These flexibilities give national budgets the
necessary flexibility to support the economy and to respond in a coordinated
way to the effects of a crisis such as the current pandemic.*

Second, two months later (on 19 May 2020), the Council adopted Regulation
(EU) 2020/672 “establishing a European Temporary Instrument for Temporary
Support to Mitigate Unemployment Risks in an Emergency (SURE - Support to
mitigate Unemployment Risks in an Emergency) due to the epidemic outbreak
of COVID-19"* This legislative act lays down the conditions and procedures
allowing the EU to grant financial assistance to a Member State experiencing
or seriously threatened with a serious economic disruption caused by the

8 Communication from the Commission on the activation of the general escape clause of the

Stability and Growth Pact, 20 March 2020, COM(2020) 123 final.
7 “Statement of EU ministers of finance on the [SGP] in light of the COVID-19 crisis’, available

at: <https: //www.consilium.europa.eu/en/press/press-releases/2020/03 /23 /state
i ili in-light-of-the-
covid-19-crisis>. The ‘general escape clause), which is laid down in Articles 5(1), 6(3), 9(1) and
10(3) of Council Regulation (EC) 1466,/97 and Articles 3(5) and 5(2) of Council Regulation
(EC) 1467/97 (namely, as already mentioned, the two pillars of the SGP), facilitates the
coordination of budgetary policies in times of severe economic disturbance and allows
Member States to take budgetary measures within the general framework of the SGP.
Overall fiscal guidance is being provided within this framework and as part of a streamlined
“European Semester for economic policy coordination exercise” The European Semester
was introduced by Regulation (EU) No 1175/2011 of the European Parliament and of the
Council of 16 November 2011 amending Council Regulation (EC) No 1466/97 on the
strengthening of the surveillance of budgetary positions and the surveillance and
coordination of economic policies, OJ L 306, 23 November 2011, pp. 12-24, which amended
the first above Regulation.
81 0J L 159, 20.5.2020, pp. 1-7.
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pandemic crisis. The legal basis of this Regulation are the two paragraphs of
Article 122 TFEU;* in particular, while the design of the “guarantee scheme/
envelope”, based on contributions from Member States provided in the form
of irrevocable and unconditional guarantees from Member States to the EU
(i.e., with counter-guarantee for the risk assumed by the latter),* is based on
Article 122(1), reflecting the response of Member States to the (unexpected and
widespread) financial crisis resulting from the pandemic, the organisation and
management of the “lending system/envelopes™* is based on Article 122(2),
where the conditionality principle applies.®®

Finally, other significant initiatives that have been undertaken, and whose
legal basis is not any TFEU article on Economic Union, include the “Pandemic
Crisis Support” instrument, a credit line of the ESM available from 15 May
2020,% and the NextGenerationEU recovery programme,®” whose main pillar
is the “Recovery and Resilience Facility” (RRF), established on the basis of
Regulation (EU) 2021/241 of the European Parliament and the Council of 12
February 2021.*® To finance the NextGenerationEU recovery instrument (up to
800 billion euro), the Commission resorts to the issuance of bonds pursuant to
Article 311 TFEU,* including the “NextGenerationEU green bonds””’

82 See above, under A.IL

83 Regulation (EU) 2020/672, Article 11.
8 Ibid., Articles 7-10.

8 For the use made by Member States of this instrument, see: <httDs ec.europa.eu/info

eu/funding-mechanisms-and-facilities/sure en>.
86 See at: <https: /www.esm.europa.eu/content/europe-response-corona-crisis>.

87 See at: <https: //ec.europa.eu/info/strategy/eu-budget/eu-borrower-investor-relations

nextgenerationeu en>. For this programme, see, by means of mere indication, Bosque, C.,
Ramos Munoz, D. and M. Lamandini, Next Generation EU: its meaning, challenges, and link
to sustainability, in Gortsos, Ch.V. and W.G. Ringe (2021, editors): Financial stability amidst
the pandemic crisis: on top of the wave, European Banking Institute (EBI), e-book, Chapter
10, pp. 325-354, available at: <https: //ssrn.com /abstract=3877946>.

8 QJ L 57, 18.2.2021, pp. 17-75; the legal basis of this legislative act is Article 175, third sub-

paragraph TFEU on Economic, Social and Territorial Cohesion.

It is noted that the Commission has been issuing bonds on the markets since the 1970ies.

% See at: <https: //ec.europa.eu/info/strategy/eu-budget/eu-borrower-investor-relations/
nextgenerationeu-green-bonds en>. Of equal importance is the ongoing long-term
budget of the EU (also known as the Multiannual Financial Framework, MFF) for the period
2021-2027 (at: <https://ec.europa.eu/info/strategy/eu-budget/long-term-eu-budget
2021-2027_e>).

89

D23


https://ec.europa.eu/info/strategy/eu-budget/eu-borrower-investor-relations/nextgenerationeu_en
https://ec.europa.eu/info/business-economy-euro/economic-and-fiscal-policy-coordination/financial-assistance-eu/funding-mechanisms-and-facilities/sure_en
https://ec.europa.eu/info/business-economy-euro/economic-and-fiscal-policy-coordination/financial-assistance-eu/funding-mechanisms-and-facilities/sure_en
https://ec.europa.eu/info/business-economy-euro/economic-and-fiscal-policy-coordination/financial-assistance-eu/funding-mechanisms-and-facilities/sure_en
https://www.esm.europa.eu/content/europe-response-corona-crisis
https://ec.europa.eu/info/strategy/eu-budget/eu-borrower-investor-relations/nextgenerationeu_en
https://ec.europa.eu/info/strategy/eu-budget/eu-borrower-investor-relations/nextgenerationeu_en
https://ssrn.com/abstract=3877946
https://ec.europa.eu/info/strategy/eu-budget/eu-borrower-investor-relations/nextgenerationeu-green-bonds_en
https://ec.europa.eu/info/strategy/eu-budget/eu-borrower-investor-relations/nextgenerationeu-green-bonds_en
https://ec.europa.eu/info/strategy/eu-budget/long-term-eu-budget/2021-2027_e
https://ec.europa.eu/info/strategy/eu-budget/long-term-eu-budget/2021-2027_e

4, The role of the ECB within the SSM

Just before the outbreak of the pandemic, the EU banking system was quite
robust. EU credit institutions were (on average) well capitalised and benefited
from having implemented macroprudential buffers and liquidity ratios, which
were introduced as international financial standards by the 2010 ‘Basel III
regulatory framework’ of the Basel Committee on Banking Supervision (the
so-called “Basel III impact”).” Furthermore, the accumulated stock of non-
performing loans (NPLs, impaired assets), built up in the wake of the GFC and
the subsequent fiscal (sovereign) crisis in the euro area (the so-called ‘legacy
NPLs’), had been significantly reduced and, overall, financial stability had been
enhanced compared to the decade before.”

During the pandemic, given that the prudential banking regulatory framework
contains certain elements of flexibility, and considering that making full use
thereof was essential to overcome the financing pressures faced by firms and
households, the ECB, as a banking supervisory authority within the SSM and
complemented by the European Banking Authority (EBA),” adopted specific
supervisory measures to ensure that credit institutions have the capacity to
foster credit flows to households and businesses in a flexible way during (at
least the initial phase of) the pandemic. It also adopted specific macropruden-
tial measures, which were complemented and reinforced by similar measures

°" " On this framework, see Gortsos, Ch. V., Historical Evolution of Bank Capital Requirements

in the European Union, in: Joosen, B./Lamandini, M. /Tréger, T. (eds.): Capital and Liquidity

Requirements for European Banks: CRRII and CRDV, Oxford EU Financial Regulation Series,

Oxford University Press, 2022 Oxford, Part I, Chapter 1, pp. 3-42, pp. 18-28.

On the obstacles to NPL resolution in the EU and proposals for a comprehensive related

strategy, see indicatively Montanaro, E., Non-Performing Loans and the European Union

Legal Framework, in: Chiti, M.P./Santoro, V. (eds.): The Palgrave Handbook of European

Banking Union Law, Palgrave - Macmillan, 2019 USA, Chapter 10, pp. 213-246; and Gortsos,

Ch. V., Non-performing Loans - New risks and policies? What factors drive the performance

of national asset management companies?, In-Depth Analysis, ECON Committee, European

Parliament, March 2021, available at: <https: //www.europarl.europa.eu/RegData/etudes/

IDAN/2021/659647/IPOL_1DA(2021)659647 E.pdf> (with extensive further references).

% The EBA, an inherent part of the ESFS, was established by Regulation (EU) No 1093/
2010 of the European Parliament and of the Council of 24 November 2010 establishing a
European Supervisory Authority (European Banking Authority) (...), OJ L 331, 15 December
2010, pp. 12-47 (as in force).

92

D24


https://www.europarl.europa.eu/RegData/etudes/IDAN/2021/659647/IPOL_IDA(2021)659647_E.pdf
https://www.europarl.europa.eu/RegData/etudes/IDAN/2021/659647/IPOL_IDA(2021)659647_E.pdf

swiftly taken by several euro area national macroprudential authorities to
facilitate the absorption of credit losses, and support lending to the real sector
of the economy.”

IV. The current ‘inflation crisis’

1. The initial monetary policy decisions (July 2022)

After the prolonged period of very low inflation and even, for some quarters,
negative inflation (deflation), the inflation rate started increasing in the euro
area in 2021 (due to the rise in energy and commodity prices and supply chain
bottlenecks) and then even more significantly in 2022, especially after Russia’s
invasion of Ukraine in February of that year.” Under these conditions, and
in view of the fact that the monetary policy cycle was yet again increasingly
synchronised around the world,” the GC decided in its meeting of 21 July 2022
to raise, for the first time since September 2019, the three key ECB interest
rates, with effect from 27 July, by 50 basis points, committed to reducing
support for demand and guarding against the risk of a persistent upward shift
in inflation expectations, in order to ensure that the 2% ‘symmetric’ inflation
target over the medium term under the new monetary policy strategy is
granted. The interest rate on MROs was set at 0.5%; the interest rate on the
marginal lending facility at 0.75%; and the deposit facility rate at 0% (hence,
exit from the era of negative interest rates).”

% ECB: “Macroprudential measures taken by national authorities since the outbreak of the

coronavirus pandemic”, 26 May 2020 (available at: <https://www.ecb.europa.eu/pub
financial-stability/macroprudential-measures/html/index.en.html>). For details on all
these measures, see Gortsos, Ch. V., Threats to EU financial stability amidst the pandemic
crisis, in Utrilla, D./Shabbir, An. (2021, eds.): EU Law in Times of Pandemic: The EU’s Legal
Response to COVID-19, EU Law Live Press, 2021, Chapter 24, pp. 311-321, with extensive
further references.

% The development within a very short period was remarkable: -0.3% in September 2020;

0.9% in January 2021; 5.1% in January 2022; 7.4% in March; and 8.9% in July (see at:
<https: //sdw.ecb.europa.eu>).

See also above, under B.L1.

See at: <https:/www.ecb.europa.eu/press/pr/date/2022/html/ecb.mp220721~53e5bd
d317.en.html>. Inter alia, the US Federal Open Market Committee (FOMC) also repeatedly
raised the Funds Rate since June 2022 (see at: <https:/www.federalreserve.gov,

data.htm>); the same applies to the Bank of England (BoE), the Bank of Canada, and the
Swiss National Bank (SNB), even though inflation pressures are milder in Switzerland
and inflation is forecasted to remain at comparatively lower levels (see at:
<https: //www.snb.ch /de/iabout/monpol/id/monpol current#t2>).
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Furthermore, and apart from its decision to continue (under modified
conditions) the APP and the PEPP, during that meeting the GC approved its
new “Transmission Protection Instrument” (TPI) for the effective transmission
of monetary policy across all euro area Member States. This new instrument
will be activated “to counter unwarranted, disorderly market dynamics that pose
a serious threat to the transmission of monetary policy across the euro area’, the
scale of purchases thereunder not being ex-ante restricted; this will depend on
the severity of the risks facing policy transmission. Under the conditionality
attached to the TSI, the GC will comprehensively assess whether the euro
area Member State in which purchases may be conducted under that program
pursue sound and sustainable fiscal and macroeconomic policies based on a
cumulative list of adjustable eligibility criteria. A judgement on whether the
activation of purchases under the TPI is proportionate to the achievement
of the Eurosystem’s primary objective will also have to be made. If there is a
durable improvement in transmission or an assessment has been made, that
persistent tensions are due to fundamentals in a particular euro area Member
State, purchases will be terminated.”

2. Consequent monetary policy decisions

In its meetings of 8 September and 27 October 2022, the GC decided to
further tighten its monetary policy and raised the ECB key interest rates, by
75 basis points each time.”® Two further developments of that period deserve
specific attention:' first, by virtue of an ECB Decision of 9 September,'”
climate change considerations were incorporated into the benchmark

allocation, while maturity limits for the bonds of issuers with a poorer climate

% Available at: <https: /www.ecb.europa.eu/press/pr/date/2022 /html/ecb.pr220721~973e

6e7273.en.html>. For a first assessment of the TPI, see Nicolaides, Ph., The ECB’'s new

“Transmission Protection Instrument™ Discretion & Proportionality VS Transparency, EU

Law Live Weekend Edition No 110, 30 July 2022, pp. 2-7, available at:

<https: //eulawlive.com /weekend-edition /weekend-edition-no67>.

See at: <https://www.ecb.europa.eu/press/pr/date /2022 /html/ecb.mp220908~c1b6

839378.en.html>, and <https: //www.ecb.europa.eu/press/pr/date/2022 /html/ecb.mp22

1027~df1d778b84.en.html>, respectively.

On further decisions taken during these two meetings, see Gortsos (2023), pp. 75-77.

101 Decision (EU) 2022/1613 of 9 September amending Decision (EU) 2016/948 on the
implementation of the corporate sector purchase programme (ECB/2016/16) (ECB/2022/
29), OJ L 241, 19.9.2022, pp. 13-15.
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performance were introduced;"®* and second, on 10 October, the ECB and
the People’s Bank of China decided to extend their bilateral euro-renminbi
currency swap arrangement, established in October 2013, and subsequently
extended twice (each, for a further 3-year period) for another three years
until 8 October 2025."% Noteworthy is also the ECB Opinion of 2 December
2022 on a proposal for a Council Regulation establishing a market correction
mechanism to protect citizens and the economy against excessively high
prices.m4

These monetary policy decisions were followed by that of 15 December 2022,
whereby the GC raised for the fourth time the three key ECB interest rates
in 2022, by 50 basis points this time.” In addition, monetary tightening
continued in early-2023. In view of the persisting underlying inflation
pressures and to ensure a timely return of inflation to its 2% medium-term
target by dampening demand, as well as to guard against the risk of a
persistent upward shift in inflation expectations, in its meeting of 2 February
2023 the GC decided to further raise the three key ECB interest rates by
another 50 basis points.® Hence, with effect from 8 February 2023, the
interest rate on MROs was set at 3.00%; the interest rate on the marginal
lending facility was set at 3.25%; and the deposit facility rate was set at
2.50%."

12 In this respect, see also the ECB Press Release of 19 September, which provides details

on its strategy relating to the decarbonisation of its corporate bond holdings (available

at:  <https://www.ecb.europa.eu/press/pr/date/2022 /html /ecb.pr220919~fae53c59bd.

en.html>).

See at: <https://www.ecb.europa.eu/press/pr/date/2022/html/ecb.pr221010~29cab88

9cf.en.html>. The conditions of the swap arrangement remained essentially unchanged.

104 OJ C 41, 3.2.2023, pp. 14-16.

105 See at: <https://www.ecb.europa.eu/press/pr/date/2022/html/ecb.mp221215~f3461d7
b6e.en.html>. Inflation continued to remain “far too high™ 9.1% in August, 9.9% in
September, 10.0% in November.

106 See at: <https://www.ecb.europa.eu/press/pr/date/2023 /html/ecb.mp230202~08a972a

€76.en.html>.

It is interesting to note that due to the significant rise of the interest rate on the deposit

facility to 2.5% from -0.50% only some months ago, resort by credit institutions to this

facility (liability item 2.2) has exponentially increased (from 776 billion euro by end-January

2022 to 4.6 trillion euro on 21 October 2022 and then has slightly retreated to 4.09 trillion

euro on 27 January 2023), amounting by end-January 2023 to 51.8% of the total liabilities of

Eurosystem’s consolidated balance sheet. On the evolution of this balance sheet during the

crises since 2007, see (mainly) Tables 5-7 in Gortsos (2023).
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TABLE 2:

Key policy responses of the ECB to the four crises since 2007

Type of Period Policy measures
crisis

Global Fi- | 2007-2009 | (1) gradual cut of the rate for MROs from 4.5% to 1%

nancial (2) extension of the maturity of LTROs from 3 months to 1year

Crisis 3 . fliquidity in forei

(GFC) (3) provision of liquidity in foreign currency
(4) massive purchases of euro-denominated covered bonds
(5) marked broadening of the pool of assets eligible by the
Eurosystem as collateral in the conduct of credit transactions in
the context of the single monetary policy

Euro area | 2010- (1) immediately following the onset of the fiscal crisis: first, the

fiscal cri- | 2017 (?) rate for MROs was further cut to 0.5% (and then to 0%, a level

sis held until July 2022); second, the maturity of LTROs was further

extended and their use increased exponentially; third, the inte-
rest rate on the deposit facility entered into negative territory
(since September 2019 (and until recently), at -0.50%); and
fourth, the pool of assets eligible by the Eurosystem as collate-
ral in the conduct of its credit transactions was further broa-
dened.

(2) establishment of currency swap lines through ECB swap
agreements with several third country central banks for the
provision of foreign currency liquidity to domestic credit
institutions

(3) recourse to quantitative easing (QE), containing ‘unconven-
tional’ monetary policy instruments and mainly asset purchase
programmes (APPs) (including - initially - the (first) covered
bond purchase programme of 2 July 2009 (CBPP), replaced by
the second CBPP of 3 November 2011 (CBPP2) and the Securities
Markets Programme (SMP) of 14 May 2010)

(4) announcement of the Outright Monetary Transactions
(OMT) Programme

(5) adoption and implementation of the ‘expanded’ asset
purchase programme, including: first, the third covered bond
purchase programme (CBPP3); second, the asset-backed
securities purchase programme (ABSPP); third, the (secondary
markets) public sector purchase programme (PSPP); And fourth,
the corporate sector purchase programme (CSPP).

(6) adoption and implementation of the programme for targeted
longer-term refinancing operations (TLTROs) - there were
three series of TLTROs
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Pandemic | 2020 (on- | (1) amendment to some of the ECB legal acts governing the ge-
crisis going) neral monetary policy framework of the Eurosystem (including
(but not confined to) the General Documentation Guideline
and Guideline (EU) 2016,/65 of 18 November 2015 “on the valua-
tion haircuts applied in the implementation of the Eurosystem
monetary policy framework”)

(2) introduction of the pandemic emergency longer-term
refinancing operations (PELTROs)

(3) adoption of a new (and separate) APP, the Pandemic
Emergency Purchase Programme (PEPP)

(4) amendments to some pre-existing APPs

(5) introduction of the Eurosystem repo facility for central
banks and the reactivation of swap lines with several third
country central banks

Inflation | since 2022 | (1) consecutive raising (during the period July 2022 - February
crisis 2023) of the three key ECB interest rates; with effect from
8 February 2023:
=> interest rate on MROs: 3.00% (from 0%);
=» interest rate on the marginal lending facility: 3.25%
(from 0.25%); and
=>» deposit facility rate: 2.50% (from -0.50%)

(2) introduction of the Transmission Protection Instrument
(TPI)

(3) extension by the ECB and the People’s Bank of China of
their bilateral euro-renminbi currency swap arrangement until
8 October 2025

C. The Way Forward
I.  On the Monetary Union

1. Expected developments in relation to the monetary policy
stance

Monetary tightening is expected to continue. It is interesting to note, that
in its meeting of February 2022 it was the first time that the GC announced
its intention “to raise interest rates by another 50 basis points at its next
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monetary policy meeting in March and (...) then evaluate the subsequent path
of its monetary policy”, also noting that its “future policy rate decisions will
continue to be data-dependent and follow a meeting-by-meeting approach.'*®

Furthermore, a gradual exit strategy relating to APPs and the PEPP has started
being implemented. In particular, due to the lasting vulnerabilities caused by
the pandemic, which still pose a risk to the smooth transmission of monetary
policy, the GC expressed in its (above-mentioned'®) September, October
and December 2022 meetings its intention to continue reinvesting, in full,
the principal payments from maturing securities purchased under the APP
until end-February 2023;" reinvest the principal payments from maturing
securities purchased under the PEPP until at least the end of 2024; and
continue applying flexibility in reinvesting redemptions coming due in the
PEPP portfolio. In consistency with (and as a specification of) these decisions,
the GC decided, in its February 2023 meeting, on detailed modalities for
reducing the Eurosystem’s holdings of securities under the APP," while
continuing to be applying flexibility in reinvesting redemptions coming due
in the PEPP portfolio. Furthermore, the decision was taken that, as credit
institutions are repaying the amounts borrowed under the TLTROs, a regular
assessment will be carried out how these lending operations contribute to the
ECB monetary policy stance.

2. Towards a central bank digital currency (CBDC) in the euro
area

A significant novel element in euro area central banking is the prospect of the
Eurosystem issuing a central bank digital currency (CBDC)."” In accordance

108 On current developments in relation to inflation in the euro area and the EU, see the

Commission’s Technical Note of 13 February 2023 prepared for the Eurogroup Working
Group meeting of 2 March (available at: <https: //www.consilium.europa.eu/media /62958
inflation-note.pdf>).

See just above, under B.IV.2.

In the December meeting, it was decided that, from the beginning of March until the end
of June 2023, the APP portfolio will decline by 15 billion euro per month on average, and the
subsequent pace of portfolio reduction will be determined over time.

For details, see at: <https://www.ecb.europa.eu/press/pr/date/2023 /html/ecb.pr2302
02~la4ecbe398.en.html>.

CBDCs should be distinguished from crypto-assets, including asset-referenced and e-
money tokens (jointly referred to as ‘stablecoins’). See in this respect the final Report
of the Financial Stability Board (FSB) of 13 October 2020: “Regulation, Supervision and
Oversight of “Global Stablecoin” Arrangements”, available at: <https: /www.fsb.org /2020
10/regulation-supervision-and-oversight-of-global-stablecoin-arrangements>.
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with the ECB “Report on a digital euro” of 2 October 2020," this central bank

money would be offered in digital form for use by citizens and businesses
for retail payments (r-CBDC) and complement the current offering of cash
and wholesale central bank deposits. In this respect, on 14 July 2021, the
GC launched the Eurosystem’s ‘digital euro project;™ during the current
investigation phase of that project, which will last until October 2023, the
Eurosystem will address key issues regarding the design and distribution of
the digital euro, the objectives of which are a riskless, accessible, and efficient
form of a CBDC."®

II.  On the Economic Union and fiscal policies in general

1. Reform considerations

During the pandemic, discussions have been initiated on the need for further
institutional initiatives and even transformations - including, albeit in the
medium term, on the application more flexible fiscal rules and policies to
facilitate appropriate structural changes and support the transition to a “green
economy” (an aspect currently of primary importance). These considerations
were set out, inter alia, in the Commission Communication of 19 October 2021
“The EU economy after COVID-19: implications for economic governance”"®

After assessing the impact of the changed conditions for economic gover-

113 Available at: <https: //www.ecb.europa.eu/paym/digital euro/report/html/index.en.
html>.

See the ECB Press Release of 14 July 2021 “Eurosystem launches digital euro project’,
available at: <https://www.ecb.europa.eu/press/pr/date/2021/html/ecb.pr210714~d99
198ea23.en.html>. The most recent Progress Report on the investigation phase of a digital
euro, of 29 September 2022, is available at: <https://www.ecb.europa.eu/paym
digital euro/investigation/governance/shared /files
ecb.degov220929.en.pdf?8eec0678b57€98372a7ae6b59047604b>.

On the Eurosystem’s power to issue a digital euro (and, if so, in what form) and whether

114

115

this would and should possess legal tender status, see Griinewald, S./Zellweger-Gutknecht,
C./Geva, B. Digital Euro and ECB Powers, Common Market Law Review, 2021, 58,
pp. 1029-1056, with extensive further references.

Communication from the Commission, The EU economy after COVID-19: implications for
economic governance, 19 October 2021, COM(2021) 662 final. This was a re-launch of the
public consultation on the EU economic governance framework, which had been launched
in February 2020 (Commission Communication of 5 February 2020, Economic governance
review, COM(2020) 55 final) and was suspended to focus on the pandemic crisis.
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nance after the crisis,"’” the Commission raises in this Communication specific
issues/questions for the public debate on the framework that (should) govern
economic governance based on the weaknesses identified and the challenges
highlighted by the pandemic crisis.

Some of the most important among the issues raised are the following: first,
how to improve the framework in order to ensure the sustainability of public
finances in all Member States and to facilitate the elimination of existing
macroeconomic imbalances and the avoidance of new ones; second, how the
framework can ensure responsible fiscal policies to safeguard long-term
sustainability while allowing for short-term macroeconomic stabilisation;
third, how the framework can provide incentives for Member States to
undertake the key reforms and investments needed to implement the Green
Deal under the Commission Communication of 11 December 2019,"® and to
contribute to addressing current and future economic, social and environ-
mental challenges, while maintaining safeguards against debt sustainability
risks; and fourth, how the design, governance and operation of the RRF can
inform the discussion on economic governance through improved ownership,
mutual trust, the imposition of sanctions in case of infringements, as well as
the interaction between the economic, labour and fiscal dimensions."® The
current political debate on reforming the economic governance framework

17 For various interesting positions on the future of EU economic governance in the field

of fiscal policy (even before the pandemic), see Buti, M., Fiscal Policy in the European
Economic and Monetary Union: An Evolving View, in: Blanchard, Ol./Summers, L.H. (eds.):
Evolution or Revolution? - Rethinking macroeconomic policy after the great recession,
Peterson Institute for International Economics (PIIE), The MIT Press, Cambridge, 2019
Massachusetts - London, England, Chapter 8, pp.109-120; Fabbrini, F., Fiscal capacity,
in: Fabbrini, F./Ventoruzzo, M. (eds.): Research Handbook of EU Economic Law, Edward
Elgar Publishing, 2019 Cheltenham, UK - Northampton, MA, USA, Chapter 5, pp. 107-135;
Schlosser, P, Europe’s New Fiscal Union, Palgrave Macmillan Springer, 2019 Cham -
Switzerland; Drossos, Y., The Flight of Icarus: European Legal Responses Resulting from
the Financial Crisis, Hart Publishing, 2020 Oxford, Chapter 6; Craig, P./Markakis, M., EMU
Reform, in: Amtenbrink, F./ Hermann, Ch. (eds.): Oxford Handbook on the EU Law of
Economic and Monetary Union, Oxford University Press, 2020 Oxford, Chapter 42,
pp- 1400-1448; pp. 1406-1428, as well as Blanchard, Ol./Leandro, Al /Zettelmeyer, J., Ditch
the EU’s fiscal rules; develop fiscal standards instead, VOX EU Debate, VOX EU/CEPR,
22 April 2021, available at: <https: //new.cepr.org/voxeu/columns/ditch-eus-fiscal-rules-
develop-fiscal-standards-instead>, proposing the migration from fiscal rules to fiscal
standards.

118 COM(2019) 640 final.

119 See European Commission (2021): “Questions and Answers: The Commission relaunches
the review of its economic governance”, 19 October, available at: <https: //ec.europa.eu
commission /presscorner/detail /en/ganda_21 5322>.
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is centered on the follow-up Commission’s Communication of 9 November
2022."%° This soft law instrument sets out orientations for such a reform and
addresses the key issues that should shape the future economic policy
coordination and surveillance in the EU (and which will require legislative
changes) in view of current and forthcoming challenges, by integrating three
dimensions for an effective new economic governance framework: fiscal
prudence, reforms and investment, as well as macroeconomic balance.

2. In particular: the link between monetary and fiscal policies
under the current high inflation conditions

An aspect requiring close attention under the current circumstances of high
inflation is the extent to which the effects of monetary policy tightening could
be neutralised by unwarranted expansive fiscal policy measures (especially
as regards the exit strategy when the negative conditions on the inflation
front will have been tamed).” In accordance with the IMF “Fiscal Monitor” of
October 2022:"** “Governments face increasingly difficult trade-offs in tackling
the spikes in food and energy prices when policy buffers are largely exhausted
after two years of pandemic. They should prioritize protecting vulnerable groups
through targeted support while keeping a tight fiscal stance to help reduce
inflation. (...) Several fiscal tools, such as job-retention schemes, have proven
useful to preserve jobs and income for workers. Social safety nets should be
made more readily scalable and better targeted, leveraging digital technologies.
Exceptional support to firms should be reserved for severe situations and
requires sound fiscal risk management.”*

In the same vein also Christine Lagarde, President of the ECB, in the press
conference following the GC meeting of 2 February 2023:** “Government
support measures to shield the economy from the impact of high energy prices

120 COM(2022) 583 final.
121 Apparently, due consideration must be given in this respect to the different time horizons
of action for (independent) central banks when defining and implementing their monetary
policy, and governments when exercising their fiscal policies.

122 Available at:  <https://www.imf.org/en/Publications/FM/Issues /2022 /10/09 /fiscal-
monitor-october-22>.

On the outlook for the euro area, see International Monetary Fund: “Regional Economic
Outlook, Europe: The Fog of War Clouds the European Outlook”, October 2022, available
at: <https: //www.imf.org/en /Publications /REO/EU/Issues /2022 /10 /12 /regional-

economic-outlook-for-europe-

october-2022?utm medium=email&utm source=govdelivery#Overview>.
124 See at: <https://www.ecb.europa.eu/press/pressconf/shared /pdf/ecb.ds230202~40a

069a7b4.en.pdf>, pp. 5-6.
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should be temporary, targeted and tailored to preserving incentives to consume
less energy. In particular, as the energy crisis becomes less acute, it is important
to now start rolling these measures back promptly in line with the fall in energy
prices and in a concerted manner. Any such measures falling short of these
principles are likely to drive up medium-term inflationary pressures, which
would call for a stronger monetary policy response. Moreover, in line with
the EU’s economic governance framework, fiscal policies should be oriented
towards making our economy more productive and gradually bringing down
high public debt. Policies to enhance the euro area’s supply capacity, especially
in the energy sector, can help reduce price pressures in the medium term. To
that end, governments should swiftly implement their investment and structural
reform plans under the Next Generation EU programme.” The reform of the
EU’s economic governance framework should be concluded rapidly”

III. On the Banking Union: the ‘unfinished’ agenda

Even though the first two main pillars of the BU (namely the SSM and the SRM)
are in place for a longer period now (close to a decade) and their contribution
in preserving financial stability in the euro area” is broadly considered
positive,”” there are still some elements which constitute its ‘unfinished

125 See above, under B.IIL3.

On the threats to financial stability in the current macro-financial environment, see Gortsos
(2023), pp. 90-92, discussing the key elements and findings of the ESRB Warning of 22
September 2022 “on vulnerabilities in the Union financial system” (ESRB/2022/7) (OJ C
423, 7.11.2022, pp. 1-6.); the October 2022 IMF “Global Financial Stability Report” (available
at:  <https://www.imf.org/en/Publications /GFSR /Issues /2022 /10 /11 /global-financial-
stability-report-october-2022?utm medium=email&utm source=govdelivery>) and the
ECB'’s most recent (November 2022) “Financial Stability Review” (at: <https://www.ecb.
europa.eu/pub/financial-stability /fsr/html /ecb.fsr202211~6383d08c21.en.html#toc2>).

This remark holds notwithstanding the fact that a growing number of Decisions of the ECB
within the SSM and of the SRB within the SRM have been challenged before the Court of
Justice of the EU. A related judgment of the General Court of 16 May 2017 in Case T-122/
15 (Landeskreditbank Baden-Wiirttemberg - Forderbank v European Central Bank) has been
briefly presented above (under B.IL3.); however, a further discussion of this very important
aspect (including reference to other judgments of the Court and to an already vast existing
bibliography) is beyond the scope of this study. For a regularly updated inventory of actions
against ECB and SRB Decisions, see the website of the European Banking Institute (EBI) at:

<https: //ebi-europa.eu/publications/eu-cases-or-jurisprudence>.
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agenda’ and some of which are closely linked to the (so-called) ‘medium-sized

banks’ resolution problem.

28 These include (mainly) the following:

First, the progress on adopting the Regulation establishing the EDIS on
the basis of the (above-mentioned'*®) 2015 Commission’s proposal has
been slow. Although a roadmap for beginning political negotiations on
the EDIS has been set up and a High-level working group to focus on
the next steps has been set up,”” even in its meeting of 24 June 2022,
the Euro Summit, which was mainly preoccupied with the economic
implications of Russia’s invasion of Ukraine, simply welcomed the
commitment of the Eurogroup in inclusive format to subsequently
identify in a consensual manner possible further measures with regard
to the other outstanding elements to strengthen and complete the BU,
including the EDIS." Accordingly, in realistic terms and in the best-case
scenario, its establishment is not envisaged before 2025.

’

Second, the harmonisation at EU level of the rules on credit institutions
winding up proceedings is also of primary concern. In this respect
it noted that, under the framework in force governing the resolution
of credit institution, if the third resolution condition (i.e., the public
interest criterion) is not met,” the winding-up is conducted pursuant
to the national legislation in the Member State where it is established
since the relevant rules have not yet been harmonised.

Third, another important aspect is the delay in the adoption of EU
rules relating to sovereign bond-backed securities (SBBSs)™* to contain
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See on this indicatively Kénig, E., A European solution to deal with failures of medium-sized
banks in the Banking Union, Eurofi, 14 April 2021, available at: <https: //www.srb.europa.eu

en/content/eurofi-article-elke-konig-european-solution-deal-failures-medium-sized-
banks-banking-union>. It is outside the reach of this study to discuss forthcoming and /or
expected amendments to the single rulebook underlying the BU.

See above, under B.IL.3.

See “Eurogroup Report to Leaders on EMU deepening’, of 4 December 2018, available at:
<https: //www.consilium.europa.eu/en /press/press-releases /2018 /12 /04 /eurogroup-
report-to-leaders-on-emu-deepening /pdf>.

Euro Summit meeting (24 June 2022), Statement, point 3(b). The text of this Statement
is available at: <https: //www.consilium.europa.eu/media /57443 /20220624-euro-summit-
statement-en.pdf>.

SRMR, Article 18(1), point (c) and 18(5).

See European Systemic Risk Board, “Survey on sovereign bond-backed securities’,
Background document, European Systemic Risk Board High-Level Task Force on Safe
Assets, 22 December 2016, available at: <https: //www.esrb.europa.eu/pub/pdf/surveys

161222 survey background document.en.pdf>.



https://www.srb.europa.eu/en/content/eurofi-article-elke-konig-european-solution-deal-failures-medium-sized-banks-banking-union
https://www.srb.europa.eu/en/content/eurofi-article-elke-konig-european-solution-deal-failures-medium-sized-banks-banking-union
https://www.srb.europa.eu/en/content/eurofi-article-elke-konig-european-solution-deal-failures-medium-sized-banks-banking-union
https://www.consilium.europa.eu/en/press/press-releases/2018/12/04/eurogroup-report-to-leaders-on-emu-deepening/pdf
https://www.consilium.europa.eu/en/press/press-releases/2018/12/04/eurogroup-report-to-leaders-on-emu-deepening/pdf
https://www.consilium.europa.eu/media/57443/20220624-euro-summit-statement-en.pdf
https://www.consilium.europa.eu/media/57443/20220624-euro-summit-statement-en.pdf
https://www.esrb.europa.eu/pub/pdf/surveys/161222_survey_background_document.en.pdf
https://www.esrb.europa.eu/pub/pdf/surveys/161222_survey_background_document.en.pdf

systemic risk, mitigate financial fragmentation and, ultimately, reduce
the ‘bank-sovereign loop’. On 24 May 2018, the Commission submitted a
related Proposal for a Regulation, whose objective would be to lay down
an EU “general framework” for SBBSs in the EU," whose finalisation is,
however, still pending.

Finally, this author considers that an amendment to the ELA
Mechanism,®® which would allow the ECB to become a lender of last
resort at least for the significant credit institutions it directly supervises
within the SSM is a “missing fourth pillar” of the BU."*®

The absence of a clear financial stability mandate in the TFEU (for the ECB
in cooperation with another or other EU institutions) is also a major concern.
This aspect, nevertheless, is part of a longer-term agenda, since its implemen-
tation would require an amendment of the Treaties.

134 COM(2018) 839 final.

135 See above, under A.L

136 See on this Gortsos (2020), pp. 441-445 (also with reference to Lastra and Goodhart (2015),
p- 50).
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A. Einleitung

Die Schweiz verfiigt seit 2021 iber ein Gesetz zur Anpassung des Bundesrechts
an Entwicklungen der Technik verteilter elektronischer Register (Distributed
Ledger Technologie) (sog. DLT-Gesetz'). Dieses soll bestmégliche Rahmenbedin-
gungen schaffen, damit sich die Schweiz als fithrender, innovativer und nach-
haltiger Standort fiir Fintech-Unternehmen etablieren und weiterentwickeln
kann. Die EU bringt nun ebenfalls ein Paket zur Regulierung der Krypto-Bran-
che auf den Weg. Neben einer DLT-Sandbox fiir Finanzmarktinfrastrukturen
und einer Starkung der Cyberresilienz plant sie eine Regulierung der Markte
fiir Kryptowerte (Markets in Crypto Assets, MiCA). Damit will sie Liicken in
der bestehenden EU-Finanzmarktregulierung schliessen. Dieser Beitrag ord-
net die geplante Regulierung der Markte fiir Kryptowerte in die bestehende
Regulierungslandschaft in der EU und der Schweiz ein. Er beleuchtet einzelne,
fir Schweizer Krypto-Anbieter in der Praxis besonders relevante Aspekte fiir
die grenziiberschreitende Erbringung von Krypto-Dienstleistungen von der

! Bundesgesetz zur Anpassung des Bundesrechts an Entwicklungen der Technik verteilter

elektronischer Register vom 25. September 2020, BBl 2020, 7801ff. (zit. DLT-Gesetz),
<www.fedlex.admin.ch/eli/oc/2021/33 /de>.
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Schweiz in die EU. Es geht um Fragen wie: Was sieht dieses Regelwerk fiir
MiCA vor und was bedeutet es fiir Krypto-Anbieter in der Schweiz? Miissen
sie sich nach dem FTX-Debakel auf einen weiteren Krypto-Winter einstellen?
Oder ergeben sich fiir sie vielmehr Wettbewerbsvorteile gegentiber Mitstrei-
tern in der EU? Ist ein Passporting von Krypto-Dienstleistungen in der EU
kiinftig moglich? Kénnen Stablecoins in der EU weiterhin grenziiberschrei-
tend vertrieben werden? Gilt das Reverse Solicitation Prinzip? Miissen Stable-
coins 1:1 hinterlegt oder mit Eigenmitteln unterlegt sein? Fallen NFTs unter die
geplante Regulierung? Und wie steht es um die Haftung? Ziel ist es, Chancen
und Risiken aufzuzeigen, die sich aus der geplanten Regulierung fiir das Ge-
schaft von Schweizer Krypto-Anbietern ergeben konnen.

B. Ubersicht Krypto-Regulierungen

I. In der Schweiz

Das erwahnte DLT-Gesetz regelt den Umgang mit kryptobasierten Vermo-
genswerten. Damit sind Vermoégenswerte gemeint, ,bei denen die Verfiigungs-
macht ausschliesslich tber ein kryptobasiertes Zugangsverfahren vermittelt
wird“, wie namentlich Kryptozahlungsmittel.” In der Praxis wird fiir solche
Vermodgenswerte der Begriff Token (Wertmarke) verwendet.’ Das DLT-Gesetz
ist ein Rahmen- oder Mantelgesetz, kein umfassendes DLT-Gesetz. Es wurden
damit zehn bestehende Bundesgesetze punktuell angepasst (u.a. das sog. Ob-
ligationenrecht* und das Bucheffektengesetz®). Das DLT-Gesetz wurde am
25. September 2020 verabschiedet und trat gestaffelt am 1. Februar (u.a. OR)
bzw. 1. August 2021 (Rest) in Kraft. Die Anpassungen werden in einer (Man-
tel-)Verordnung des Bundesrates konkretisiert, die ebenfalls am 1. August 2021

2 Vgl. Botschaft des Bundesrats vom 27. November 2019 zum Bundesgesetz zur Anpassung
des Bundesrechts an Entwicklungen der Technik verteilter elektronischer Register, BBl
2022, 233 ff., 292; ferner Zellweger-Gutknecht Corinne/Weber Rolf H, Digital Money - Ta-
xonomy and Regulatory Approaches, EuZ, 06/2022, 1 ff. (zit. Zellweger-Gutknecht/Weber),
7f.

3 Vgl. Securities and Markets Stakeholder Group (sog. SMSG), Advice to ESMA, Own Initiative
Report on Initial Coin Offerings and Crypto-Assets, 19. Oktober 2018, ESMA22-106-1338,
Fn. 23, 4; Weber Rolf H./Baisch Rainer, DLT-basierte Finanzprodukte, SZW 2021, 683 ff. (zit.
Weber/Baisch, DLT), 685.; Weber Rolf H., Haftungsfragen beim Handel von digitalen Ver-
mogenswerten, SJZ 117/2021, 679 ff, 679.

4 Obligationenrecht vom 30. Mérz 1911 (OR, SR 220).

> Bucheffektengesetz vom 3. Oktober 2008 (BEG, SR 957.1).
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in Kraft trat (sog. DLT-Verordnung®).” (Haupt-)Ziel des DLT-Gesetzes ist es,
optimale, innovationsfreundliche Rahmenbedingungen fiir Anwendungen zu
schaffen, die auf der Distributed Ledger Technologie (inkl. Blockchain) beru-
hen.®

Das DLT-Gesetz beinhaltet diverse Neuerungen, etwa:

- Schaffung von Registerwertrechten als neue entmaterialisierte Form von
Wertpapieren ohne Zentralverwahrung (sog. DLT-Effekten)

- Recht auf Aussonderung von Kryptowerten im Konkurs des Verwahrers
- Moglichkeit zur Schaffung von Handelsplattformen fiir DLT-Effekten
- Ausdehnung des sog. Finanzdienstleistungsgesetzes® auf DLT-Effekten.’

Neben regulatorischen Vorgaben enthalt das DLT-Gesetz auch privatrechtli-
che Regelungen. Z.B. werden im OR die Wirkungen und Ubertragungsméglich-
keiten der Registerwertrechte naher definiert.

II. InderEU

1. Strategie fir ein digitales Finanzwesen

Der Vorschlag der EU-Kommission fiir eine Verordnung tiber Mdrkte fiir Kryp-
towerte vom 24. September 2020 (sog. Kommissionsvorschlag") ist Teil eines
umfassenden Pakets zur Digitalisierung des Finanzsektors in der EU. Dieses
Paket ist darauf ausgerichtet, Innovation und die Einfithrung neuer Finanz-

Verordnung vom 18. Juni 2021 zur Anpassung des Bundesrechts an Entwicklungen der
Technik verteilter elektronischer Register, AS 2021, 400 ff., <www.fedlex.admin.ch /eli/oc/
2021/400/de>.

7 Vgl. Medienmitteilung des Bundesrats vom 18. Juni 2021, Der Bundesrat setzt DLT-Gesetz
vollstindig in Kraft und erlasst Verordnung; Erlduterungsbericht zur DLT-Verordnung des
Eidg. Finanzdepartements (EFD) vom 18. Juni 2021; Ergebnisbericht zum Vernehmlassungs-
verfahren zur DLT-Verordnung des EFD vom 18. Juni 2021.

8 Einzelheiten siehe BBl 2002, 239 f.

°  Finanzdienstleistungsgesetz vom 15. Juni 2018 (FIDLEG, SR 950.1).

Vgl. Weber Rolf H., Internationale Regulierungsansitze im Kryptouniversum, Uberblick

iber die aufsichts- und privatrechtlichen Regulierungen eines neuen technologischen Um-

felds, Expert Fokus, Oktober 2022, 450 ff. (zit. Weber, Regulierungsansétze), 451; Weber, Rolf

H., Open Finance and Decentralized Finance - Entwicklungen in einem disruptiven Finanz-

marktumfeld, SZW 1/2022, 3 ff., 7.

Vorschlag fiir eine Verordnung des Europaischen Parlaments und des Rates tiber Markte

fiir Kryptowerte und zur Anderung der Richtlinie (EU) 2019,/1937 vom 24. September 2020,

COM/2020/593 final, <https://eur-lex.europa.eu/legal-content/DE/TXT/?uri=CELEX:

52020PC0593> (zit. Kommissionsvorschlag).
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technologien zu fordern und soll einen angemessenen Verbraucher- und An-
legerschutz gewahrleisten. Es beruht auf einer im September 2020 von der
EU Kommission publizierten Strategie fiir ein digitales Finanzwesen in der EU
(sog. Digital Finance Strategy)”. Die Digital Finance Strategy baut unter ande-
rem auf dem FinTech-Aktionsplan der EU von 2018 und einer diesem voran-
gegangenen offentlichen Konsultation mit dem Titel ,FinTech: A more com-
petitive and innovative European financial sector* im 2017 auf. In ihrer Digital
Finance Strategy definierte die Kommission vier Prioritaten. Eine dieser Prio-
ritaten sind ,Erleichterungen digitaler Innovation im Interesse von Verbrau-
chern und Markteffizienz®. Als Schliisselmassnahmen zur Umsetzung dieser
Prioritat unterbreitete die Kommission einen Verordnungsvorschlag fiir eine
sog. DLT-Pilotregelung®, eine Verordnung iiber die Betriebsstabilitit digita-
ler Systeme des Finanzsektors (sog. Digital Operational Resilience Act, DORA)"
sowie den erwahnten Kommissionsvorschlag zur Regulierung der Markte in
Kryptowerten.” Mit diesem Kommissionsvorschlag folgte die EU Kommission
einer Empfehlung'® der Europdischen Wertpapier- und Marktaufsichtsbehorde

Mitteilung der EU Kommission vom 24. September 2020 iiber eine Strategie fiir ein digita-
les Finanzwesen in der EU, COM (2020) 591 final.

Vorschlag fiir eine Verordnung des Europaischen Parlaments und des Rates iiber eine Pi-
lotregelung fiir auf der Distributed-Ledger-Technologie basierende Marktinfrastrukturen
vom 24. September 2020, COM /2020,/594 final.

Vorschlag fiir eine Verordnung des Europaischen Parlaments und des Rates iiber die Be-
triebsstabilitit digitaler Systeme des Finanzsektors und zur Anderung der Verordnungen
(EG) Nr.1060,/2009, (EU) Nr. 648/2012, (EU) Nr.600/2014 und (EU) Nr.909/2014 vom
24. September 2020, COM /2020,/595 final.

Vgl. Kommissionsvorschlag, 3; Weber Rolf H./Baisch Rainer, Entwicklungen im europai-
schen Finanzmarktrecht, ,Digital Finance Package®, ,Brexit means Brexit", und Corona-
Reaktionen, in: Epiney Astrid/ Zlatescu Petru Emanuel (Hrsg.), Schweizerisches Jahrbuch
fur Europarecht 2020,/2021, Zirich/Basel /Genf 2021, 221 ff. (zit. Weber/Baisch, Digital Fi-
nance Package), 227.

16 ygl. ESMA, Advice on Initial Coin Offerings and Crypto-Assets, 9.Januar 2019,
ESMAS50-157-1391.
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(ESMA) zur Schaffung einer Level-1-Regulierung fiir Kryptowerte, die weder
als Finanzinstrument noch als Electronic Money gelten und somit weder durch
die sog. MiFID 11" noch die sog. E-Geld-Richtlinie”® erfasst sind.”

Diese in der Digital Finance Strategy enthaltenen Massnahmen stehen in zeit-
lichem und inhaltlichem Kontext zu weiteren (Legislativ-)Massnahmen im Fin-
tech-Bereich, namentlich im Geldwaschereibereich (z.B. Vorschlag zur Aus-
dehnung der Travel Rule in der bestehenden Geldtransferverordnung™ auf
Kryptowerte).” Auf diese weiteren Massnahmen wird in vorliegendem Beitrag
nicht niher eingegangen.”

2. DLT-Pilotregelung

Die DLT-Pilotregelung™ sieht fiir Marktinfrastrukturen (d.h. fiir multilaterale
Handelssysteme, Abwicklungssysteme und Handels- und Abwicklungssys-
teme, die Geschafte mit digitalisierten Finanzinstrumenten (i.S.d. MiFID II)
ausfiihren) eine Befreiung von bestehenden EU-Finanzmarktvorschriften vor.
Dieser bewilligungsfreie Raum (Sandbox) soll Personen, die ansonsten fiir ihre

17" Richtlinie 2014/65/EU des Européischen Parlaments und des Rates vom 15. Mai 2014 {iber
Miérkte fiir Finanzinstrumente sowie zur Anderung der Richtlinien 2002,/92/EG und 2011/
61/EU, ABI L 173 vom 2. Juni 2014, 349 ff.

'8 Richtlinie 2009/110/EG des Européischen Parlaments und des Rates vom 16. September

2009 tber die Aufnahme, Austibung und Beaufsichtigung der Tatigkeit von E-Geld-Institu-

ten, zur Anderung der Richtlinien 2005/60/EG und 2006,/48 /EG sowie zur Aufhebung der

Richtlinie 2000,/46 /EG, ABI L 267 vom 10. Oktober 2009, 7 ff.

Im Rahmen des FinTech-Aktionsplans hatte die Kommission den Européischen Aufsichts-

behérden (ESA) ein Mandat zur Bewertung erteilt, inwieweit der bestehende EU-Regu-

lierungsrahmen fiir Finanzdienstleistungen auf Kryptowerte Anwendung finden kann und
er dafiir geeignet ist. Die diesbeziiglichen Empfehlungen von EBA und ESMA dienten der

Kommission als Grundlage fiir ihren Vorschlag fiir eine Verordnung tiber die Markte in

Kryptowerten (vgl. Kommissionsvorschlag, 3; Weber/Baisch, Digital Finance Package, 227).

20 Verordnung (EU) 2015/847 des Europiischen Parlaments und des Rates vom 20. Mai 2015
tiber die Ubermittlung von Angaben bei Geldtransfers und zur Aufhebung der Verordnung
(EU) Nr. 1781/2006, ABI L 141 vom 5. Juni 2015, 1 ff.

21 vgl. Pressemitteilung 638/22 des Rats der EU vom 29. Juni 2022; Vorschlag fiir eine Ver-
ordnung des Européischen Parlaments und des Rates iiber die Ubermittlung von Angaben
bei Geldtransfers und Transfers bestimmter Kryptowerte (Neufassung) vom 20. Juli 2021,
COM/2021/422 final.

22 Weiterfiihrende Hinweise siehe etwa Jutzi Thomas/Abbiihl Andri, Die Fintech-Massnah-
men der EU und das , Finanzinstrument®, EuZ, 09/2022, K. 1 ff. (zit. Jutzi/Abbiihl), K4.

23 Verordnung (EU) 2022 /858 des Europiischen Parlaments und des Rates vom 30. Mai 2022
iiber eine Pilotregelung fiir auf Distributed-Ledger-Technologie basierende Marktinfra-
strukturen und zur Anderung der Verordnungen (EU) Nr. 600,/2014 und (EU) Nr. 909/2014
sowie der Richtlinie 2014/65/EU, ABI L 151 vom 2. Juni 2022, 1 ff.
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Tétigkeit eine Bewilligung (i.S.d. sog. MiFIR)* benétigen wiirden, den Markt-
eintritt erleichtern, und der EU Erkenntnisse fiir eine allfillige spatere um-
fassende Anpassung des Rechtsrahmens liefern. In der Schweiz wurde eine
Sandbox bereits vor dem DLT-Gesetz eingefiihrt, allerdings nur fiir sog. Fin-
techs (d.h. Personen, die Publikumseinlagen bis zu 1 Mio. Schweizer Franken
entgegennehmen und diese weder anlegen oder verzinsen, vgl. Art. 1b Abs. 1
Bst.a des Bankengesetzes™). Fiir sog. DLT-Handelssysteme (i.S.v. Art. 73a ff.
des Finanzmarktinfrastrukturgesetzes®®) wurde ein bewilligungsfreier Raum
im Rahmen des DLT-Gesetzes verworfen.”’ Die DLT-Pilotregelung wurde am
2.Juni 2022 im Amtsblatt publiziert. Die meisten ihrer Bestimmungen gelten
ab 23. Mrz 2023.*

3. DORA

Mit DORA will die EU sicherstellen, dass alle Personen, die am Finanzsystem
teilnehmen, die erforderlichen Sicherheitsvorkehrungen treffen, um Cyber-
risken abzumildern. Neben Vorschriften zu Risikomanagementfunktionen und
Berichterstattungspflichten tber entsprechende Storungen/Vorfille enthalt
die DORA insb. Vorschriften zur Prifung der digitalen Betriebsstabilitat, Vor-
gaben bei Auslagerung digitaler Operationen und beim Zukauf von Leistungen
sowie Vorschriften in Bezug auf Drittanbieter, die selbst keine Finanzdienst-
leister sind, aber kritische digitaler Systeme im Finanzsektor anbieten. (z.B.
Cloud-Computing-Dienstleister).”® Das europaische Parlament und der Rat
der EU haben die DORA im November 2022 verabschiedet. Sie ist am 17. Januar
2023 in Kraft getreten und bis am 17. Januar 2025 umzusetzen.*

24 Verordnung (EU) Nr. 600,/2014 des Européischen Parlaments und des Rates vom 15. Mai
2014 {iber Mérkte fiir Finanzinstrumente und zur Anderung der Verordnung (EU) Nr. 648/
2012, ABI L 173, 12 Juni 2014, 84 ff.

25 Bankengesetz vom 8. November 1934 (BankG, SR 952.0).

26 Finanzmarktinfrastrukturgesetz vom 19. Juni 2015 (FinfraG, SR 958.1).

27 vgl. BB1 2022, 252. ferner Erlauterungsbericht zur DLT-Verordnung des Eidg. Finanzdepar-
tements (EFD) vom 18. Juni 2021, 4, 11 f.

28 Einzelheiten zur DLT-Pilotreglung siehe Zellweger-Gutknecht/Weber, 22; Weber/Baisch,
Digital Finance Package, 222; Jutzi/Abbiihl, K 40 ff.

2 Vgl <https://ec.europa.eu/commission/presscorner/detail/de/ip_20_1684>, Weber/
Baisch, Digital Finance Package, 222, 236. Fiir eine umfassende Ubersicht zur Cybersicher-
heit und Cyber-Resilienz in den Finanzmarkten siehe Weber Rolf H./Yildiz Okan, Cyber-
sicherheit und Cyber-Resilienz in den Finanzmarkten, in Weber Rolf H/Thouvenin Florent
(Hrsg), Center for Information Technology and Law - ITSL, Volume 09, Zirich 2022.

30 Verordnung (EU) 2022 /2554 des Européischen Parlaments und des Rates vom 14. Dezember
2022 tiber die digitale operationale Resilienz im Finanzsektor und zur Anderung der Ver-
ordnungen (EG) Nr.1060,/2009, (EU) Nr. 648,/2012, (EU) Nr. 600/2014, (EU) Nr. 909,/2014
und (EU) 2016 /1011, ABI L 333 vom 27. Dezember 2022, 1 ff.
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4.  MiCAR

Am 30. Juni 2022 haben sich der Rat der EU, das europaische Parlament und
die EU Kommission informell auf eine Verordnung zu Markten in Kryptower-
ten geeinigt (sog. vorliufige Einigung®). Der finale Kompromisstext® zu dieser
vorlaufigen Einigung wurde am 5. Oktober 2022 verdffentlicht (sog. Kompro-
misstext oder MiCAR). Dieser Beitrag beruht auf dem Kompromisstext. Ande-
rungen gegeniiber dem Kommissionsvorschlag werden nur punktuell bertick-
sichtigt.

Die MiCAR schafft fiir den Markt fiir Kryptowerte erstmals einen einheitlichen
Regulierungsrahmen. Dieser Regulierungsrahmen soll die Férderung von In-
novationen und die Nutzung des Potenzials von Kryptowerten unter Wahrung
der Finanzstabilitat und des Anlegerschutzes ermdglichen. Da einige EU-Mit-
gliedstaaten bereits nationale Rechtsvorschriften fiir Kryptowerte haben®, er-
hofft sich die EU ausserdem mehr Rechtssicherheit.** Dementsprechend hat
sie fiir die MiCAR das Gefiss der Verordnung anstelle einer Richtlinie ge-
wihlt.*

Die MiCAR gliedert sich in neun Titel, die ihrerseits in einzelne Kapitel unter-
teilt werden. Auf den Allgemeinen Teil (Titel I), der den Anwendungsbereich
sowie Begrifflichkeiten definiert, folgen die aufsichtsrechtlichen Anforderun-
gen an Kryptowerte (Titel II: nicht wertreferenzierte Token; Titel III: wertre-
ferenzierte Token; Titel IV: E-Geld-Token), die aufsichtsrechtlichen Anforde-
rungen an Krypto -Dienstleister (Titel V) und Vorschriften zum Verhindern

31 vgl. Pressemitteilung 551/22 des Rats der EU vom 30. Juni 2022.

32 Information Note 13198/22 des EU Rats vom 5. Oktober 2022, Proposal for a Regulation of
the European Parliament and of the Council on Markets in Crypto-assets, and amending
Directive (EU) 2019,/193 (MiCA) - Letter to the Chair of the European Parliament Committee
on Economic and Monetary Affairs, 2020,/0265 (COD), <https: //data.consilium.europa.eu
doc/document/ST-13198-2022-INIT/en /pdf> (zit. Kompromisstext oder MiCAR).

3 vgl. Erw. (71a).

3 Vgl. Pressemitteilung 886,/21 des Rats der EU vom 24. November 2021. Einzelheiten zu den

mit der MiCAR verfolgten Zielen siehe Kompromissvorschlag, 4; Reiser Nina/Dobbins Mi-

riam, Bewilligungsregime fiir die Ausgabe, Entgegennahme und Verwahrung privater Kryp-

tozahlungsmittel: Vergleich der Schweizer Regelung mit derjenigen der EU, in: Epiney As-

trid /Zlatescu Petru Emanuel (Hrsg), Schweizerisches Jahrbuch fiir Europarecht 2020,/2021,

Ztrich/Basel/Genf 2021 (zit. Reiser/Dobbins), 495.

Verordnungen sind in den EU-Mitgliedstaaten direkt anwendbar und fithren zu einer gros-

seren Harmonisierung unter den EU-Mitgliedstaaten als Richtlinien. Richtlinien sind fiir die

EU-Mitgliedstaaten lediglich im Ziel verbindlich und belassen ihnen somit mehr Spielraum

bei der Umsetzung europaischen Vorgaben ins nationale Recht (sog. Goldplating).
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von Marktmissbrauch (Titel VI).*® Titel VII-VIII beschéftigen sich mit den Kom-
petenzen der Aufsichtsbehérden. Titel IX enthélt Ubergangs-und Schlussvor-
schriften.”’

Die MiCAR erganzt die bestehende EU-Finanzmarktregulierung. Sie erfasst
Personen, die Kryptowerte emittieren (sog. Emittenten von Kryptowerten)
oder Dienstleistungen in Bezug auf Kryptowerte erbringen (sog. Anbieter von
Krypto-Dienstleistungen oder Krypto-Dienstleister, (Cryptoasset Service Provi-
ders oder CASPs; Art. 1 Abs. 1i.V.m. Art. 1 Nr. 6-9). Zu diesen Krypto-Dienstleis-
tungen gehoren bspw. der Tausch, die Verwahrung und Verwaltung fiir Dritte
oder der Betrieb einer Handelsplattform fiir Kryptowerte (Art.1 Abs. 1 iV.m.
Art. 1 Nr. 6-9; siehe unten, C.1.).

Neben einem Bewilligungsregime und Regeln fiir ein EU-weites Passporting
(siehe unten, C.IL) stellt die MiCAR Anforderungen an die Kapitalausstattung,
die Betriebsorganisation und das Verhalten von Emittenten von Kryptowerten
und Krypto-Dienstleistern (Art. 4 ff., 15 ff., 43 ff., 53 ff.).*®

Die Entwicklung wertreferenzierter Token auf der Grundlage einer nichteu-
ropaischen Wahrung als weit verbreitetes Zahlungsmittel wird eingeschrankt.
Emittenten von wertreferenzierten Token miissen einen eingetragenen Sitz in
der EU haben, um die ordnungsgemafe Beaufsichtigung und Uberwachung
der offentlichen Angebote wertreferenzierter Token zu gewahrleisten. Alle si-
gnifikanten Stablecoins unterliegen der direkten Aufsicht der Europdischen
Bankenaufsichtsbehorde (EBA), und es ist Voraussetzung fiir jede Emission von
Kryptowerten, dass sich der Emittent in der EU befindet (siehe unten,
CIIL/C.IV)).

Vor einer Emission von Kryptowerten missen die Emittenten eine Art Pro-
spekt mit bestimmten Mindestangaben zu den Emittenten sowie den Rechten
und Pflichten der Emittenten und Anlegerinnen veréffentlichen. Stablecoin-
Besitzerinnen erhalten gegentiber den Emittenten ein jederzeit ausiibbarer,
kostenloser Anspruch auf Umtausch. Von Emittenten von Stablecoins wird
dementsprechend verlangt, dass sie tiber eine ausreichend liquide Reserve
im Verhaltnis 1:1 und teilweise in Form von Einlagen verfiigen. Anbieter von
Krypto-Dienstleistungen werden verpflichtet, Vorgaben zum Schutz der Wal-
lets der Verbraucherinnen zu erfiillen. Wenn sie Kryptowerte von Anlegerin-

Auf die Vorschriften in Bezug auf Marktmissbrauch wird in diesem Beitrag nicht naher ein-
gegangen.

37 Vgl. Weber/Baisch, Digital Finance Package, 231

38 vgl. Reiser/Dobbins, 496; Weber, Regulierungsansitze, 451.



nen verlieren, werden sie haftbar. Zudem miissen Akteure auf dem Markt fir
Kryptowerte eine Erklarung mit Informationen tiber ihren 6kologischen und
klimatischen Fufsabdruck vorlegen (siehe unten, CV./CVL).

Um Uberschneidungen mit Rechtsvorschriften zur Geldwéaschereibekampfung
zu vermeiden, die auch fiir Kryptowerte gelten, werden Bestimmungen in der
angepassten Geldtransferverordnung® wie die Travel Rule (siehe oben, B.IL1.)
in der MiCAR nicht wiederholt. Jedoch wird die EBA in der MiCAR beauftragt,
ein offentliches Register der nicht konformen Anbieter von Krypto-Dienstleis-
tungen zu fiihren. Anbieter von Krypto-Dienstleistungen, deren Mutterunter-
nehmen ihren Sitz in einem Land haben, das in der EU-Liste von Drittlandern
mit hohem Risiko fiir Geldwéascheaktivitaten oder in der EU-Liste nicht koope-
rativer Lander und Gebiete fiir Steuerzwecke aufgefiihrt sind, sollen zu ver-
starkten Kontrollen gemafs den europaischen GwG-Vorschriften verpflichtet
werden. Strengere Anforderungen konnen auch fiir die Anteilseigner und die
Geschaftsfithrung der Anbieter von Krypto-Dienstleistungen gelten, insb. im
Hinblick auf ihre Lokalisierung (vgl. etwa Erw. (53a) i.V.m. Art. 16 Abs. 1 Bst. ba,
19 Abs. 2 Bst. ¢, 20 Abs. 2 Bst. b).

Der Kompromisstext zur vorlaufigen Einigung - also die MiCAR - befindet sich
derzeit im férmlichen Verfahren zur Annahme durch das Europiische Parla-
ment.*’ Die formale Genehmigung im Plenum ist fiir den 18. April geplant.* Es
ist moglich, dass es bis zur Verabschiedung noch zu Anderungen kommt. Auf-
grund der erzielten vorliufigen Einigung scheint dies aber unwahrscheinlich.*
Nach Inkraftsetzung sind die Anforderungen der MiCAR innerhalb von 18 Mo-
naten umzusetzen (Art. 126). Dabei gelten verschiedene Ubergangsmassnah-
men (Art. 123).

5.  Wirdigung

Sowohl die Schweiz als auch die EU werden nach Implementierung der MiCAR
einen spezifischen Regelungsrahmen fiir die Tatigkeiten der beaufsichtigten
Personen haben.” Beim Schweizer DLT-Gesetz handelt es sich um ein Rah-
mengesetz mit lediglich punktuellen Anpassungen in den geltenden Regel-
werken. Demgegentber hat sich die EU mit der MiCAR fiir eine Verordnung

3 COM,/2021/422 final.

40 vgl. <www.consilium.europa.eu/de/policies /digital-finance />.

4 vgl. <www.europarl.europa.eu/legislative-train/theme-a-europe-fit-for-the-digital-age
file-crypto-assets-1>, <www.europarl.europa.eu/sedcms/documents/PRIORITY INFO
965/SYN_POJ April STR EN.pdf>.

42 Vgl Jutzi/Abbihl, K. 21

4 vgl. Zellweger-Gutknecht/Weber, 23
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entschieden, in der die Vorgaben fiir die Markte in Kryptowerten gesammelt
festgelegt sind. Die entsprechenden Regelungen sind so einfacher zu finden.
Sowohl die Schweizer als auch die EU-Regulierungen fiir Kryptowerte bauen
auf bestehenden Bewilligungskategorien auf (z.B. Banken /Kreditinstitute resp.
Wertpapierhauser/Wertpapierfirmen; siehe unten, C.IIL.1.). Die CH war aller-
dings schneller mit ihrer Regulierung. Dies hat viele Krypto-Anbieter in die
Schweiz gelockt.**

Im Gegensatz zur MiCAR enthélt das DLT-Gesetz auch privatrechtliche Be-
stimmungen, z.B. zu Fragen des Eigentums an Token. Hier vermag das DLT-
Gesetz eine Vorreiterrolle zu beanspruchen, die den Standort Schweiz wegen
der damit verbundenen Rechtssicherheit im Vergleich zur EU auch kinftig at-
traktiv macht.*®

C. Ausgewahlte Aspekte der MiCAR
I.  Sachlicher Geltungsbereich
1. Token-Qualifikation

a)  Allgemeines

Die MiCAR erfasst Emittenten und Dienstleister in Bezug auf Kryptowerte. Da-
bei handelt es sich um eine ,digitale Darstellung von Werten oder Rechten, die
unter Verwendung der Distributed-Ledger-Technologie oder einer dhnlichen
Technologie elektronisch tibertragen und gespeichert werden konnen“ (Art. 3
Abs. 1 Ziff. 2).%°

Bei Kryptowerten unterscheidet die MiCAR vier Typen:
- Wertreferenzierte Token

-  E-Geld-Token

- Utility Token

- Allgemeine Token.

4 vgl. Reiser/Dobbins, 504, 502.

4 vgl. Weber, 452.

4 Mit Distributed-Ledger-Technologie ist eine Technologie gemeint, welche die verteilte
Aufzeichnung verschlisselter Daten unterstiitzt (Art. 3 Abs. 1 Ziff. 1).
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Bei einem wertreferenzierten Token handelt es sich um einen ,Kryptowert,
bei dem verschiedene Nominalgeldwahrungen, die gesetzliches Zahlungsmit-
tel sind, oder eine oder mehrere Waren oder ein oder mehrere Kryptowerte
oder eine Kombination solcher Werte als Bezugsgrundlage verwendet werden,
um Wertstabilitat zu erreichen” (Art. 3 Abs. 1 Ziff. 3). Ein E-Geld-Token ist ein
~Kryptowert, dessen Hauptzweck darin besteht, als Tauschmittel zu dienen,
und bei dem eine Nominalgeldwahrung, die gesetzliches Zahlungsmittel ist,
als Bezugsgrundlage verwendet wird, um Wertstabilitdt zu erreichen® (Art. 3
Abs. 1Ziff. 4). Wahrend bei E-Geld-Token eine Anbindung an lediglich eine ,,of-
fizielle Wahrung", d.h. eine von einer Zentralbank oder anderen Wahrungsbe-
hoérde ausgegebene Wahrung (sog. Fiat-Wdhrung, vgl. Art. 3 Abs. 1 Bst. 3a) er-
folgt, besteht bei wertreferenzierten Token eine Anbindung an einen Korb von
Fiat-Wahrungen, Waren, Kryptowerten oder einer Kombination aus Waren,
Kryptowerten oder Fiat-Wahrungen. Utility Token werden definiert als ,Kryp-
towert, der dazu bestimmt ist, digitalen Zugang zu einer Ware oder Dienstleis-
tung zu verschaffen, iiber DLT verfiigbar ist und nur vom Emittenten dieses
Tokens akzeptiert wird“ (Art. 3 Abs. 1 Ziff. 5). Alle anderen Formen von Kryp-
towerten i.S.v. Art. 3 Abs. 1, die keine wertreferenzierte Token oder E-Geld-
Token darstellen (namentlich Utility Token), gehoren in eine Auffangkategorie
der sog. allgemeinen Token (Titel II, Art. 4). Die Kategorisierung der Token in
der MiCAR ist somit nicht abschliessend.”’

Bei wertreferenzierten Token und E-Geld-Token wird weiter unterschieden
zwischen nicht signifikanten und signifikanten Token. Signifikante Token sind
solche, die von der EBA als solche eingestuft werden, weil sie erhohte Risiken
fir die europaische Wahrungshoheit aufweisen. (Erw. (4), (29), Art. 39, 50). Si-
gnifikanz-Kriterien sind z.B. ein grosser Kundenstamm, eine hohe Marktkapi-
talisierung und viele Transaktionen (Erw. (4), (29), Art. 39, 50). Emittenten von
E-Geld- und wertreferenzierten Token kdnnen im Rahmen des Zulassungsge-
suchs einen freiwilligen Antrag auf Einstufung der Token als signifikante Token
stellen (Art. 40, 51). Wird dem Gesuch entsprochen, geht die Aufsichtszustin-
digkeit auf die EBA tiber (siehe unten, C.IV.). In der Praxis diirfte eine freiwillige
Einstufung vor allem fiir Emittenten von Interesse sein, die direkt und nur von
einer Aufsichtsbehoérde auf europaischer Ebene beaufsichtigt werden moch-
ten.*®

Fiir Token, deren Wert sich im Sinne einer Anbindung von einem unterliegen-
den Vermogenswert (Fiat-Wahrung, Rohstoffe, Immobilien usw.) ableiten mit

47 vgl. Reiser/Dobbins, 497, Weber,/Baisch, Digital Asset Token, 231; Weber/Baisch, Digital Fi-
nance Package, 229.
4 vgl. Reiser/Dobbins, 498
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dem Ziel, die Preisvolatilitat der Token zu begrenzen und somit zu deren er-
hohter Wertstabilitat beizutragen, hat sich international der Begriff ,Stable-
coin“ eingebiirgert. Bei diesem Begriff handelt es sich primar um eine Marke-
ting-Bezeichnung. Eine allgemeingiiltige Kategorisierung fiir Token ist damit
nicht verbunden. Vielmehr hangt die Kategorisierung eines Token als Stable-
coin von der konkreten Ausgestaltung des Token ab (vgl. hierzu die sog. Sta-
blecoin-Wegleitung der FINMA*).*® Stablecoins sind nicht zu verwechseln mit
Kryptowahrungen, die von einer eigenstandigen DLT erzeugt werden (sog. na-
tive Token wie BTC, ETH).” Im Kontext der MiCAR werden sowohl wertrefe-
renzierte Token als auch E-Geld-Token als Stablecoins bezeichnet bzw. kon-
nen als solche ausgegeben werden (Erw. (9), (26) i.V.m. Art. 3 Nr. 1 Abs. 3-4).**
Wenn nachfolgend von Stablecoins die Rede ist, sind damit wertreferenzierte
Token und E-Geld-Token gleichermassen gemeint.

b)  Abgrenzung zu anderen Formen von Token

Ausdriicklich vom Anwendungsbereich der MiCAR ausgenommen sind Kryp-
towerte, die bereits durch eine anderweitige Regulierung erfasst sind. Dazu
gehoren etwa Finanzinstrumente (i.S.v. Art. 4 Abs. 1 Nr. 15 i.V.m. Anhang I, Ab-
schnitt C der MiFID II), E-Geld (i.S.v. Art. 2 Nr. 2 der E-Geld-Richtlinie), es
sei denn, es handle sich um E-Geld-Token i.S.v. MiCAR, Einlagen (i.S.v. Art. 2
Abs.1 Nr.3 der Einlagensicherungsrichtlinie™), strukturierte Einlagen (i.S.v.
Art. 4 Abs. 1 Nr. 43 MiFID II) oder Verbriefungen (i.S.v. Art. 2 Nr. 1 der Verbrie-
fungsverordnung™; vgl. Art. 2 Abs. 3). Zu den Finanzinstrumenten zihlen etwa
»<ubertragbare Wertpapiere“ wie ,Schuldverschreibungen® (vgl. Anhang I, Abs. 1

4 FErginzung der Wegleitung fiir Unterstellungsanfragen betreffend Initial Coin Offerings

(ICOs) der FINMA vom 11. September 2019, Ziff. 1, 1. Die Stablecoin-Wegleitung erganzt die
ICO-Wegleitung.

Zum Stablecoin-Begriff ferner Weber/Baisch, Digital Finance Package, 229; Zellweger-Gut-
knecht/Weber, 19, 23 f.; Van Egghen Robert, Stablecoin restrictions dropped from EU rules,
IgnitesEurope, 27. September 2022 (zit. Van Egghen).

S vgl. Zellweger-Gutknecht/Weber, 19.

Vgl. auch Kommissionsvorschlag, 12; Eggen Mirjam, Stablecoins, in: Belser Eva Maria/
Pichonnaz Pascal/Stockli Hubert (Hrsg.), Le droit sans frontieres, Mélanges pour Franz
Werro, Bern 2020, 173 ff. (zit. Eggen), 179.

3 Richtlinie 2014,/49/EU des Européaischen Parlaments und des Rates vom 16. April 2014 {iber
Einlagensicherungssysteme, ABI L 173 vom 12. Juni 2014, 149 ff.

Verordnung (EU) 2017/2402 des Europdischen Parlaments und des Rates vom 12. Dezember
2017 zur Festlegung eines allgemeinen Rahmens fiir Verbriefungen und zur Schaffung eines
spezifischen Rahmens fiir einfache, transparente und standardisierte Verbriefung und zur
Anderung der Richtlinien 2009/65/EG, 2009/138/EG, 2011/61/EU und der Verordnungen
(EG) Nr. 1060,/2009 und (EU) Nr. 648 /2012, ABI L 347 vom 28. Dezember 2017, 35 ff.
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iV.m. Art. 4 Abs. 1 Nr. 44 (b) MiFID II), nicht aber ,Zahlungsinstrumente® (vgl.
Art. 4 Abs.1 Nr. 44 MiFID II). ,Zahlungsinstrumente* werden durch die sog.
Zahlungsdienste-Richtlinie® (Art. 4 Nr. 14) erfasst.*® Emittenten wertreferen-
zierter Token missen im Rahmen des Zulassungsgesuchs in einem Rechtsgut-
achten darlegen, dass die entsprechenden Token keine Kryptowerte oder E-
Geld-Token darstellen (Art. 16 Abs. 2 Bst. d).”’

Aufgrund der weiten und undifferenzierten Definition™ des Begriffs der Kryp-
towerte in der MiCAR bereitet nicht nur die Unterscheidung der verschie-
denen Token innerhalb der MiCAR (wertreferenzierte Token, E-Geld-Token,
Utility Token usw.) Mihe. Auch die Unterscheidung von durch andere Regu-
lierungen bereits erfasste Token (Finanzinstrumente wie tibertragbare Wert-
papiere, Schuldverschreibungen, Zahlungsinstrumente usw.) ist schwierig. Die
in den bestehenden EU-Finanzmarktregulierungen verwendeten Begriffe (na-
mentlich der ,iibertragbaren Wertpapiere®) sind vielfach ungeklart.”® Dem-
entsprechend unterschiedlich werden sie von den nationalen zustandigen

55 Richtlinie (EU) 2015/2366 des Europaischen Parlaments und des Rates vom 25. November
2015 iiber Zahlungsdienste im Binnenmarkt, zur Anderung der Richtlinien 2002/65/EG,
2009/110/EG und 2013/36/EU und der Verordnung (EU) Nr. 1093 /2010 sowie zur Aufhe-
bung der Richtlinie 2007/64/EG, ABI L 337 vom 3. Dezember 2015, 35 ff..

Fiir eine Ubersicht {iber Token-Arten und die anwendbaren EU-Regularien siehe Gortsos
Christos V., The Commission’s 2020 Proposal for a Markets in Crypto-Assets Regulation
(‘MiCAR’): A Brief Introductory Overview, 7. Mai 2021 (zit. Gortsos), 21.

57 Fiir Kritik an dieser Rechtsgutachtenpflicht siehe Jutzi/Abbiihl, K 25.

8 Vgl. Jutzi/Abbiihl, K 23. Zur Kritik der EZB an der Definition des Kryptowertes in der
MiCAR vgl. Godschalk Hugo, Kryptowerte, Fiatgeld und Aliens - einige Anmerkungen zur
MiCAR (1), 16. Marz 2021 (zit. Godschalk), der angesichts der Unscharfe des Kryptowerte-
Begriffs von einer , Arbeitsbeschaffungsmassnahme fiir Jurist*innen*“ spricht.

Ein Versuch der SMSG, zu bestimmen, ob Token, die Anlagezwecken dienen (Anlagetoken)
Finanzinstrumente (i.S.v. MiFID II und Verordnung (EU) Nr. 596/2014 des Europaischen
Parlaments und des Rates vom 16. April 2014 tiber Marktmissbrauch (Marktmissbrauchs-
verordnung) und zur Aufhebung der Richtlinie 2003/6/EG des Europdischen Parlaments
und des Rates und der Richtlinien 2003 /124 /EG, 2003 /125/EG und 2004 /72 /EG der Kom-
mission, ABI L 173 vom 12. Juni 2014, 1 ff.) bzw. tibertragbare Wertpapiere (i.S.d. Prospekt-
verordnung) sind, erwies sich angesichts der Ungewissheit als schwierige Aufgaben. Die
SMSG empfahl der ESMA daraufhin, Leitlinien bereitzustellen oder eine aufsichtsrechtliche
Konvergenz anzustreben zur Auslegung der MiFID II-Definition von iibertragbaren Wert-
papier sowie zur Klarung der Frage, ob tibertragbare Anlagetoken, die typische Merkmale
von Wertpapieren aufweisen, unter die MiFID II und die Prospektverordnung fallen (vgl.
ESMA22-106-1338).
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Aufsichtsbehorden (sog. National Competent Authorities, NCA) ausgelegt.®’ In
der Praxis sind zudem hiufig Mischformen anzutreffen (sog. hybride Token).”
Bspw. dienen tibertragbare Token, die fiir Zahlungen oder den Zugang zu Wa-
ren oder Dienstleistungen verwendet werden konnen, aus Sicht der Verbrau-
cherinnen haufig (auch) Anlagezwecken. Da sie sich prinzipiell zur Kapital-
anlage eignen, konnten solche Token somit Finanzinstrumente sein.”” In der
Praxis sind insb. wertreferenzierte Token von Schuldverschreibungen einer-
seits und E-Geld-Token von E-Geld und Zahlungsinstrumenten andererseits
kaum voneinander zu unterscheiden.*

Der EU-Gesetzgeber hat diese Problematik erkannt und im Kompromisstext
verschiedene Anpassungen vorgenommen. Zum einen soll die ESMA mit der
Ausarbeitung von Leitlinien zur Einstufung von Kryptowerten als Finanzin-
strumente beauftragt werden (Erw. (6a) i.V.m. Art. 2 Abs. 3). Statt E-Geld wer-
den zudem Geldbetrige (i.S.v. Art. 4 Abs. 25 Zahlungsdienste-Richtlinie®, d.h.
Banknoten und Miinzen, Giralgeld oder E-Geld) vom Anwendungsbereich der
MiCAR ausgenommen, sofern es sich dabei nicht um E-Geld-Token handelt
(Art. 2 Abs. 3 Bst. ca). E-Geld-Token werden dabei von Gesetzes wegen als E-
Geld (i.S. der E-Geld-Richtlinie) betrachtet (Art. 43 Abs. 1 Bst. 1a). Strukturierte
Einlagen werden im Kompromisstext neu unter den Einlagenbegriff gefasst
(Art. 2 Abs. 3 Bst. ¢). Zudem stellt der Kompromisstext klar, dass nicht iber-
tragbare digitale Vermogenswerte keine Kryptowerte darstellen (Erw. (8a)).
Im erwahnten Rechtsgutachten muss dargelegt werden, warum es sich beim
Token nicht um einen Kryptowert oder E-Geld-Token handelt (Art. 16 Abs. 2
Bst. d (ii)).

% Wie eine anschliessende Umfrage der ESMA ergab, herrscht unter den NCA ein unter-

schiedliches Verstandnis, welche Token unter den Begriff der Finanzinstrumente (i.S.v. Mi-
FID 1II) fallen (vgl. ESMA, Legal qualification of crypto-assets - survey to NCAs, Januar
2019, ESMA-50-157-1384). Die Belgische Finanzmarkaufsicht hat dieses Problem erkannt
und kiirzlich eine Mitteilung herausgegeben, in der sie die haufigsten Falle erlautert, in de-
nen Krypto-Assets in den Anwendungsbereich der Prospektvorschriften und/oder Verhal-
tenspflichten nach MiFID II fallen kénnen, vgl. FSMA, Mitteilung 2022_25, Classification of
crypto-assets as securities, investment instruments or financial instruments, 22. November
2022.

61 vgl. ICO-Wegleitung, Ziff. 3.1, 3.

2 Vgl. Weber/Baisch, Digital Finance Package, 225 f., mit Verweis auf den final report der HM
Treasury/FCA/Bank of England, Cryptoassets Taskforce, vom 20. Oktober 2019, sowie den
von der US-Aufsicht angewandten Howey-Test.

6 Vgl. Jutzi/Abbiihl, insb. K 27, 25; Eggen, 179, 188; Godschalk.

4 Richtlinie (EU) 2015/2366.
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c)  Abgrenzung von NFTs

Unsicherheiten ergeben sich nach dem Kommissionsvorschlag auch bei der
Einordnung von nicht austauschbaren Token (sog. Non-Fungible Token, NFT).
Das sind digitale Vermogenswerte, die fiir reale Objekte wie z.B. Kunst, Musik
oder Videos stehen.”®

Die sog. Whitepaper-Pflicht (siehe unten, CV.2.) fiir die Emission und den
Handel auf einer Handelsplattform fiir allgemeine Token (Art. 4 f.) entfallt,
wenn Kryptowerte einmalig und nicht mit anderen Kryptowerten fungibel
sind (Art. 4 Abs. 2 Bst. ¢). Dies spricht dafiir, dass NFTs zumindest konzeptio-
nell unter den Begriff der Kryptowerte fallen.’® Geméss dem Kompromisstext
sind NFT denn auch ,nur vom Anwendungsbereich ausgenommen, sofern sie
nicht in eine der bestehenden Kryptowerte-Kategorien fallen“ (Erw. (6b)-(6¢)
iV.m. Art. 2a; Art. 4 Abs. 2 Bst. ¢ des Kommissionsvorschlags wurde gelscht).
Allerdings soll die EU-Kommission gemass Kompromisstext binnen 18 Mona-
ten mit einer umfassenden Bewertung sowie gegebenenfalls Ausarbeitung ei-
nes Legislativvorschlag zur Schaffung einer Regelung fiir nicht austauschbare
Token beauftragt werden (Art. 122b Nr. 2 Bst. da).”’

d)  Vergleich mit der Token-Qualifikation in der Schweiz

Die FINMA unterscheidet in ihrer sog. ICO-Wegleitung®® zwischen Zahlungs-
Token (Kryptowahrungen), Nutzungs-Token und Anlage-Token. In der Praxis
kommen auch hybride Token vor.*” Zahlungs-Token sind Token, die tatsich-
lich oder der Absicht des Organisators nach als Zahlungsmittel zum Erwerb
von Waren oder Dienstleistungen akzeptiert sind oder der Geld- und Wert-
ibertragung dienen sollen. Sie vermitteln keine Anspriiche gegeniiber den
Emittenten. Nutzungs-Token sollen den Zugang zu einer digitalen Nutzung
oder Dienstleistung vermitteln, welche auf oder unter Benutzung einer DLT-
Infrastruktur erbracht wird. Anlage-Token reprasentieren Vermogenswerte
und kénnen eine schuldrechtliche Forderung gegentiber Emittenten oder ein
Mitgliedschaftsrecht im gesellschaftsrechtlichen Sinne darstellen. Bei Anlage-
Token werden z.B. Anteile an kiinftigen Unternehmensertragen oder Kapital-
flissen versprochen. Der Token reprasentiert damit nach der wirtschaftlichen

65 Vgl. Jutzi/Abbihl, K 32.

66 vgl. Jutzi/Abbiihl, K 23.

7 Vgl. Verweis in Jutzi/Abbiihl, K 28.

% Wegleitung fiir Unterstellungsanfragen betreffend Initial Coin Offerings (ICOs) der FINMA
vom 16. Februar 2018.

9 vgl. Weber, Regulierungsansitze, 450.
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Funktion insb. eine Aktie, Obligation oder ein derivatives Finanzinstrument.
Unter die Kategorie der Anlage-Token kénnen auch Token fallen, welche phy-
sische Wertgegenstinde auf der DLT handelbar machen sollen.”

Die EU hat sich bei der Einteilung der Token in verschiedene Kategorien an
der FINMA-Taxonomie orientiert.” Vergleicht man die vier Typen von Token
gemass MiCAR mit derjenigen in den ICO-Wegleitung der FINMA, sind Uti-
lity Token und die allgemeinen Token mit Nutzungs-Token vergleichbar. An-
lage-Token dhneln den Finanzinstrumenten (i.S.v. MiFID II) und sind somit in
der Regel keine Kryptowerte i.S.v. MiCAR. E-Geld-Token lassen sich mit Zah-
lungs-Token vergleichen, die wie sie auf eine einzige Fiat Wahrung Bezug neh-
men. Am schwierigsten ist die Einordnung von wertreferenzierten Token. Je
nach Bezugsgrosse und Zweck kann es sich bei ihnen um einen Zahlungs-To-
ken (z.B. bei einem Bezug zu einem Wahrungskorb) oder Anlagetoken handeln
(wenn z.B. der Token primir zu Anlagezwecken erworben wird.)”

2. Regulierte Tatigkeiten und Dienstleistungen

Die MiCAR regelt die Emission von Kryptowerten und die Erbringung von
Dienstleistungen in Bezug auf Kryptowerte (Art. 1 Abs. 1).

Als Emission von Kryptowerten gelten:

- Angebote gegeniiber Dritten, einen Kryptowert gegen Fiat-Wahrung
oder andere Kryptowerte zu erwerben (Art. 3 Abs. 1 Nr. 6 i.V.m. Nr. 7, 12-13)

- Antrage auf Zulassung von Kryptowerten auf einer Handelsplattform fiir
Kryptowerte (Art. 3 Abs. 1 Nr. 6 iV.m. Nr. 11).

Als Krypto-Dienstleistungen gelten folgende Dienstleistungen/Tatigkeiten
(Art. 3 Abs. 1 Nr. 9):

- Verwahrung und Verwaltung von Kryptowerten fiir Dritte

- Betrieb einer Handelsplattform fiir Kryptowerte

Tausch von Kryptowerten gegen Geldbetrage

Tausch von Kryptowerten gegen andere Kryptowerte

Ausfiihrung von Auftragen tiber Kryptowerte fiir Dritte

0 vgl. ICO-Wegleitung; Weber/Baisch, DLT, 684 f.

1 Vgl. ESMA22-106-1338, Fn. 23, 4 (,has found Switzerland’s FINMA’s taxonomy useful, based
on the economic function of tokens: payment tokens, utility tokens and asset token”); We-
ber/Baisch, Digital Finance Package, 225; Reiser/Dobbins, 503.f

2 Vgl. Weber/Baisch, Digital Finance Package, 229 f.
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- Platzierung von Kryptowerten

- Annahme und Ubermittlung von Auftragen iiber Kryptowerte fiir Dritte
- Erbringung von Transferdiensten fiir Kryptowerte im Auftrag von Dritten
- Beratung zu Kryptowerten

- (Individuelle) Portfolioverwaltung von Kryptowerten.

3. Wirdigung

Die Abgrenzung von Kryptowerten zu von anderen Regulierungen erfassten
Token ist mit Auslegungsschwierigkeiten verbunden. Diese werden mit der
Rechtsgutachten-Pflicht (siehe oben, C.I1b)) einseitig der Krypto-Branche
auferlegt. Insgesamt sorgt die MiCAR mit ihren detaillierten Regelungen je-
doch fir mehr Rechtssicherheit in Bezug auf die Einordnung der Tatigkeiten
von Marktteilnehmern in der Finanzmarktregulierung. Sie tragt damit zur In-
novation und Férderung eines einheitlichen digitalen EU-Finanzraums bei.

Die verschiedenen auf Krypto-Anbieter anwendbaren EU-Regulierungen ent-
halten teilweise abweichende Vorgaben. Eine (freiwillige) Einhaltung der
»strengeren Regulierung” (z.B. der Eigenkapitalrichtlinie statt der MiCAR) be-
wahrt Krypto-Anbietern somit nicht vor Rechts- und Reputationrisiken, wie
sie sich aus einer falschen Token-Qualifikation fiir sie ergeben koénnen. Um
entsprechende Risiken abzumildern, empfiehlt sich fiir Krypto-Anbieter je-
doch, die Token-Emission jeweils im gleichen EU-Land vorzunehmen und das
Whitepaper ggf. von dort aus in andere EU-Linder (mdglichst ein EU-Land
mit einer klaren Praxis zur Token-Klassifikation) zu exportieren. Auch die Ein-
holung eines ,non-action letter* zur Token-Qualifikation bei der NCA kann
helfen, Risiken in Bezug auf die Anwendbarkeit der MiCAR zu minimieren.

Beziiglich Einordnung von NFT bestehen ahnliche Unsicherheiten wie in der
EU auch in der Schweiz. Hier bleibt eine Konkretisierung der Praxis durch die
Europiischen Aufsichtsbehérden resp. FINMA™ abzuwarten.

Der Katalog der bewilligungspflichtigen Dienstleistungen der MiCAR lehnt sich
eng an die in der MiFID II regulierten Tatigkeiten an, reicht aber teilweise wei-
ter. Bspw. ist die Verwaltung und Verwahrung von Finanzinstrumenten von

73 Zur NFT-Praxis der FINMA vgl. FINMA, Jahresbericht 2022, 20 f.
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der MIFID II nicht erfasst, von der MiCAR hingegen schon.” In der Schweiz
sind die betreffenden Tatigkeiten in verschiedenen Finanzmarktgesetzen ab-
gedeckt (z.B. Transaktionsausfiihrungen fir Dritte, Anlageberatung und indi-
viduelle Portfolioverwaltung in Bezug auf DLT-Effekten im FIDLEG, Betrieb
einer DLT-Handelsplattform im FinfraG und Tausch und Transferdienste in
Bezug auf Kryptowerte im Geldwischereigesetz). In Bezug auf die bewilli-
gungspflichtigen Tatigkeiten sind die Schweizer Regulierung und die MiCAR
also vergleichbar.

II. Raumlich-personlicher Geltungsbereich und
Drittstaatenregelung

1. Im Allgemeinen

Der freie Finanzdienstleistungsverkehr im europaischen Binnenmarkt basiert
auf dem Prinzip des einheitlichen europaischen Passes (EU-Pass). Mit dem
EU-Pass dirfen in einem EU-Mitgliedstaat (sog. Herkunftsmitgliedstaat) nie-
dergelassene Personen ihre Tatigkeit auch in den tbrigen Mitgliedstaaten
(sog. Aufnahmemitgliedstaat) ausiiben, ohne hierflir im Aufnahmemitgliedstaat
eine zusitzliche Bewilligung einholen zu missen (sog. Passporting). Das EU-
Passsystem dient der Verwirklichung der im EU-Recht garantierten Nieder-
lassungs- und Dienstleistungsfreiheit (Art. 49 ff., 59 ff. AEUV"). Es gilt daher
grundsatzlich nur fiir in der EU niedergelassene Personen. Fiir in Drittlandern
wie der Schweiz ansassige Personen, die in der EU-Finanzmarkt tatig werden
wollen (sog. Drittlandakteure), kennt die EU kein einheitliches Marktzugangs-
konzept. Vielmehr variieren die Marktzugangsregelungen je nach Bereich des
Finanzmarktrechts.” Wenn die EU bestimmte Drittstaatensachverhalte har-
monisiert, diirfen die einzelnen EU-Mitgliedstaaten nur eigenstandige Markt-

" Die Verwahrung und Verwaltung von Kryptowerten (Art. 3 Abs. 1 Nr. 9 Bst. a) ist zu unter-
scheiden von der zulassungspflichtigen ,Portfolio-Verwaltung“ i.S.v. Anhang I, Abschnitt A,
Ziff. 4 MiFID II, vgl. Jutzi/Abbiihl, K 28.

5 Geldwéaschereigesetz vom 10. Oktober 1997 (GwG, SR 955.0).

76 Konsolidierte Fassung des Vertrags iiber die Arbeitsweise der Européischen Union (AEUV),
ABI C 326 vom 26. Oktober 2012, 47 ff.

77 Vgl. Tobler Simone, Gemeinsamkeiten und Unterschiede zwischen MiFID II und FIDLEG:
Aquivalenzpriifung sowie Auswirkungen auf strategischer und operationeller Ebene in Fi-
nanzinstituten, Ziirich/Basel /Genf 2016 (zit. Tobler), 28, mit weiteren Verweisen.
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zugangsregelungen (z.B. Niederlassungserfordernisse) fiir Drittlandakteure

vorsehen, soweit das EU-Recht ihnen einen entsprechenden Spielraum ein-
- 78

raumt.

Das EU-Finanzmarktrecht lasst sich im Hinblick auf seine materielle Geltung
nach verschiedenen Ankniipfungspunkten systematisieren. Ausgangspunkt
bildet das sog. Territorialitatsprinzip (sog. Sitzprinzip):

Das Sitzprinzip knipft an den Ausiibungsort einer bestimmten aufsichtsrecht-
lich relevanten Handlung an. Entsprechend ist die Aufsichtsbehérde am Ort
des Sitzes des Anbieters fiir die Zulassung und Aufsicht zustandig. Aufgrund
des Sitzprinzips ist das EU-Finanzmarktrecht grundsatzlich nur auf Personen
mit Domizil in der EU anwendbar. Dies bedeutet, dass Drittlandakteure in der
EU grundsatzlich nur tatig werden diirfen, wenn sie sich nach dem dort gel-
tenden Aufsichtsrecht organisieren. Dies setzt vielfach eine Zulassung in der
EU voraus. Soweit Drittstaatenregelungen ausnahmsweise einen davon abwei-
chenden Marktzugangsmechanismus fiir Drittlandakteure vorsehen, wird fiir
den Marktzugang in der Regel Aquivalenz des entsprechenden Aufsichtsrechts
des Drittlands verlangt (sog. Aquivalenzprinzip). Im EU-Finanzmarktrecht fin-
den sich vielfach Marktzugangsmechanismen fiir Personen aus Drittlandern,
die auf dem sog. Aquivalenzprinzip beruhen. Nach dem Aquivalenzprinzip ist
der Zugang fir Drittlandakteuer davon abhingig, dass das Aufsichtsrecht des
Drittlands mit dem jeweiligen europaischen Aufsichtsrecht gleichwertig (aqui-
valent) ist.

Das Marktortprinzip (sog. Vertragsortprinzip) kniipft an den Ort an, an dem
eine Transaktion stattfindet bzw. ein Vertrag abgeschlossen wird. Bei diesem
Ort handelt es sich typischerweise um das Domizil der Kundinnen der Anbie-
ter. Dieses Prinzip kommt bspw. bei der Regulierung der Marktformen, den
Regeln zur Marktintegritit und den Vertriebsregeln im Prospekt- und Invest-
mentrecht zur Anwendung.

Das sog. Auswirkungsprinzip kniipft an den Umstand an, dass sich ein be-
stimmtes Verhalten auf dem europaischen Finanzmarkt erheblich auswirkt. In
diesem Fall erstreckt sich das EU-Finanzmarktrecht nicht nur auf EU-Territo-
rium, sondern entfaltet Rechtswirkungen auch in Drittlindern (d.h. es zeitigt
extraterritoriale Wirkung).”

78 Vgl. Jutzi Thomas/Schiren Simon, Européisches Finanzmarktrecht im Umbruch, Neuaus-

richtung der Drittstaatenordnung?, GesKR 3,/2019, 408 ff. (zit. Jutzi/Scharen), 414.
Zur Konzeption der Drittstaatenordnung und zum Aquivalenzprinzip in der EU vgl. Jutzi/
Schéren, 413 ff.; ferner Weber/Baisch, Digital Finance Package, 232.

79
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Eine Besonderheit ergibt sich aus der sog. passiven Dienstleistungsfreiheit.
Demnach unterstehen Dienstleistungen, die ein Drittlandakteur auf aus-
schliessliche Initiative von in der EU domizilierten Kundinnen erbringt, dem
Aufsichtsrecht des Drittlands. Die aufsichtsrechtlichen Bestimmungen des
EU-Finanzmarktrechts gelangen nicht zur Anwendung. Dieses Prinzip wird
auch als sog. Reverse Solicitation bezeichnet.** Damit eine Dienstleistung als
passiv erbracht angeschaut wird, gelten strenge Massstdbe. Die ESMA hat erst
kiirzlich daran erinnert, dass bereits das Umwerben von Kundinnen in der EU
dazu fithren kann, dass, wenn sich die Kundinnen daraufhin an den Drittland-
akteur wenden, die Dienstleistung nicht mehr als auf alleinige Veranlassung
der der Kundinnen hin erbracht angeschaut werden kann.*

Bei grenziiberschreitender Tatigkeit in die EU hinein ergeben sich fiir Dritt-
landakteure nicht nur aufsichts- und strafrechtliche Risiken (z.B. wegen uner-
laubtem Tatigwerden). Eine solche Tatigkeit kann fiir sie auch mit zivilrecht-
lichen Risiken verbunden sein. Die EU-Finanzmarktgesetze enthalten vielfach
Bestimmungen zum Schutze von Anlegerinnen. Dies eréffnet Konsumentinnen
mit Wohnsitz in der EU die Moglichkeit, zivilrechtlich an ihrem Wohnsitz in
der EU gegen Drittlandakteure vorzugehen. Indirekt finden dann die zwin-
genden Verbraucherschutzvorschriften und somit u.U. die EU-Finanzmarkt-
gesetzgebung Anwendung (Art. 15 ff. des sog. LugU® i.V.m. Art. 6 der Rom-I-
Verordnung®).*

2. In der MiCAR

Der sachlich-raumliche Geltungsbereich der MiCAR ist relativ weit. Sie gilt
fiir alle Personen, die in der EU Kryptowerte ausgeben oder Dienstleistungen

80 vgl. Jutzi/Schéren, 414.

81 vgl. ESMA, Public Statement, Reminder to firms of the MiFID II rules on ,reverse soli-
citation“ in the context of the recent end of the UK transition period, 13.Januar 2021,
ESMA35-43-2509.

Ubereinkommen iiber die gerichtliche Zustindigkeit und die Anerkennung und Vollstre-
ckung von Entscheidungen in Zivil- und Handelssachen (Lugano-Ubereinkommen, LugU,
SR 0.275.12).

Verordnung (EG) Nr. 593/2008 des Europaischen Parlaments und des Rates vom 17. Juni
2008 tber das auf vertragliche Schuldverhaltnisse anzuwendende Recht (Rom I), ABI L 177
vom 4. Juli 2008, 6 ff.

Fiir einen vertieften Uberblick zum Drittstaatenregime im EU-Finanzmarktrechts siehe
Jutzi/Scharen, insb. 4 f., 9 f., 416 f.; ferner Jutzi/Abbthl, K 24. Zur Reverse Solicitation in
Bezug auf MiFID II/MiFIR ausfiihrlich Ammann Thierry Romain, Der europdische Markt-
zugang fiir Schweizer Banken, Diss. St. Gallen 2018, Ztirich/St. Gallen 2020, 501 ff.; ferner
Sethe Rolf, Das Drittstaatenregime von MiFIR und MiFID II, SZW 2014, 615 ff., 602 ff.; Tobler,
insb. 30 ff.,, 77 f.
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im Zusammenhang mit Kryptowerten erbringen (Art. 2 Abs. 1). D.h. Schweizer
Dienstleister, die Krypto-Dienstleistungen in einem EU-Land anbieten oder in
einem EU-Land Kryptowerte emittieren, unterstehen grundsatzlich den Be-
stimmungen der MiCAR.®

Im Gegensatz zu anderen EU-Finanzmarktregulierungen (z.B. MiFID 1I/MiFIR)
enthilt die MiCAR keine Aquivalenzregelung.*® Weil die digitale Natur von
Kryptowerten den Zugriff auf Anbieter solcher Produkte erschwert, sieht sie
stattdessen einen weitgehenden Niederlassungszwang vor: Emittenten von E-
Geld- und wertreferenzierten Token und Krypto-Dienstleister bendtigen eine
entsprechende Lizenz, wenn sie in der EU tatig sein wollen. Eine solche Li-
zenz wird nur erteilt, wenn die Stablecoin-Emittenten und Krypto-Dienstleis-
ter in der EU ansissig sind (Art. 15 Abs. 1-2, Art. 43 Abs. 1, Art. 53 Abs. 1).* Die
mit der Zulassung verbundenen Pflichten finden auf sie dann direkt Anwen-
dung.®® Unter der MiCAR gilt somit grundsitzlich das Sitzortprinzip. Méglich
bleibt die Reverse Solicitation, d.h. die grenziiberschreitende Dienstleistung
an Kundinnen in der EU ,auf eigenes Betreiben® bzw. ausschliessliche Initiative
der Kundinnen. Fir Krypto-Dienstleister ist die Anwendbarkeit dieses (eng
auszulegenden) Reverse Solicitation-Prinzip in der MiCAR explizit festgehal-
ten (Erw. (51)).

Fir Emittenten von allgemeinen Token gilt demgegentiber das Vertragsort-
sprinzip: Sie dirfen bei Vorliegen eines der NCA notifizierten Whitepapers
ihre Token in der EU auch weiterhin ohne Zulassung in der EU anbieten. Ist
das Whitepaper erstmal bei der NCA im Herkunftsmitgliedstaat notifiziert,
darf das Token auch in den anderen EU-Landern emittiert werden (Erw. (21)
iV.m. Art. 10 Abs. 1 und Art. 3 Abs. 1 Nr. 22 MiCAR; vgl. Art. 28 i.V.m. Art. 2 Bst. i

85 Vgl. Weber, Regulierungsansitze, 454, Fn. 16.

Die EU Kommission wird jedoch innert 36 Monaten nach Inkrafttreten der MiCAR in einem
Bericht darlegen, ob eine Aquivalenzregelung eingefiihrt werden soll (Art. 122 V Bst. k), vgl.
Jutzi/Abbiihl, K 43.

Kreditinstitute benétigen keine separate Lizenz. Sie miissen sich aber an die Vorgaben von
Art. 15a halten. Insb. missen sie ein Whitepaper erstellen und von der zustdndigen Auf-
sichtsbehorde genehmigen lassen. Zudem trifft sie eine Rechtsgutachtenpflicht zur Quali-
fikation der emittierten Token (Art. 15a, insb. Abs. 1 Bst. a-b).

AM. offenbar Jutzi/Abbiihl, K 21, die - unter Verweis auf Birgi Benjamin/Kremer Michael,
Die européische Verordnung {iber Mérkte fiir Kryptowerte (MiCAR) - Ubersicht und poten-
tielle Auswirkungen auf die Schweiz, iusNet Bank- und Kapitalmarktrecht, 25. August 2022,
Ziff. 3.4. - vom Marktortprinzip ausgehen.

86
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der sog. Prospektverordnung®).”’ Ohne dieses notifizierte Whitepaper diirfen
Schweizer Emittenten allgemeine Token in der EU nur auf Reverse Solicita-
tion-Basis emittieren.

Von den NCA des Herkunftsmitgliedstaats (Art. 3 Abs. 1 Nr. 22*') erteilte Titig-
keitsbewilligungen gelten grundsatzlich fiir die gesamte EU (vgl. etwa Erw. (29)
iV.m. Art. 15 Abs. 5; Erw. (52), (54) i.V.m. Art. 53 Abs. 3 und Art. 58). Dasselbe
gilt fiir die Genehmigung von Whitepapers, der NCA notifizierte Whitepaper
und Marketingmitteilungen (vgl. etwa Erw. (21) iV.m. Art. 10 Abs. 1; Erw. (29) i.V.
Art. 15 Abs. 6). Die MiCAR folgt somit dem Konzept des EU-Passes.”

Eine weitere Besonderheit gilt fiir Emittenten von E-Geld-Token, die sich auf
eine Unionswahrung beziehen. In diesem Fall wird die Emission von Gesetzes
wegen als in der EU erfolgt erachtet (Art. 43 Abs. 1). Somit gilt bei E-Geld-To-
ken, die an den Euro oder eine andere Unionswahrung ankniipfen, das Aus-
wirkungsprinzip. D.h. nur als Kreditinstitut oder E-Geld-Institut lizenzierte
Institute mit Sitz in der EU dirfen solche Produkte ausgeben (siehe unten,
C.IIL.1). Mit dieser extraterritorialen Wirkung will sich die EU die Wahrungs-
hoheit tiber die Unionswahrung sichern.

Aus der MiCAR kénnen sich neben aufsichtsrechtlichen Pflichten auch pri-
vatrechtliche Pflichten ergeben. Namentlich die mit der Whitepaper-Pflicht
verbundene Haftung (siehe unten, CV.2.) sowie die Haftung von Verwahrstel-
len und Krypto-Verwahrern fiir Verluste der verwahrten Finanzinstrumente/
Kryptowerte (siehe unten, C.VIL) diirften Verbraucherschutzcharakter haben.
Aus dem Zusammenspiel des LugU und der Rom-I-Verordnung kénnen diese
Bestimmungen fiir Schweizer Krypto-Verwahrer somit auch bei grenziiber-
schreitenden Geschaftsbeziehungen mit in der EU ansassigen Kundinnen an-
wendbar sein.”

8 Verordnung (EU) 2017/1129 des Européaischen Parlaments und des Rates vom 14. Juni 2017
iiber den Prospekt, der beim 6ffentlichen Angebot von Wertpapieren oder bei deren Zulas-
sung zum Handel an einem geregelten Markt zu veréffentlichen ist und zur Aufhebung der
Richtlinie 2003/71/EG, ABI L 168 vom 30. Juni 2017, 12 ff

% vgl. Weber/Baisch, Digital Finance Package, 232; Jutzi/Schéren, 417; Jutzi/Abbiihl, K 24.

1 Als Herkunftsmitgliedstaat gilt z.B. der Staat, in dem die Kryptowerte erstmals angeboten

werden oder in dem der erste Antrag auf Zulassung zum Handel auf einer Handelsplattform

fiir Kryptowerte gestellt wird, wenn der Emittent nicht in einem EU-Mitgliedstaat domizi-
liert ist.

Fiir einen Uberblick zur Konzeption der Drittstaatenordnung im EU-Finanzmarktrecht und

zum EU-Passsystem siehe Jutzi/Scharen, insb. 4 f., 9 f.; ferner Jutzi/Abbiihl, K 24.

% Vgl. Jutzi/Abbihl, K 45.
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3. Wirdigung

Schweizer Anbieter, die wertreferenzierte Token oder E-Geld-Token in der EU
emittieren oder Krypto-Dienstleistungen in der EU erbringen wollen, benoti-
gen daftir unter der MiCAR kinftig eine entsprechende Lizenz. Wer in der EU
allgemeine Token emittieren will, muss ein der NCA vorgangig zur Kenntnis
gebrachtes Whitepaper publizieren. Bleibt es bei Art. 43 Abs. 1, wird eine Emis-
sion von Stablecoins, die einzig an den Euro oder eine andere Unionswahrung
pegged sind, de facto selbst auf einer Reverse Solicitation-Basis nicht mehr zu-
lassig sein. Inwieweit sich dieses Verbot gegentiber Schweizer Emittenten ef-
fektiv durchsetzen lasst, scheint fraglich. Da bei dieser Vorschrift die Wah-
rungshoheit der EU und nicht der Verbraucherschutz im Vordergrund steht,
diirfte der Verbrauchergerichtsstand nach LugU und somit auch die MiCAR
auf Schweizer Stablecoin-Emittenten keine Anwendung finden. Die zivilrecht-
lichen Risiken einer unbewilligten Ausgabe von EUR-Stablecoins scheinen fiir
Schweizer Krypto-Anbieter also begrenzt. Sofern es sich bei dem betreffen-
den Akteur um ein nach Schweizer Finanzmarktgesetzen bewilligungspflich-
tiges Institut handelt, kann eine Ausgabe von E-Geld-Token ohne entspre-
chende EU-Lizenz allerdings die Gewahr des Instituts fiir eine einwandfreie
Tatigkeit in Frage stellen. Zur Gewahrleistung einer einwandfreien Geschafts-
tatigkeit gehort die Einhaltung von auslandischem Recht wie die erwahnte Li-
zenzpflicht fiir die Ausgabe von EUR-Stablecoins (vgl. etwa FINMA-RS 08 /21%,
Rz 136.2-136.5). Fehlt die Gewahr, droht dem Akteur in letzter Konsequenz ein
Bewilligungsentzug.

Heute kénnen EU-Mitgliedstaaten eigenstandig bestimmen, inwiefern sie Ta-
tigkeiten im Kryptowerte-Markt einer Bewilligung unterstellen und welche
Pflichten fiir Krypto-Anbieter sie damit verbinden wollen. Mit der MiCAR wird
der europaische Binnenmarkt im Bereich der Kryptowerte harmonisiert. Ver-
fugt ein Anbieter Uber eine Zulassung in einem EU-Mitgliedsstaat, kann er
seine Dienstleistung anschliessend ohne weiteres in andere EU-Lander ex-
portieren. Diese Harmonisierung erleichtert den innereuropaischen Marktzu-
gang” und schafft Rechtssicherheit in Bezug auf die aufsichtsrechtlichen Er-
wartungen an Krypto-Anbieter. Dies wiederum erhoht die Attraktivitat des
Standorts EU und konnte dazu fithren, dass sich Innovatoren vermehrt in der
EU statt in der Schweiz niederlassen.

%% FINMA-RS 08/21 ,Operationelle Risiken - Banken“ vom 8. November 2008.
9% Vgl. Erw. (4)-(5), (76).
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III. Bewilligungspflichten

1. Allgemeines

Unter der MiCAR benétigen Emittenten von wertreferenzierten Token und
E-Geld-Token sowie Krypto-Dienstleister in der EU kiinftig eine Zulassung
(Art. 15 ff.). Die drei neuen Lizenzen erganzen im EU-Finanzmarktrecht bereits
bestehende Bewilligungsformen, z.B. die des Kreditinstituts i.S.v. Art. 3 Abs. 1
Nr. 1der sog. Eigenkapitalrichtlinie (Capital Requirements Directive Number IV,
CRD 1V)*® iV.m. Art. 4 Abs. 1 Nr. 1 der sog. Kapitaladiquanzverordnung (Capi-
tal Requirements Regulation, CRR)” (das europiische Pendant zur Bank in der
Schweiz), der Wertpapierfirma i.S.v. Art. 3 Abs. 1 Nr. 19 MiFID II (das europai-
sche Pendant zum Wertpapierhaus in der Schweiz) oder des E-Geld-Instituts
(i.Sv. Art. 2 Nr. 1 E-Geld-Richtlinie).”® Fiir Emittenten von wertreferenzierten
Token und von E-Geld-Token, fiir Krypto-Dienstleister und fiir Whitepapers
ist ein o6ffentliches Verzeichnis der ESMA geplant (Erw. (65c) i.V.m. Art. 91a).”’

2. Emission von E-Geld-Token

Die strengsten Bewilligungsvoraussetzungen gelten fir Emittenten von E-
Geld-Token (Art. 43 ff.). E-Geld-Token diirfen kiinftig nur noch durch Institute
emittiert werden, die Gber eine Lizenz als Kreditinstitut oder E-Geld-Institut
verfiigen, sodass die dortigen Lizenzierungsanforderungen (u.a. im Bereich
der Eigenmittel, Organisation und Verhaltenspflichten) greifen (Art. 43 Abs. 1).
Hinzu kommen auf Emittenten von E-Geld-Token gemiinzte Bewilligungsan-
forderungen, welche diese laufend erfiillen miissen. Dazu gehort die Publika-
tion eines Whitepapers, das sie vorgangig der zustandigen Aufsichtsbehorde
zur Kenntnis gebracht haben (Art. 43 Abs. 1 Bst. b i.V.m. Art. 46 und Anhang II).

% Richtlinie 2013/36,/EU des Européischen Parlaments und des Rates vom 26. Juni 2013 iber
den Zugang zur Tatigkeit von Kreditinstituten und die Beaufsichtigung von Kreditinstitu-
ten, zur Anderung der Richtlinie 2002/87/EG und zur Aufhebung der Richtlinien 2006,/48 /
EG und 2006,/49/EG, ABI L 176 vom 27. Juni 2013, 338 ff.

Verordnung (EU) Nr. 575/2013 des Europaischen Parlaments und des Rates vom 26. Juni
2013 iber Aufsichtsanforderungen an Kreditinstitute und Wertpapierfirmen und zur Ande-
rung der Verordnung (EU) Nr. 646,/2012, ABI L 176 vom 27. Juni 2013, 1 ff..

Einzelheiten zu den auf Kreditinstitute und Wertpapierfirmen anwendbaren EU-Finanz-
marktregulierungen siehe Reiser/Dobbins, 13, insb. Fn. 93.

Der Kommissionsvorschlag sah ein solches Register nur fiir Krypto-Dienstleister und Whi-
tepapers vor (Art. 57 iV.m. Erw. (53)). Einzelheiten zum Bewilligungsregime in der Schweiz,
einen Vergleich mit demjenigen unter der MiCAR und Kriterien zur Aussonderbarkeit von
Kryptowerten im Konkurs des Verwahrers siehe Reiser/Dobbins, ins. 486 ff.; Weber/Ba-
isch, DLT, 690 ff.
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Weiter gelten fiir sie spezielle Vorgaben in Bezug auf die Ausgabe und Rick-
tauschbarkeit von E-Geld-Token (Art. 44)./° Um sicherzustellen, dass die To-
ken hauptsachlich als Tauschmittel und nicht als Wertaufbewahrungsmit-
tel verwendet werden, sind zudem Zinsvereinbarungen untersagt (Erw. (46),
Art. 45)."

Sodann gelten Haftungsvorschriften fiir die im Whitepaper enthaltenen Infor-
mationen (Art. 47) sowie Vorgaben fiir Marketingmitteilungen (Art. 48), Anlage-
vorschriften fir im Tausch gegen E-Geld-Token entgegengenommene Geld-
betrage (Art. 49) und Regeln fiir Sanierungen und eine geordnete Abwicklung
(Art. 49a).

3. Emission wertreferenzierter Token

Im Gegensatz zu Emittenten von E-Geld-Token bendétigen Emittenten von
wertreferenzierten Token keine Lizenz als Kreditinstitut oder E-Geld-Institut.
Jedoch miissen sie eine juristische Person mit Sitz in der EU sein (Art. 15
Abs. 1-2). Zudem miissen auch sie ein Whitepaper erstellen und dieses von
der zustandigen Aufsichtsbehérde genehmigen lassen (Art. 19 Abs. 1 Satz 2).
Mit der Aufsicht Giber Emittenten wertreferenzierter Token will die EU ver-
meiden, dass sich wertreferenzierter Token auf Grundlage einer nichteuropai-
schen Wahrung zu einem weit verbreitete Zahlungsmittel entwickeln und die
EU dadurch in ihrer Wihrungshoheit beeintrichtigt wird.'”*

Wie die Emittenten von E-Geld-Token miissen auch die Emittenten von wert-
referenzierten Token laufende Bewilligungsvoraussetzungen einhalten. Die
Whitepaper-Pflicht (Art. 15 Abs. 3, Art. 16 Abs. 1 Bst. iV.m. Art. 17 iV.m. Anhan-
gen I-1I und Art. 21, 24) samt einer Haftung fiir Informationen im Whitepaper
(Art. 22), Mindestrechte der Token-Inhaberinnen wie Riicktauschrechte bei
besonderen Ereignissen (Art. 35) sowie das Verzinsungsverbot (Art. 36) fir
Emittenten von E-Geld-Token gelten auch fiir Emittenten wertreferenzierter
Token. Hinzu kommen eine allgemeine Treuepflicht gegeniiber Token-Inha-
berinhaberinnen (Art. 23), Marketingvorgaben (Art. 25), Informationspflichten
(Betrag der in Umlauf befindlichen Token, Wert und die Zusammensetzung des
Reservevermogens usw., vgl. Art. 26), Vorgaben zum Beschwerdemanagement
(Art. 27), Umgang mit Interessenkonflikten (Art. 27 f.), Meldepflichten (Art. 29)
und zur Corporate Governance (Art. 30) sowie Anforderungen an Eigenmittel
(Art. 31) und Reservevermogen (Art. 32 ff.), ferner Vorgaben in Zusammenhang
mit Sanierungen und einer geordneten Abwicklung (Art. 41a, 42).

100 vg]. Weber/Baisch, Digital Finance Package, 233
101 vgl. Eggen, 179 .
102 vgl. hierzu auch EU Rat, Pressemitteilung 29. Juni 2022.
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Kreditinstitute, die wertreferenzierte Token ausgeben, benétigen zwar unter
der MiCAR keine separate Zulassung als Emittent solcher Token. Sie miissen
sich dabei aber ebenfalls an gewisse Auflagen halten. Z.B. gelten die Whitepa-
per-Pflicht und die Rechtsgutachten-Pflicht tiber die Klassifikation der emit-
tierten Token auch fiir sie (Art. 15 Abs. 1 Bst. b i.V.m. Art. 15a).

Speziell bei der Zulassungspriifung von Emittenten wertreferenzierter Token
ist vorgesehen, dass NCAs, EBA und ESMA und - sofern die wertreferenzierten
Token auf Unionswahrungen Bezug nehmen - die Europdische Zentralbank
(EZB) sowie die nationale Zentralbank, welche die betreffende Wahrung aus-
gibt, konsultieren, bevor sie die Zulassung erteilen oder verweigern (Erw. (29),
Art. 18 Abs. 3-4). Zudem haben die Aufsichtsbehérden die Moglichkeit, Emit-
tenten wertreferenzierter Token die Zulassung zu verweigern oder zu ent-
ziehen, die Menge der emittierten Werte zu begrenzen oder eine Mindest-
stiickelung vorzugeben, wenn das Geschaftsmodell eine ernsthafte Bedrohung
fur die Finanzstabilitat, Geldpolitik oder Wahrungshoheit der EU darstellen
konnte (Art. 19 Abs. 2 Bst. ¢, Art. 20 Abs. 1 Bst. ga, Art. 20 Abs. 1a-1b). Bei Uber-
schreiten bestimmter Schwellenwerte (> 1 Mio. Transaktionen oder > 200 Mio.
Euro im Durchschnitt pro Tag wahrend einem Vierteljahr in einem einzigen
Wahrungsgebiet) miissen Emittenten die Ausgabe der Token einstellen u